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The European Data Protection Board

Having regard to Article 63 and Article 65(1)(a) of the Regulation 2016/679/EU of the European
Parliament and of the Council of 27 April 2016 on the protection of natural persons with regardtothe
processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC
(hereinafter “GDPR”)1,

Having regard to the EEA Agreement and in particular to Annex Xl and Protocol 37 thereof, as
amended by the Decision of the EEA joint Committee No 154/2018 of 6 July 20182,

Having regardto Article 11 and Article 22 of its Rules of Procedure (hereinafter “EDPB RoP”)3,
Whereas:

(1) The main role of the European Data Protection Board (hereinafter the “EDPB”) is to ensure the
consistent application of the GDPR throughout the EEA. To this effect, it follows from Article 60 GDPR
that the lead supervisory authority (hereinafter “LSA”) shall cooperate with the other supervisory
authorities concerned (hereinafter “CSAs”) in an endeavour to reach consensus, that the LSA and CSAs
shall exchange all relevant information with each other, and that the LSA shall, without delay,
communicate the relevant information on the matter tothe other supervisory authorities concerned.
The LSA shall without delay submit a draft decision to the other CSAs for their opinion and take due
account of their views.

(2) Where any of the CSAs expressed a reasoned and relevant objection on the draft decision in
accordance with Article 4(24) and Article 60(4) GDPR and the LSA does not intend to follow the
relevant and reasoned objection or considers that the objection is not reasoned and relevant, the LSA
shall submit this matter tothe consistency mechanism referred to in Article 63 GDPR.

(3) Pursuant to Article 65(1)(a) GDPR, the EDPB shallissue a binding decision concerning allthe matters
which are the subject of the relevant and reasoned objections, in particular whether there is an
infringement of the GDPR.

(4) The binding decision of the EDPB shall be adopted by a two-thirds majority of the members of the
EDPB, pursuant to Article 65(2) GDPR in conjunction with Article 11(4) EDPB RoP, within one month
after the Chair of the EDPB and the competent supervisory authority have decided that the file is
complete. The deadline may be extended by a further month, taking into account the complexity of
the subject-matter upon decision of the Chair of the EDPB on own initiative or at the request of at
least one third of the members of the EDPB.

(5) In accordance with Article 65(3) GDPR, if, in spite of such an extension, the EDPB has not been able
to adopt a decision within the timeframe, it shall do so within two weeks following the expiration of
the extension by a simple majority of its members.

(6) In accordance with Article 11(6) EDPB RoP, only the English text of the decision is authentic as it is
the language of the EDPB adoption procedure.

10JL119,4.5.2016,p.1.

2 References to “Member States” made throughout this decision should be understood as references to “EEA
Member States”.

3 EDPB Rules of Procedure, adopted on 25 May 2018.
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HAS ADOPTED THE FOLLOWING BINDING DECISION

1 SUMMARY OF THE DISPUTE

This document contains a Binding Decision adopted by the EDPB in accordance with
Article 65(1)(a) GDPR. The decision concerns the dispute arisen following a draft decision (hereinafter
“Draft Decision”) issued by the Irish supervisory authority (“Data Protection Commission”, hereinafter
the “IESA”, also referred to in this context as the “LSA”) and the subsequent objections expressed by
a number of CSAs (“Osterreichische Datenschutzbehérde” hereinafter the “AT SA”; “Der
Hamburgische Beauftragte fiir Datenschutz und Informationsfreiheit” also on behalf of other German
SAs*, hereinafter the “DE SAs”; “Agencia Espafiola de Proteccidon de Datos”, hereinafter the “ES SA”;
“Office of the Data Protection Ombudsman”, hereinafter the “FI SA”; “Commission Nationale de
I'Informatique et des Libertés", hereinafter the “FR SA”; “Hungarian National Authority for Data
Protection and Freedom of Information, hereinafter “HU SA”; “Garante per la protezione dei dati
personali", hereinafter the “IT SA”; “Autoriteit Persoonsgegevens”, hereinafter the “NL SA”;
“Datatilsynet”, hereinafter the “NO SA”; and “Integritetsskyddsmyndigheten”, hereinafter the “SE
SA”).

The Draft Decision atissue relatesto a “complaint-based inquiry” which was commenced by the IE SA
on 20 August 2018 into the Instagram social media processing activities (hereinafter “Instagram
service”) of Facebook Ireland Limited, a company established in Dublin, Ireland. The company has
subsequently changed its name to “Meta Platforms Ireland Limited” and hereinafter it is referred to
as “MetalE”. Any reference to Meta IE in this Binding Decision means a reference to either Facebook
Ireland Limited or Meta Platforms Ireland Limited, as appropriate.

The complaint was lodged on 25 May 2018 with the Belgian supervisory authority (“Autorité de
protection des données”), hereinafter the “BE SA” by a data subject who requested the non-profit
NOYB - European Center for Digital Rights (hereinafter, “NOYB”) to represent them under Article 80(1)
GDPR (both hereinafter referredto as the “Complainant”). The Complainant alleged a violation of the
right to data protection and especially infringements of “all the particular requirements set out in
Article 4(11), Article 6(1)(a), Article 7 and/or Article 9(2)(a) of the GDPR”, by arguing that the controller
relied on a “forced consent”, as well as alleging misrepresentations of the controller with regard to
consent and the legal basis for the processing, and consequently, an infringement of Article 5(1)(a)
GDPR?>. The complaint articulated its requests into a request to investigate, and a request to impose
corrective measures®.

4 Objections raised on behalf of the Hamburg Commissioner for Data Protection and Freedom of Information,
the Bavarian State Office for Data Protection Supervision, the Berlin Commissioner for Data Protection and
Freedom of Information, the Brandenburg Commissioner for Data Protection and Freedom of Information, the
Federal Commissioner for Data Protection and Freedom of Information, the State Commissioner for Data
Protectionin Lower Saxony and the State Commissioner for Data Protection North Rhine-Westphalia.

5 Complaint, paragraphs2.2.5.and2.3.2.

6 Within its request to investigate in paragraph 3.1 of the Complaint, the Complainant requested that a full
investigation be made to determine “which processing operations the controller engages in, in relation to the
data subject’, “for which purpose they are performed”, “on which legal basis for each specific processing
operation the controllerrelies on”, andto acquire “a copy of any records of processing activities”. The complaint
also requested “that the results of this investigation [be] made available to [them]”. As regards the request to
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On 31 May 2018, the BE SA transferred the complaint to the |IE SA. The IE SA stated in its “Schedule to
the Draft Decision”” that it was satisfied that the IE SA is the LSA, within the meaning of the GDPR, for
Meta IE, as controller, for the purpose of the cross-border processing of personal datain the context
of the Instagram service.

The following table presents a summary timeline of the events part of the procedure leading to the
submission of the mattertothe consistency mechanism:

The scope and legal basis of the inquiry were set out in the notice
20.08.2018 of commencement of inquiry that the |E SA sent tothe partieson
20 August 2018. The IE SA commenced the inquiry and requested
information from this date.

Inquiry Report stage:

20.08.2018-07.04.2021 e the IE SA commenced work on the draft inquiry report

o the IESA prepared a draftinquiry report andissued it to
Meta IE and to the Complainant to allow them to make
submissions in relation to the draft inquiry report;

e Meta IE provided its submissions in relation to the draft
inquiry report;

e The Complainant provided its submissions in relation to
the draft inquiry report;

e Meta IE and the Complainant were furnished with each
other’s submissions and the final report was provided to
the decision-maker;

e The IESAissued a copy of its final inquiry report to Meta
IE and the Complainant.

o The IE SA issued a letter to Meta IE and to the
Complainant to confirm the commencement of the
decision-making stage.

The IE SA issued a Preliminary Draft Decision (hereinafter “the
23.12.2021 Preliminary Draft Decision”) (including a Schedule) to Meta IE
and to the Complainant.

The Complainant provided submissions on the Preliminary Draft
04.02.2022 Decision to the IE SA (“Complainant’s Preliminary Draft
Submissions dated 4 February 2022”8).

Meta |IE made submissions on the Preliminary Draft Decision to
the |E SA (“Meta IE’s Preliminary Draft Submissions”).

The |E SA shared its Draft Decision with the CSAs in accordance
01.04.2022 with Article 60(3) GDPR.

impose corrective measures, more s pecifically, the complaint requested in paragraph 3.2 that the SA “stop any
processing operations that are based on invalid consent by the data subject”, and in paragraph 3.3 that an
“effective, proportionate anddissuasive fine” beimposed.

7 |ESA Scheduleto the Draft Decision of 1 April 2022 in the matter of TSA (through NOYB) v Meta Platforms Lid
(formerly Facebook Ireland Limited) in respect of the Instagram Service, paragraphs 58-72.

8 This documentis mistakenlydated “11.06.2020".
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Between Several CSAs (AT, DE, ES, FI, FR, HU, IT, NL, NO, and SE SAs) raised
objections in accordance with Article 60(4) GDPR.
28 and 29.04.2022

The IE SA issued a Composite Response setting out its replies to
01.07.2022 such objections and shared it with the CSAs (hereinafter,
“Composite Response”). The IE SA requested the relevant CSAs
to confirm whether, having considered the IE SA’s position in
relation to the objections as set out in the Composite
Memorandum, the CSAs intended to maintain their objections.

In light of the arguments put forward by the IE SA in the
Composite Response, the DE, ES, FI, HU, NL, NO, and SE SAs),
confirmed to the IE SA that they maintain their remaining
objections®.

The IE SA invited Meta IE to exercise its right to be heard in
08.07.2022 respect of the objections (and comments) that the IE SA
proposed to refer to the EDPB under Article 65(1) GDPR along
with the |E SA’s Composite Response and the communications

received from the CSAs in reply to the Composite Response.

Meta IE furnished the requested submissions (“Meta IE Article
09.08.2022 65 Submissions of 9 August 2022”).

The IE SA referred the matter to the EDPB in accordance with
11.08.2022 Article 60(4) GDPR, thereby initiating the dispute resolution
procedure under Article 65(1)(a).

The IE SA triggered the dispute resolution process in the Internal Market Information system
(hereinafter “IMI”)10 on 11 August 2022 in accordance with Article 60(4) GDPR.

The EDPB Secretariat assessed the completeness of the file on behalf of the Chair of the EDPBin line

with Article 11(2) EDPB RoP in order to ensure that all the necessary documents were included in the
file.

The EDPB Secretariat contactedthe IE SA on 23 and 27 September 2022, asking for the transmission
via IMI of specified documents pertaining to the investigation conducted by the IE SA'L. The request

° Response of the DE SAs to Composite Response dated 11July2022; Response of the ES SA to |ESA Composite
Responsedated 8 July 2022; Response of the FI SA to Composite Response dated 8 July 2022; Response of the
HU SA to Composite Responsedated 7 July 2022; Response of the NL SA to Composite Response dated 5 July
2022; Response of the NO SA to Composite Responsedated 11 July 2022; Response of the SE SA to Composite
Responsedated 8 July 2022

10 The Internal Market Information (IMI) is the information and communicationsystem mentioned inArticle 17
of the EDPB Rules of Procedure.

11 The following documents were requested:

Letter of DPCto NOYB of 23/11/2018 outlining the scope of the inquiry.

NOYB's replyto DPC of 03/12/2018 outlining procedural concerns
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10.

11.

12.

was made to allow the EDPB to come to a fully informed decision on the objections raised by some
CSAs on the scope and conduct of the investigation. From the schedule tothe Draft Decision, the EDPB
Secretariat concluded that both Meta IE and the Complainant were given access to the documents
requested and invited the IE SA to confirm this was indeed the case.

The IE SA declined the request, as it considered that the material already provided as sufficient to
enable the EDPB to determine the objections referredto it, asthe draft decision provides information
about the scope of the inquiry commenced for the purpose of examining the complaint, the
procedural steps taken in the inquiry, the information that was collected during the course of the
inquiry process, the allegations that were put to the data controller, the submissions made by the
parties to the inquiry and the assessments and views of the IE SA. Further, the IE SA expressed its
concern over the possibility of the EDPB concluding its decision on the basis of material which was
never put to the controller concerned as part of the formulation of any allegation of potential
wrongdoing. Finally, the IE SA underlined that, in accordance with Article 11(2) of the EDPB RoP, they
would provide documents the Board deems necessary.

A matter of particular importance that was scrutinised by the EDPB Secretariat was the right to be
heard, as required by Article 41(2)(a) of the Charter of Fundamental Rights. Further details on this are
provided in Section 2 of this Binding Decision.

On 5 October 2022, the decision on the completeness of the file was taken, and it was circulated by
the EDPB Secretariat toall the members of the EDPB.

The Chair of the EDPB decided, in compliance with Article 65(3) GDPR in conjunction with Article 11(4)
EDPB RoP, to extend the default timeline for adoption of one month by a further month on account
of the complexity of the subject-matter

DPC's reply to NOYB of 16/01/2019

DPC letter to Meta of 30/01/2019 outliningviews on the scope;

Meta IE responseto DPC of 05/02/2019, raising procedural questions;

DPC's response to Meta of 08/02/2019;

Email exchanges between DPCand Meta on 08/02 and 15/02/2019 regarding scope and procedural issues raised
by NOYB;

Meta IE’s Submissions of 22/02/2019including Meta Submission of 28/09/2018 (marked up copy, of which parts
Meta considered out of scope of complaint);

DPC letter to NOYB of 28/03/2019 which included an update on the scope;

Letter from NOYB to the IE SA dated 19 April 2019 whichincluded further submissions on the scope

NOYB's letter to DPC of 24/02/2020 raising procedural issues;

DPC's reply to NOYB of 23/03/2020;

DraftInquiry reportof 20/05/2020;

DPC letter to NOYB of 20/05/2020;

NOYB's response to DPC of 03/06/2020;

NOYB submissions on the Draft Inquiry Report of 19/08/2020;

Meta IE’s Submissions on the Draft Inquiry Report of 22/06/2020;

Final Inquiry reportof 18January2021;

NOYB’s Submissions on the Preliminary Draft Decision in1N-18-08-05 dated 11 June 2021;

NOYB’s submission to the |E SAcontaining the Gallup studyin attachment.
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13.

14.

15.

16.

17.

18.

19.

2 THE RIGHT TO GOOD ADMINISTRATION

The EDPB is subject to Article 41 of the EU Charter of Fundamental Rights, in particular Article 41 (right
to good administration). This is also reflectedin Article 11(1) EDPB RoP. Further details were provided
in the EDPB Guidelines on Article 65(1)(a) GDPR12,

The EDPB Decision “shall be reasoned and addressed to the lead supervisory authority and all the
supervisory authorities concerned and binding on them” (Article 65(2) GDPR). It is not aiming to
address directly any third party. However, as a precautionary measure to address the possible need
for the EDPB to offer the right to be heard at the EDPB level to Meta IE, the EDPB assessed if Meta IE
was offered the opportunity to exercise its right to be heard in relation to the procedure led by the
LSA and the subject matter of the dispute to be resolved by the EDPB. In particular, the EDPB assessed
if all the documents containing the matters of facts and law used by the EDPB to take its decision had
been previously shared with Meta IE.

The EDPB notes that Meta IE has received the opportunity to exercise its right to be heard regarding
all the documents containing the matters of facts and of law considered by the EDPB in the context of
this decision and provided its written observations!3, which have been shared with the EDPB by the
LSA.

Considering that Meta IE has been already heard by the IE SA on all matters of facts and of law
addressed by the EDPB in its decision, the EDPB is satisfied that the Article 41 of the EU Charter of
Fundamental Rights has been respected.

The EDPB considers that the Complainant is not likely to be adversely affected by this Binding Decision,
and consequently does not meet the conditions to be granteda right to be heard by the EDPB in line
with Article 41 of the EU Charter of Fundamental Rights, applicable case law, and Article 11 of the
EDPB RoP. This is without prejudice to any right to be heard or other related rights the Complainant
may have before the competent national supervisory authority(/-ies).

3 CONDITIONS FOR ADOPTING A BINDING DECISION

The general conditions for the adoption of a binding decision by the EDPB are set forth in Article 60(4)
and Article 65(1)(a) GDPR 4,

3.1 Objection(s) expressed by several CSA(s) in relation to a Draft Decision

The EDPB notes that several CSAs (AT, DE, ES, FI, FR, HU, IT, NL, NO and SE SAs) raised objections to
the Draft Decision via IMI. The objections were raised pursuant to Article 60(4) GDPR.

12 EDPB Guidelines 3/2021 on the application of Article 65(1)(a) GDPR, adopted on 13 April 2021 (version for
public consultation) (hereinafter, “EDPB Guidelines on Art. 65(1)(a)”), paragraphs 94-108.

13 In particular, Meta IE Preliminary Draft Submissions dated 4 February 2022, Meta IE Article 65 Submissions
dated 9 August2022.

14 According to Art. 65(1)(a) GDPR, the EDPB will issue a binding decision when a supervisory authority has raised
arelevantandreasoned objectionto a draft decision of the LSA and the LSA has not followed the objection or
the LSA has rejected suchan objectionas being notrelevant or reasoned.
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20.

21.

22.

23.

24,

3.2 The IE SA finds the objections to the Draft Decision not relevant or reasoned and
does not follow them

On 1 July 2022, the IE SA provided to the CSAs an analysis of the objections raised by the CSAs in the
Composite Response.

The IE SA concluded that it would not follow the objections, as it did not consider them “relevant”
and/or “reasoned”, withinthe meaning of Article 4(24) GDPR for the reasons set out in the Composite
Response and below?>.

3.3 Admissibility of the case

The case at issue fulfils the elements listed by Article 65(1)(a) GDPR, since several CSAs raised
objections toa draft decision of the LSA (the |E SA) within the deadline provided by Article 60(4) GDPR,
and the IE SA has not followed objections or rejected them for being, in its view, not relevant or
reasoned.

The EDPB takes note of Meta IE’s position that the current Article 65 GDPR dispute resolution should
be suspended due to pending preliminary ruling proceedings before the Court of Justice of the EU
(hereinafter, “CJEU”)16, Meta IE refers in particularto cases C-252/2117 and C-446/2118. Following its
assessment, the EDPB decides to continue its proceedings on this Article 65 GDPR dispute resolution,
as there is no explicit legal basis for a stay of the dispute resolution procedure in EU law, nor are
existing CJEU rulings on the matter conclusive for the situation of the EDPB*°. Also, the EDPB takes
into consideration the data subjects’ right to have their complaints handled within a “reasonable
period” (Article 57(1)(f) GDPR), and to have their case handled within a reasonable time by EU bodies
(Article 41 Charter). Moreover, ultimately there are remedies available to the affected parties in case
of a discrepancy betweenthe EDPB Binding Decision and CJEU rulings in the aforementioned cases?°.

Considering the above, in particular that the conditions of Article 65(1)(a) GDPR are met, the EDPB is
competent to adopt a binding decision, which shall concern all the matters which are the subject of

15 The IESAletter to the EDPB Secretariat dated 11 August 2022.

16 Meta IE Article 65 Submissions, paragraphs 3.4-3.8.

17Requestfor a preliminaryruling of 22 April 2021, Meta Platforms and Others, C-252/21 (hereinafter ‘C-252/21
Oberlandesgericht Disseldorf request’).

18 Request for a preliminary ruling of 20July2021, Schrems, C- 446/21 (hereinafter ‘C-446/21 Austrian
Oberster Gerichtshof request’).

19 C-234/89 Judgement of the Court of Justice of 28 February 1991, Delimitis, C-234/89, ECLI:EU:C:1991:91; C-
344/98 Judgement of the Court of Justice of 14 December 2000, Masterfoods, C-344/98, ECLI:EU:C:2000:689.
These cases concerned proceedings before the national courts, where the parties faced the risk of being
confronted with a conflicting decision of the national judge that could be seen as de facto nullifying the
Commission decision — a power which is retained by the CJEU. The current dispute resolution procedure
concernstheadoptionof an administrative decision, which canbe subject to full judicial review.

20 |n case an action for annulment is brought against the EDPB decision(s) and found admissible, the General
Court/CJEU has the opportunity to invalidate the decision of the EDPB. Inaddition, andifthe General Court/CIEU
wereto deliver anyjudgmentinthetime between theadoptionof the EDPB’s Art. 65 decisionand the adoption
the IESA’s final decision, the IESAmay ultimately decide to revise thefinal national decision it takes following
the EDPB's binding decision - if the CIEU’s rulings give cause to do so - in accordance with the principle of
cooperation as elaborated by the CJEU in the C-453/00 Judgement of the Court of Justice of 12 January 2004,
Kihne & Heitz NV, ECLI:EU:C:2004:17.

10
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25.

26.

27.

28.

29.

30.

the relevant and reasoned objection(s), i.e. whether there is an infringement of the GDPR or whether
the envisaged action in relation to the controller or processor complies with the GDPR 21,

The EDPB recalls that its current Decision is without any prejudice to any assessments the EDPB may
be called upon to make in other cases, including with the same parties, taking into account the
contents of the relevant draft decision and the objections raised by the CSA(s).

3.4 Structure of the Binding Decision

For each of the objections raised, the EDPB decides on their admissibility, by assessing first whether
they can be considered as a “relevant and reasoned objection” within the meaning of Article 4(24)
GDPR as clarified in the Guidelines on the concept of a relevant and reasoned objection?2.

Where the EDPB finds that an objection does not meet the requirements of Article 4(24) GDPR, the
EDPB does not take any position on the merit of any substantial issues raised by that objection in this
specific case. The EDPB will analyse the merits of the substantial issues raised by all objections it deems
relevant and reasoned?3.

4 ON WHETHER THE LSA SHOULD HAVE FOUND AN INFRINGEMENT
FOR LACK OF APPROPRIATE LEGAL BASIS

4.1 Analysis by the LSA inthe Draft Decision

The IE SA concludes that the GDPR, the jurisprudence and the EDPB Guidelines do not preclude Meta
IE from relying on Article 6(1)(b) GDPR as a legal basis to carry out the personal data processing
activities involved in the provision of its service to users, including behavioural advertising insofar as
that forms a core part of the service?*. Finding 2 reads “I find the Complainant’s case is not made out
that the GDPR does not permit the reliance by Meta Ireland on 6(1)(b) GDPR in the context of its
offering of Terms of Use?>”

The |E SA statesthat it does not have competence to consider substantive issues of contractlaw and,
accordingly, its analysis is limited to the specific contract entered into by the complainant and Meta
IE in respect of the Instagram service?26.

The IE SA understands the complainant’s allegationsas??: being that, firstly, they were given a binary
choice: i.e. either accept the Instagram Terms of Use and the associated Data Policy by selecting the

21 Art. 65(1)(a) and Art. 4(24) GDPR. Some CSAs raised comments and not per se objections, which were,
therefore, nottaken into account by the EDPB.

22 EDPB Guidelines 9/2020 on the concept of relevant and reasoned objection, version 2 adopted on 9 March
2021, (hereinafter, “EDPB Guidelines on RRO”).

23 See EDPB Guidelines on Art. 65(1)(a), paragraph 63 (“The EDPB will assess, in relation to each objection raised,
whetherthe objection meets the requirements of Article 4(24) GDPR and, if so, address the merits of the objection
inthe binding decision.”)

2 Draft Decision, paragraphs 112 and 115.

25 Draft Decision, Finding 2, p. 40.

26 Draft Decision, paragraph 84.

27 Draft Decision, paragraph 10.

11
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31.

32.

33.

“accept” button, or deleting their Instagram account 28, lack of clarity on which specific legal basis Meta
IE relies on for each processing operation?®, and their concern on Meta IE’sreliance on Article 6(1)(b)
to deliver the Instagram Terms of Use3°.

While the IE SA acknowledges that the EDPB considers in its Guidelines 2/20193! that, as a general
rule, processing for online behavioural advertising is not necessary for the performance of a contract
for online service under Article 6(1)(b) GDPR3Z, in this particular case, having regard to the specific
terms of the contract and the nature of the service provided and agreed upon by the parties, |E SA
concluded that Meta IE mayin principle rely on Article 6(1)(b) as legal basis of the processing of users’
data necessary for the provision of its service, including through the provision of behavioural
advertising insofar as thisforms a core part of that service offered to and accepted by users33. Further,
the IE SA states that while the examples provided in any form of EDPB guidance are helpful and
instructive, they are not necessarily conclusive of the position in any specific case and indeed do not
purport to be34.

The |E SA disagrees with what it defines as a “strict threshold of ‘impossibility’ in the assessment of
necessity” proposed by the complainant and the EDPB3°. By “impossibility”, 1E SA refers to the
argument put forward that a particular term of a contract (here, behavioural advertising) is not
necessary to deliver an overall service or contract3®. The IE SA is of the view that “it is not for an
authority such as the Commission, tasked with the enforcement of data protection law, to make
assessments as to what will or will not make the performance of a contract possible or impossible” and
that the general principles set out in the GDPR and explained by the EDPB in the guidelines must be
applied on a case-by-case basis3”. The |E SA considers that Article 6(1)(b) GDPR cannot be interpreted
as requiring that it is impossible to perform the contract without the data processing operations in
guestion3s,

The |E SA refers to Meta IE’s position that in the specific context of the Instagram service, personalised
advertising may constitute a distinguishing feature of said service which is an “exact rationale” and
one of the “essential elements of the Terms of Use” for which the ordinary user would reasonably
expect their personal data to be processed so as to receive the Instagram service as advertised3®.
Further, the IE SA refers to Meta IE’s submission regarding whether the necessity test encompasses
an impossibility threshold, and Meta IE’s argument that were impossibility an aspect of necessity, it

28 Draft Decision, paragraph 11.

29 Draft Decision, paragraph 17.

30 Draft Decision, paragraph 77.

31 EDPB Guidelines 2/20190on the processing of personal data under Article 6(1)(b) GDPR in the context of the
provision of online services to data subjects Version 2.0, adopted on 8 October 2019 (hereinafter, “EDPB
Guidelines 2/2019 on Article 6(1)(b) GDPR”).

32 Draft Decision, paragraph 113.

33 Draft Decision, paragraph 113.

34 Draft Decision, paragraph 108.

35 Draft Decision, paragraphs 107 and 112.

36 Draft Decision, paragraph 107

37 Draft Decision, paragraph 108.

38 Draft Decision, paragraphs 107-109and112.

39 Draft Decision paragraph 109.
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34.

35.

36.

37.

38.

39.

40.

would not, in any case operate as a “blanket prohibition” on relying on Article (1)(b) GDPR asthe legal
basis for the processing in this context*0.

The IE SA considers personalised advertising a core part of the service offered toand accepted by the
users, having regardto the specific terms of the contract and the nature of the service provided and
agreed upon by Meta IE and the user®!. The IE SA points out that the nature of the service being
offered to Instagram usersis set out in the Terms of Use which describe the Instagram service as being
“personalised” and connects users with brands, including by means of providing “relevant” advertising
and content?2,

The IE SA considers this as the Instagram service is advertised in the Terms of Use as being predicated
on personalised advertising, any reasonable user would understand and expect that this is part of the
core bargain thatis being struck with Meta IE, even if they might prefer that the market would offer
them better alternative choices*3.

The |E SA considers that as personalised advertising forms part of the core bargain struck between
Meta Ireland and Instagram users, any processing necessary for the delivery of such advertising is
deemed to fall within the scope of Article 6(1)(b) GDPR44.

The IE SA thus concludes that Meta IE may in principle rely on Article 6(1)(b) GDPR as a legal basis of
the processing of users’ data necessary for the delivery of a service based on behavioural advertising
of the kind provided for under the contract between Meta IE and Instagram’s users#°.

The IE SA clarified that, having regard to the scope of the complaint and its inquiry, the above
conclusion ought not to be construed as an indication that all processing operations carried out on
users’ personal data are necessarily covered by Article 6(1)(b) GDPR4¢.

The IE SA also notes that other provisions of the GDPR such as transparency act to strictly regulate the
manner in which this service is to be delivered and the information that should be given to users and
decides to address it separately in its Draft Decision*’.The |IE SA considers that there have been
significant failings of transparencyin relation to the processing*2.

The IE SA considers that these failings of transparency, having regard to the specific terms of the
contract and the nature of the service provided and agreed upon by the parties, do not, in principle
prevent Meta IE from relying on Article 6(1)(b) GDPR as a legal basis of the processing of users’ data

40 Draft Decision paragraph 109.
41 Draft Decision, paragraph 104.
42 Draft Decision, paragraph 104.
43 Draft Decision, paragraph 105.
4 Draft Decision, paragraph 105.
4 Draft Decision, paragraph 111.
46 Draft Decision, paragraph 114.
47 Draft Decision, paragraph 111.
48 Draft Decision, p.71.
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41.

42.

43.

44,

45,

46.

47.

necessary for the provision of the Instagram service, including through the provision of behavioural
advertising insofar as this forms a core part of that service offered to and accepted by users?°.

4.2 Summary of the objections raised by the CSAs

The AT, DE, ES, FI, FR, HU, NL, NO and SE SAs object to Finding 2 of the draft decision and the
assessment leading up to it.

The AT, ES, FI, HU, NL, NO and SE SAs®° consider that, the IE SA should have found an infringement
of Article 6(1)(b) of the GDPR, in line withthe EDPB’sinterpretation of this provision>!. The DE and FR
SAs argue that the IE SA should have found an infringement of Article 6(1) GDPR>2.

The DE SAs, in their objection, further argue that the |E SA should find aninfringement of Article 5(1)(a)
GDPR and make use of corrective powers of Article 58(2)(f) and (i) GDPR and order to erase the
unlawfully processed personal data, impose a ban of the respective processing of data for the purpose
of behavioural advertising until a valid legal basis is in place and impose an administrative fine
pursuant to Article 83 GDPR>3.

The FI SA, in its objection, also argues that the finding that Meta IE was not entitled to rely on Article
6(1)(b) GDPR as a legal basis for all the processing operations in the scope of the Instagram Service
should lead to the conclusion that corrective powers pursuant to Article 58(2) GDPR must be exercised
to bring the processing operations of Meta IE into compliance with the GDPR>%. Furthermore, the F
SA considers that this additional infringement should be properly reflected in the amount of the
administrative fine imposed pursuant to Article 83 GDPR>>.

The FR SA notes that reversing the findings concerning the infringements of Article 6(1) GDPR also
affects the scope of the corrective actions proposed by the IE SA, in addition to the administrative
fine>®,

The HU SA, in its objection, argues thatin light of the infringement, the legal consequences of Article
58(2) (d) (order to bring processing operations into compliance) GDPR should be applied, and the
controller should be instructed to indicate another alternative legal basis®’.

The NOSA, in its objection, also arguesthat the |E SA should take concrete corrective measures. More
specifically, the NO SA considers that the |E SA should order Meta IE to delete personal data processed
under Article 6(1)(b) GDPR, unless those data were also collected for other purposes with a valid legal
basis, as well as order Meta IE to identify a valid legal basis for future online behavioural advertising

4 Draft Decision, paragraph 113.

50 AT SA Objection, pp. 1-7; ES SA Objection pp. 1-3; FI SA Objection pp. 2-7; HU SA Objection pp. 2-4; NL SA
Objection, pp. 1-12; NO SAObjection, pp. 1-9; SE SAObjection, pp. 2-4.

51 EDPB Guidelines 02/2019 on Article 6(1)(b) GDPR.

52 DESAs Objection, pp.2-7, FRSAObjection, pp.2-7.

53 DESAs Objection, p. 10.

54 FI SAObjection, paragraph23.

55 FI SAObjection, paragraph 26.

56 FR SA Objection, paragraph 50.

57 HU SA Objection, p. 3.
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48.

49.

50.

or abstain from such processing activities and impose an administrative fine against Meta IE for
unlawfully processing personal datain the context of online behavioural advertising>2.

The AT, DE, ES, FI, FR, HU, NL, NO and SE SAs put forward several factualand legal arguments for the
proposed change in legal assessment®>°. Specifically they argue that Meta IE cannot rely on Article
6(1)(b) GDPR as a legal basis to process an Instagram user’s data for behavioural advertising.

In addition, in the context of their objection, the AT and FR SAs argue that the factual background of
the Draft Decision does notinclude all relevant facts. They request amending the factual background
toinclude a definition of “behavioural advertising”®°. The AT SA suggests mentioning also the technical
possibilities Meta IE uses to conduct it, such as collecting data from other group services, third-party
websites, apps, cookies or similar storage technologies placed on the user’s computer or mobile device
and linking that data with the user’s Instagram account®!. The AT SA also suggests including the fact
that on 25 May 2018 Meta IE switched its legal basis to process data for behavioural advertising from
consent to contractual performance®2.

The DE and NL SAs®3 question the validity ofthe contract between Meta |E and the Instagram service’s
user toground the said processing on Article 6(1)(b) GDPR inlight of the transparencyissues identified
by the IE SA %4, The DE SAs question whether the parties reached an agreement if the user did not
know that they would enter into a contract, because Meta IE did not clearly communicate in a
transparent manner that the use of its services would in the future be based on a contract®>. The NL
SA argues that, as a generalrule, both parties must be aware of the substance of a contractin order
to willingly enter into it®¢ and considers that “the established serious lack of transparency on behalf of
the controller, leads, at the very least, to a reasonable doubt whether data subjects have indeed been
able to enter into a contract with the controller both willingly and sufficiently informed" . The DE and
NL SAs therefore considered that Meta IE’s statement that it relies on Article 6(1)(b) GDPR, in
combination with documents with general descriptions of the service provided, and the IE SA’s
reference to the controller’s right to choose its own legal basis to process data are insufficient to
accept the performance of a contract as a legal basis®2.

58 NO SA Objection, p.9.

59 AT SA Objection, pp. 3-6; DE SAs Objection, pp. 2-9; ES SA Objection, pp.1-3 ; FI SAObjection, pp.3-7; FRSA
Objection, pp. 2-4 ; HU SA Objection, pp. 2-3; NL SA Objection, pp. 2-6; NO SA Objection, pp. 2-8; SE SA
Objection, pp. 2-3.

60 AT SA Objection, pp.6-7 ; FRSAObjection, paragraph 6.

61 AT SA Objection, pp.6-7.

62 AT SA Objection, p. 7.

63 DESAs Objection, p. 3-4; NLSA Objection, pp. 3-5.

5 In Finding 3, the IESAstates that “In relation to processing for which Article 6(1)(b) GDPR is relied on, Articles
5(1)(a), 12(1) and 13(1)(c) GDPR have been infringed”. The |E SA considered, among other, that “Meta Ireland
have not provided meaningful information as to the processing operation(s) and/or set(s) of operations that
occur in the context of the Instagram service, either on basis of Article 6(1)(b) GDPR or any other legal basis.
Indeed, Iwould go so faras to say thatitis impossible forthe user to identify with any degree of specificity what
processing is carried out on what data, on foot of the specified lawful bases, in order to fulfil these objectives”
(Draft Decision, par. 185).

65 DESAs Objection, p. 4.

66 NL SA Objection, paragraph 12.

67 NL SA Objection, paragraph. 17.

58 DE SA Objection, pp.3-4; NL SAObjection, paragraph7.
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51.

52.

53.

The DE SAs contend that the |E SA is competent to assess the validity of contractsin the context of the
GDPR, whichis a prerequisite for controllers to base the processing of personal data on Article 6(1)(b)
GDPR®?, Would that not be the case, the assessment of Article 6(1)(b) GDPR would practically be
deducted from Supervisory Authorities’ tasks provided for in Article 57(1)(a) GDPR7°. The DE and NL
SAs argue that the IE SA should assess whether a valid contract is in place as required under Article
6(1)(b) GDPR7L.

Without prejudice to any arguments made on the existence of a valid contract above, the AT, DE, ES,
FI, FR, HU, NL, NO and SE SAs are not satisfied by the assessment of necessity in the Draft Decision’?.
They assert that the data processing for the delivery of personalised advertising is objectively not
necessary for the performance of Meta IE’s contract with the data subject to deliver the Instagram
service and it is not an essential or core element of it. To highlight the unnecessity of behavioural
advertising to perform the contract withthe Instagram user, the AT, DE, NLand SE SAs argue that this
contract of providing personalised advertisement is a contract between Meta |E and a specific
advertiser, in which Meta |E would presumably have this obligation towards the advertisers, yet not
towards Instagram users that are not party to this contract’3. The DE SAs support this assertion by
pointing out that thereis no obligation to offer personalised advertising to the user, and contractual
sanctions for the failure to provide it, as it can be seen from the termsof use’4. The AT, DE, HU, FI, FR,
HU, NO and SE SAs consider, while referring to the EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR,
that the business models to offer “free” services and in return generate income by behavioural and
personalised advertisement, inter alia, to support the service, cannot be necessary to perform a
contract and fail to comply with data protection regulations’>. The DE, FR and HU SAs also cite the
EDPB Guidelines 8/2020 to underscore that processing cannot be rendered lawful by Article 6(1)(b)
GDPR simply because such advertising indirectly funds the provision of the service and that while
personalisation of content, may, in certain circumstances, constitute an intrinsic and expected
element of certain online services, Article 6(1)(b) GDPR in the context of targeting of social media
users is hardly applicable”6. The AT, ES and SE SAs argue that advertisements can still be displayed on
Instagram using alternative methods to behavioural advertising not involving profiling and tracking””.
The SE SA adds that some degree of targeting for increased relevance is possible, such as geography,
language and context 78.

Inaddition, the AT, ES, FI, FR, HU, NO and SE SAs argue, also while referring to EDPB Guidelines 2/2019
on Article 6(1)(b) GDPR, that the IE SA should have considered the EDPB’sargument that behavioural

69 DE SAs Objection, p. 3.

70 DESAs Objection, p. 3.

71 DESAs Objection, p. 3; NLSA Objection, paragraph11.

72 AT SA Objection, p. 3; DE SAs Objection, pp 4-7 ; ES SA Objection, pp. 1-2 ; FI SA Objection, pp. 3-5; FR SA
Objection, pp. 3-4; HU SA Objection, pp. 1-3; NL SA Objection, pp. 4-8; NO SA Objection, pp. 5-6; SE SA
Objection, p. 3.

73 AT SA Objection, p. 4; DESAs Objection, p.5; NL SA Objection, paragraphs 12and 19 : SESA Objection, p. 3.
74 DESAs Objection, p. 5.

75> EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR. AT SA Objection, p. 5; DE SAs Objection, pp. 6-7; HU SA
Objection, p. 3; FI SAObjection, paragraphs 13and 16; FR SAObjection, paragraphs 9 and 11; NO SA Objection,
pp.3and6-7;SESAObjection, p. 3.

76 EDPB Guidelines 8/2020 on the targeting of social media users, version 2.0, adopted on 13 April 2021,
paragraph49. DE SAs Objection, p. 6 ; FRSA Objection, paragraph11; HU SAObjection, p. 3.

77 AT SA Objectionp. 4; ES SA Objection, p. 2; SE SA Objection, p.3.

78 SESA Objection, p.3.
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54.

55.

56.

57.

advertising cannot be “necessary” within the meaning of Article 6(1)(b) GDPR while a data subject can
object to the processing of his/her personal data for direct marketing purposes at any time without
any reason, in accordance with Article 21(2) GDPR7°.

The AT, DE, FR, NO, NL and SE SAs also point out some arguments on data subjects’ expectations
about the processing of their personal data for personalised advertising asa necessary element of the
contract entered into between users and Meta |E2%, The AT, DE, NL, and SE SAs contend that data
subjects do not reasonably expect that their data is being processed for personalised advertising
simply because Meta IE briefly refers to it in the Instagram Terms of Use8l. The NO SA takes into
account how Meta |E marketsits Instagram platform towards potential users (“A simple, fun & creative
way to capture, edit & share photos, videos & messages with friends & family”) and considers that
Instagram users (including those with prior knowledge of data protection, technical means for
profiling or the ad tech industry) should not be deemed to reasonably expect online behavioural
advertising, especially to the extent as it is carried out by Meta IE82. The FR and NO SAs consider that
the particularly massive and intrusive nature of the processing of the users’ data cannot meet the
reasonable expectations of the users®3. The AT, NLand SE SAs also consider that the Draft Decision is
inconsistent in finding that information on specific processing operations should have been provided,
linked with a specific or lawful basis, and described in an unambiguous manner, while considering that
data subjects had a perspective or expectation or were well informed that their data was being
processed for behavioural advertising 8.

In addition to the arguments made above on the existence of a valid contract and the necessity of
behavioural advertising for the performance of that contract, several SAs raise other considerations
in their objections.

The NO SA argues that the |[E SA’s interpretation of Article 6(1)(b) is contrary to the fairness principle,
since data subjects face the dilemma of approving contractual terms possibly entailing intrusive and
harmful processing practices, and being excluded from services on which theyare de facto dependent,
due to a lack of realistic alternativesto them?>,

On the risks posed by the Draft Decision, the AT, DE, ES, HU, FI, NL, NO and SE SAs explain that the
proposed interpretation of Article 6(1)(b) GDPR leads to a situation where data protection principles
are either undermined or bypassed entirely with regards to data subjects using the Instagram
service86 .

79See paragraph52. ATSA Objection, p.4; ES SAObjection, p.2 ; FI SAObjection, paragraph 19; FR SA Objection,
paragraph11; HUSAObjection, p.3, NO SAObjection, p. 7; SE SA Objection, p. 3.

80 ATSA Objection, p.4; DE SAs Objection p. 5; FR SA Objection, paragraph 9; NLSA Objection, paragraph 19; NO
SA Objection, pp. 7-8; SESAObjectionp. 3.

81 AT SA Objection, p.4; DE SAs Objection, p.5; NLSAObjection, paragraph19; SE SA Objection, p. 3.

82 NO SA Objection, p. 8.

83 FR SA Objection, paragraph 18; NO SAObjection, p. 8.

84 AT SA Objection, p. 4; NLSA Objection, paragraph 12; SE SAObjection, p.3.

85 NO SA Objection, p.5.

8 AT SA Objection, p.6; DE SAs Objection, p.9; ES SA Objection, p.3; HU SA Objection, p. 4 ; FI SA Objection,
paragraphs 31-33; NLSA Objection, paragraph 29; NO SA Objection, p. 8 ; SE SA Objection, p. 5.
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58.

59.

60.

61.

62.

Specifically, the AT, DE and NO SAs point to the conditions of consent pursuant to Article 7 GDPR as
being bypassed®’. The NL SA considers that the Draft Decision allows Meta IE to engage in online
behavioural advertising in a way that bypasses informed consent of data subjects®®. The NO SA
considers that users ‘would face a dilemma between approving (though not by way of valid consent)
contractual terms possibly entailing intrusive and harmful processing practices, and being excluded
from services’, which ultimately would also ‘adversely affect data subjects’ freedom of expression and
information’ 8. The FI, FR and NO SAs considered that the Draft Decision poses a risk to the
fundamental rights and freedoms of the individuals concerned, insofar as using the legal basis of the
contract for the processing of the personal data for personalised advertising, would prevent European
users of the social networkto have control over their data °°.

Further, the AT SA sees the risk materialise as in its view Article 25(2) GDPR (privacy by default) is not
applied, “since Meta Ireland — at least in its contract — declares that behavioural advertising is
‘necessary’ for the contractual performance” °1.

The DE SAs argue the Draft Decision allows Meta IE to “bypass the requirements of a valid legal basis
for the processing that cannot be based on contract performance” °2. The NL SA considers the Draft
Decision lowers the threshold for legality of data processing on the basis of Article 6(1)(b) severely 3.
The NO SA considers that the Draft Decision erodes the lawfulness principle, as in the Draft Decision
“it is not the legislation which sets the boundaries for lawfulness under Article 5(1)(a) GDPR, but
instead the individual contract”, which is incompatible with Article 8 of the Charter of Fundamental
Rightsand Article 5(1)(a) GDPR 4.

FR, HU, NL and SE SAs take the view that the Draft Decision, as it stands, sets a dangerous precedent
contrarytothe GDPR?5. The FR SA notesthat it could be understood as reflecting the common position
of the European supervisory authorities on this matter, since it is issued following the cooperation
procedure among SAs®®. Moreover, the AT, DE, FI, HU and SE SAs raise that this interpretation of
Article 6(1)(b) GDPR could essentially be used by every controller and therefore endanger the rights
of nearly every data subject within the EEA®7.

The DE SAs specify that the risks concern the complainant in person but it arguesthat there is also a
significant risk as regardthe fundamental rights and freedoms of all Meta IE’s users in the European
Union that their personal data are processed without any legal basis®®; the FI SA adds that the risks

87 AT SA Objection, p.2 and 5; DE SAs Objection, p.9; NO SAObjection, p. 4.

88 NL SA Objection, paragraph 30.

89 NO SA Objection, p.5.

% F| SAObjection, paragraph35 ; FR SAObjection, paragraph 34;NO SA Objection, p. 8.

%1 AT SA Objection, p.6;

92 DESAs Objection, p.9.

93 NL SA Objection, paragraph 30.

% NO SA Objection,pp.2 and 8;

% FR SA Objection, paragraph 35; HU SA Objection, p. 3 ; NL SA Objection, paragraph 31; SESAObjection, p.5.
% FR SA Objection, paragraph 35.

97 AT SA Objection, p 6; DE SAs Objection, p. 9; FI SA Objection, paragraph 34; HU SA Objection, p. 3 ; SE SA
Objection, p.5.

%8 DESAs Objection, p.9.
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63.

64.

65.

66.

67.

68.

69.

include fundamental right and freedom of data subjects whose personal data might be processed in
the future?®?.

Finally, the AT, DE, FI, NLand NO SAs explainthat the Draft Decision createsa loophole, allowing Meta
IE and any other controllers to make lawful virtually any collection and reuse of personal data by, as
long as they declare that it is processed for the performance of a contract 99,

4.3 Position of the LSA on the objections

The IE SA considers that the objections above are not relevant and/or not reasoned for the purpose
of Article 60(4) GDPR and decides not to follow them101,

The |E SA contends that a broad, direct competence in contract law to assess the validity of contracts
cannot be inferred from the GDPR tasks of supervisory authorities. It arguesthat this inference would
create a very extensive power for SAs to regulate private law, without an appropriate basis in EU
law102,

The IE SA argues that the core or fundamental aspects of the Terms of Use, including behavioural
advertising processing, reflects the mutual expectations of the parties on contractual performance.
The |E SA contends that a reasonable user would have had sufficient understanding that the Instagram
service was provided on the basis of personalised advertising, based also on a “recognised public
awareness” of behavioural advertising as a form of processing 193,

On the necessity ofthe processing to performthe contract, the |E SA considers that it does not adopt
a merely formal approachto Article 6(1)(b) that relies only on the textual content of the Terms of Use.
The IE SA states that it does not take the view that all written contractual terms are necessary for the
performance of the contract. The IE SA contends that it focuses in its Draft Decision on the
fundamental purpose or core function of the contract that is necessary for its performance 04,

The IE SA arguesthat the EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR do not prohibit behavioural
advertising processing under Article 6(1)(b) GDPR if it falls within the core or essential aspects of the
servicel0, In relation to Meta IE’s processing of personal data, the |E SA differs from the SAs in that it
considers online behavioural advertising as necessary for the performance of the contract (as
described in the Instagram Terms of Use) between Instagram and the data subject 196,

The IE SA also disagrees with the interpretation of Article 21 GDPR making behavioural advertising
optional and not indispensable97. The IE SA argues that Article 6(1)(b) GDPRis not limited to aspects
of contractual performance which are expressly mandatory and unconditional obligations of the

% FI SAObjection, p.7.

100 AT SAObjection, p.5; DE SAs Objection, p.9; FI SAObjection, paragraph 32; NLSA Objection, paragraphs 30-
31;NO SA Objection, p.2-3 and7; SESAObjection, p. 5.

101 Composite Response, paragraphs51,57,77, 85, 88, 95.

102 Composite Response, paragraph51.

103 Composite Response, paragraphs 72 and 73.

104 Composite Response, paragraphs 55 and 56.

105 Composite Response, paragraphs 84.

106 Composite Response, paragraph71.

107 Composite Response, paragraph74.
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70.

71.

72.

73.

parties®®, The |IE SA contends that the CJEU has in the past held that processing which exceeds the
most minimal level of processing possible may be regarded as necessary, where it renders a lawful
objective “more effective”. The |IE SA affirms that the necessity in the context of Article 6(1)(b) GDPR
cannot be assessed by reference to hypothetical alternative forms of the Instagram service and that
it is not the role of SAs to impose specific business models on controllers©®,

The |E SA considers EDPB Guidelines as not binding on supervisory authorities, yet it acknowledges
that they should be taken into account!1%. However, the IE SA argues that the EDPB has not been
provided with the legal power to mandate that certain categories of processing must be based on
consent, tothe exclusion of any other legal bases for processing. The IE SA’s view is that such a power
is properly exercised from time totime by the EU legislator, inthe form of specific legislative measures.
The IE SA is therefore not satisfied that the EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR can be
construed as a binding and specific prohibition on processing for online behavioural advertising on the
basis of Article 6(1)(b)GDPR. The IE SA considers that under these Guidelines, where processing for
behavioural advertising is a distinguishing characteristic of the service in question, it can support the
business objectives and interests of the controller and be based on Article 6(1)(b) GDPR. The IE SA
considers that to be the case regarding Meta IE’s processing with reference to the Instagram
servicelll,

The |E SA argues that compliance with GDPR transparency obligations under Article 13(1)(c) GDPR
involves a separate and different legal assessment to that required in Article 6(1)(b) GDPR. The IE SA
acknowledges that the necessity test under Article 6(1)(b) GDPR may require considering contractual
terms and other relevant information, and that the information provided under Article 13(1)(c) GDPR
could, in some cases, inform a data subject’s expectations asto a contractual service. However, inthe
present case, the IE SA considers that the transparencyinfringements it proposes for its Draft Decision
do not impact its findings on the legal basis, as it considers that the expectations and understanding
of the parties on the Terms of Use include personalised advertising112.

4.4  Assessment of the EDPB

4.4.1 Assessment of whether the objections were relevant and reasoned
The objections raised by the AT, DE, ES, FI, FR, HU, NL, NO and SE SAs concern “whether there is an
infringement of the GDPR”113,

The EDPB takes note of Meta IE’sview that not a single objection put forward by the CSAs meetsthe
threshold of Article 4(24) GDPR'4. Meta IE’s primary argument is that “it is not open to the EDPB to
now decide on the lawfulness of Meta Ireland’s actual processing as the Objections suggest. Such an
assessment is not within the scope of the Inquiry as defined by the DPC1>.” In Meta IE’s view, “the
EDPB cannot expand the scope of the Inquiry in the manner suggested by the CSAs through Objections

108 Composite Response, paragraph74.

109 Composite Response, paragraph76.

110 Composite Response, paragraph78.

111 Composite Response, paragraphs 82-83.

112 Composite Response, paragraph 87.

113 EDPB Guidelines on RRO, paragraph24.

114 Meta |E Article 65 Submissions, paragraph 2.4andAnnex |, p. 65.
115 Meta |E Article 65 Submissions, paragraph 2.4.
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74.

75.

76.

that are not relevant to the substance of the Complaint.” and “such objections ‘ought to be disregarded
in their entirety by the EDPB”115, Inthis context, Meta IE cites EDPB Binding Decision 2/2022, adopted
on 28 July 2022 (hereinafter, “EDPB Binding Decision 2/2022"), and in particular, the EDPB’s analysis
of some of the objections in that case, which were found to be not relevant or reasoned, due to the
fact that these objections “fail[ed] to establish a direct connection with the specific legal and factual
content of the draft decision”1'7,

Contrary to Meta IE’s position on relevance, as described above, objections can have bearing on the
“specific legal and factual content of the Draft Decision”, despite not aligning with the scope of the
inquiry as defined by an LSA118,

In essence, Meta IE argues that CSAs may not, under any circumstance, express disagreement with
the scope of the inquiry as decided by the LSA by way of an objection. The EDPB does not share this
reading of Article 65 GDPR, as is explicitly statedin the EDPB RRO Guidelines?,

Further, Meta IE statesthat “several CSAs now propose to expand the scope of the Inquiry even further
toinclude many other unrelated issues.” and that in this regard Meta |E “agrees with the DPC’s position
in the Composite Memo that these unrelated issues raised by the CSAs are irrelevant to the resolution
of this Inquiry and that expanding the scope of the Inquiry at this point would seriously infringe Meta
Ireland’s procedural rights under both Irish and EU law120.” Meta |E also agrees with the |E SA’s position
in the Composite Response that “expanding the scope of the Inquiry at this point as the CSAs propose
would seriously infringe Meta Ireland’s legitimate expectations, right to fair procedures (including the

116 Meta |E Article 65 Submissions, paragraph 4.9.

7| nrespect of Meta |E’s arguments in paragraph 4.9 of its Article 65 Submissions onthese objections not being
“relevant”’, the EDPB recalls that the analysis of whether a given objection meets the threshold set by Art. 4(24)
GDPRis carried out on a case-by-case basis. Meta | E refers to the EDPB’s Binding Decision 2/2022 and specifically
to the paragraphs wherethe EDPB established that s pecific objections raised by the DE SAs and NO SA in that
casewerenotrelevantandreasoned. There are several differences between those objections and the objections
which areanalysed inthis section.

More specifically, inthe Binding Decision 2/2022 the objections referred to by Meta |E did not “establish a direct
connection with the specific legal and factual content of the Draft Decision” (Binding Decision 2/2022 paragraphs
139,147,164) whereas eachCSAhere has madeseveralclearlinks with the content of the Draft Decision, as is
described in paragraph 77 of this Binding Decision.

118 Meta |E does not consider thatany of the objections arereasoned, as setoutin their replies to each of the
objectionsinAnnex 1. Meta |E Article 65 Submissions, Annex 1, pp.66 - 124. In respect of Meta |E’s arguments
in paragraph 4.9 of its Article 65 Submissions on these objections not being reasoned, the EDPB notes that the
objections that were found to be not relevant and/or not reasoned in the Binding Decision 2/2022 did “not
provide sufficiently precise and detailed legal reasoning regarding infringement of each specific provision in
question”, did not explain sufficiently clearly, nor substantiate in sufficient detail how the conclusion proposed
could bereached, or did not sufficiently demonstrate the significance of the risk posed by the Draft Decision for
the rights and freedoms of the data subjects or the free flow of data within the EU (Binding Decision 2/2022,
paragraphs 140,148,165). Here, each CSA provides a number of legal and factual arguments and explanations
as towhyaninfringement for lack of appropriate legal basisis to be established, and adequately identifies the
risk posed by the Draft Decision ifit was adopted unchanged (paragraphs 79-81 of this Binding Decision).

19 “For instance, if the investigation carried out by the LSA unjustifiably fails to cover some of the issues raised
by the complainant or resulting from an infringement reported by a CSA, a relevant and reasoned objection may
be raised based on the failure of the LSA to properly handle the complaint andto safeguard the rights of the data
subject.” EDPB Guidelines on RRO, paragraph. 27.

120 Meta IE Article 65 Submissions, paragraph 4.2.
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78.

79.

right to be heard) and rights of defence?1”. Despite claiming it this has been explained “clearly” in the
Composite Response, Meta IE does not demonstrate in which manner its procedural rights would be
inevitably breached by the mere fact that the EDPB finds specific objections admissible?2,
Admissibility determines the competence of the EDPB, but not the outcome of the dispute between
the LSA and the CSAs. Likewise, Meta IE does not explain how the mere act of considering the merits
of admissible objections inevitably and irreparably breachesthe procedural rightscited by Meta IE 123,
Accepting Meta IE’sinterpretation would severely limit the EDPB possibility to resolve disputes arising
in the one-stop-shop, and thus undermine the consistent application of the GDPR.

The objections of the AT, DE, ES, Fl, HU, FR, NL, NO and SE SAs all have a direct connection with the
LSA Draft Decision and refer to a specific part of the Draft Decision, i.e. Finding 2. All of those
objections concern “whether there is an infringement of the GDPR” asthey argue that the |IE SA should
have found an infringement of Article 6, 6(1) or (1)(b) of the GDPR. As the LSA considered that Article
6(1)(b) of the GDPR was not breached, the objections entail a need of a change of the LSA decision
leading to a different conclusion. Consequently, the EDPB finds that the AT, DE, ES, FI, HU, FR, NL, NO
and SE SAs objections relating to the infringement of Article 6, 6(1) or 6(1)(b) GDPR are relevant.

As regards the part of the DE SAs’ objection arguing that the IE SA should find an infringement of
Article 5(1)(a) GDPR and impose the erasure of unlawfully processed personal data and the ban of the
processing of data for the purpose of behavioural advertising until a valid legal basis is in place, the
part of the FI SA objection asking that the infringement of Article 6(1) be properly reflected in the
amount of the administrative fine, as well as the part of the NO SA objection arguing the IE SA should
order Meta IE to delete personal data processed under Article 6(1)(b) GDPR, aswell as order Meta IE
to identify a valid legal basis for future online behavioural advertising or from now on abstain from
such processing activities, the EDPB notes that these parts of the objections concern “whether the
envisaged action in relation to the controller complies with the GDPR.” These parts of the objections
are linked to the IE SA’s Finding 2 with regard to Article 6(1)(b) GDPR. Therefore, they are directly
connected with the substance of the Draft Decision and, if followed, would lead to a different
conclusion. Thus, the EDPB considers that these parts of the DE, Fl and NO SAs objections are relevant.

The objections of the AT, DE, ES, FI, FR, HU, NL, NO and SE SAs on the finding of an infringement are
reasoned because they all include clarifications and argumentson legal/factual mistakes in the LSA’s
Draft Decision that require amending. More specifically, the AT, DE, ES, FI, HU, FR, NL, NO and SE SAs
provide detailed argumentsto challenge the Draft Decision’s consideration of behavioural advertising
as a necessary, core or fundamental aspect of a contract leading to the need to change the decision
and to find an infringement of Article 6(1)(b) GDPR124. Some of them provide detailed arguments

121 Meta |E Article 65 Submissions, paragraph 4.10, where Meta |E makes reference to paragraphs 32-33 of the
Composite Response.

122 Meta |E Article 65 Submissions, paragraph 4.10.

123 The EDPB fails to see how, for instance, declaring an objection admissible but rejecting it on merits could
impingeon the procedural rights of the controllerinvolved inthe underlying case.

124 AT SA Objection, pp.4-5; DESAs Objection, p.5-6, ES SAObjection, p. 2, FI SAObjection, paragraphs 16 and
18, FRSA Objection, paragraphs 8-9, HU SA Objection, p. 3, NLSA Objection, paragraphs 18-19; NO SA Objection,
p. 7,SE SAObjection, pp. 3.
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81.

82.

83.

challenging the validity of the contract on which the use of Article 6(1)(b) as a legal basis depends and
which the |E SA accepts??>.

Some SAs recall, while referring to the terms of the EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR,
that it is the fundamental and mutually understood contractual purpose, which justifies that the
processing is necessary'?®. This purpose is not only based on the controller’s perspective but also on
a reasonable data subject’s perspective when entering into the contract and thus on “the mutual
perspectives and expectations of the partiestothe contract”. The AT, NL, and SE SAs contend that data
subjects do not reasonably expect that their data is being processed for personalised advertising
simply because Meta IE briefly refers to it in the Instagram Terms of Use!27. The FR and NO SAs also
support this finding and add that data subjects cannot be presumed to be aware of the particularly
massive and intrusive nature of this processing128. Several SAs also consider that the Draft Decision is
inconsistent in finding that information on specific processing operations should have been provided,
linked with a specific or lawful basis, and described in an unambiguous manner, while considering that
data subjects had a perspective or expectation or were well informed that their data was being
processed for behavioural advertising12°.

The AT, DE, ES, FI, FR, HU, NL, NO and SE SAs objections also identify risks posed by the Draft Decision,
in particular an interpretation of Article 6(1)(b) that could be invoked by any controller and would
undermine or bypass data protection principles, and thus endanger the rights of data subjects within
the EEA130,

Meta IE’s contends that in terms of risk, the objections must “demonstrate the likelihood of a direct
negative impact of a certain significance of the Draft Decision on fundamental rights and freedoms
under the Charter and not just any data subject rights!31.” Meta IE thus adds a condition to Article
4(24) GDPR, which is not supported by the GDPR 132,

As regards the parts of the DE and NO SAs’ objections requesting the finding of an infringement of
Article 5(1)(a) GDPR, and the parts of the DE, Fl and NO SAs’ objections requesting specific corrective
measures under Article 58 GDPR for the infringement of Article 6(1) or 6(1)(b) GDPR, namely the
imposition of an administrative fine, a ban of the processing of personal data for the purpose of
behavioural advertising, an order to delete personal data processed under Article 6(1)(b) GDPR and
an order to identify a valid legal basis for future online behavioural advertising or to abstain from such
processing activities, the EDPB considers that these parts of the objections do not sufficiently
elaborate the legal or factual arguments that would justify a change in the Draft Decision leading to
the finding of an infringement of Article 5(1)(a) GDPR or to the imposition of the specific corrective

125 DE SAs Objection, pp. 3-4; NLSA Objection, paragraphs 7 and 10-12.

126 ATSA Objection, p.4; DE SAs Objection pp.5-6; FR SAObjection, paragraphs 9-11; NLSA Objection paragraph
18;NO SA Objection, p. 7-8; SESAObjection, p. 3. EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR, paragraphs
32and33.

127 AT SA Objection, pp.3-4; NLSA Objection, paragraph 28,30 -32 ; SE SA Objection, p.3.

128 FR SA Objection, paragraph 18; 1T SAObjection, paragraph 2.6, NO SA Objection, pp.6-7.

129 AT SA Objection, p.4; NLSA Objection, paragraph30; SE SA Objection, p.3.

130 See their description of therisks in paragraphs 57-63 above.

131 Meta IE Article 65 Submissions, p. 64.

132 Article 1(2) GDPR provides that the GDPRitself “protects fundamental rights and freedoms of natural persons
and in particulartheir right to protection of personaldata”’, whichdirectly stems from Article 8(1) of the Charter.
Therefore, thereis no reason to draw a distinction between the data subject rights protected by the GDPR and
the fundamental rights protected under the Charter when interpreting Article 4(24) GDPR.
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85.

86.
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88.

89.

measures mentioned above. Likewise, the significance of the risk for the data subjects, which stems
from the IE SA’s decision not to conclude on the infringement of Article 5(1)(a) GDPR and not toimpose
the requested corrective measures, is not sufficiently demonstrated.

Considering the above, the EDPB finds that the objections of the AT, DE, ES, FI, FR, HU, NL, NO and SE
SAs arerelevant and reasoned in accordance with Article 4(24) GDPR.

However, the parts of the DE and NO SAs’ objections concerning the additional infringement of Article
5(1)(a) GDPR and the imposition of specific corrective measures, namely the imposition of an
administrative fine, a ban on the processing of personal data for the purpose of behavioural
advertising, an order to delete personal data processed under Article 6(1)(b) GDPR and an order to
identify a valid legal basis for future behavioural advertising or to abstain from such processing
activities are not reasoned and do not meet the threshold of Article 4(24) GDPR Similarly, the part of
the FI SA’s objection concerning the imposition of a specific corrective measure, namely an
administrative fine is not reasoned and does not meet the threshold of Article 4(24) GDPR.

4.472 Assessment on the merits

In accordance with Article 65(1)(a) GDPR, in the context of a dispute resolution procedure, the EDPB
shall take a binding decision concerning all the matters which are the subject of the relevant and
reasoned objections, in particular whether there is an infringement of the GDPR.

The EDPB considers that the objections found to be relevant and reasoned in this subsection require
an assessment of whether the Draft Decision needs to be changed insofar as it rejects the
Complainant’s claim that the GDPR does not permit Meta IE’s reliance on Article 6(1)(b) GDPR to
process personal data in the context of its offering of the Instagram Termsof Use!33. When assessing
the merits of the objections raised, the EDPB also takes into account Meta IE’s position on the
objections and its submissions.

Meta IE’s position on the objections and its submissions

Inits submissions, Meta IE arguesthat the objections lack merit. Meta |E considersthat they are based
on incorrect factual assumptions and are legally flawed34. Meta |E states that its reliance on Article
6(1)(b) GDPR does not ‘bypass’ the GDPR. Nor would it, according to Meta IE, jeopardise data subject
rights, be limited to individually negotiated agreements or be affected by Meta IE’s purported pre-
GDPR legal basis for processing conducted pre-GDPR13>,

Meta IE argues that there is a lack of factual material and evidence on the issues on which the CSAs
raise objections, including on its reliance on Article 6(1)(b) GDPR for the specific processing operations
it conducts in its Instagram service for the purposes of behavioural advertising136. Meta IE notes that
in its inquiry, the IE SA “only addresses the issue of whether Meta Ireland may in principle rely on
Article 6(1)(b) GDPR for purpose of behavioural advertising, but not the issue of whether Meta Ireland

133 These objections being those of the AT, DE, ES, FI, FR, HU, NL, NO and SE SAs arguing thatthe|E SA should
havefound an infringement of Article 6(1)(b), 6(1) or 6 GDPR.

134 Meta |E Article 65 Submissions, paragraph 2.4.

135 Meta |E Article 65 Submissions, paragraph 2.5.

136 Meta |E Article 65 Submissions, paragraph 4.24 and 4.25.
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93.

94,

may in fact rely on Article 6(1)(b) GDPR, which would have required a detailed factual assessment of
all of Meta lreland’s data processing. 37"

At the same time, Meta IE contends that, to address the complaint, the IE SA did not have to reach
any conclusions as to whether the actual processing conducted by Meta IE to deliver behavioural
advertising based on Article 6(1)(b) GDPR was lawful. 138 Meta IE supports the IE’s position that “it
would not be appropriate to undertake substantial factual findings for an open-ended assessment of
all processing operations by Meta Ireland. 137”

Meta IE thus agreeswith the finding the IE SA reached on Meta IE’s not being precluded from relying
on Article 6(1)(b) GDPR for the processing of data necessary to deliver behavioural advertising upon
the IE SA’s review of the Instagram Terms of Use and the nature of the Instagram service as described
in those terms40,

Meta IE defends that Article 6(1)(b) GDPR can be relied on as a legal basis for behavioural
advertising141. Meta IE argues that its application requires the assessment of whether a given data
processing operation, when properly investigated and analysed, is actually necessary for the
performance of a contract142, Meta |E notesthat the provision of a personalised experience, including
in the form of behavioural advertising, is “core” to the Instagram Service (as per the Terms of Use
which govern the contractual relationship between Meta IE and Instagram users)143.

Meta IE argues that the Terms of Use make clear that users will be shown advertising personalised to
their interests under the heading “Connecting you with brands, products, and services in ways you
care about”144, Meta IE supports the DPC's finding, based on its review of the Instagram Terms of Use
and that Instagramis “promoted as such”, that an average user who accepts the Terms of Use would
have the expectation that personalisation, including in the form of behavioural advertising, forms a
core and integral part of the Instagram of Service4>. Meta IE backs this argument with a reference to
a survey and a study conducted by a private entity and a digital industry association4¢. Meta IE
considers that its compliance with the GDPR’s transparency obligations involves a separate and
different legal assessment from Article 6(1)(b) GDPR47. Meta IE considers demonstrated in this case
that Meta IE and its users have a mutual expectation that personalisation, including in the form of
behavioural ads, is core to its Terms of Use 148,

Meta IE recalls that the EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR do not categorically prohibit
reliance on Article 6(1)(b) GDPR for behavioural advertising'4°. Meta IE further adds, referring to the

137 Meta |E Article 65 Submissions, paragraph 4.23.

138 Meta IE Article 65 Submissions, paragraph 2.3.

139 Meta IE Article 65 Submissions, paragraph 4.23.

140 Meta |E Article 65 Submissions, paragraphs 2.3and4.7.
141 Meta |E Article 65 Submissions, paragraph 6.4.

142 Meta |IE Article 65 Submissions, paragraph 6.7.

143 Meta |E Article 65 Submissions, paragraphs 6.13 and 6.17.
144 Meta |E Article 65 Submissions, paragraph 6.18.

145 Meta |E Article 65 Submissions, paragraphs 6.20 and 6.21.
146 Meta |E Article 65 Submissions, paragraph 6.21.

147 Meta |E Article 65 Submissions, paragraph 6.29.

148 Meta IE Article 65 Submissions, paragraph 6.29.

149 Meta IE Article 65 Submissions, paragraph 6.34.
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CIEU’s Huber judgment, that “processing beyond the most minimal required to achieve the processing
purpose could still be deemed ‘necessary’ if it allowed the relevant processing purpose to be ‘more
effectively’ achieved”*>°. Meta IE submits that even if Article 6(1)(b) GDPR required the processing to
be absolutely essential to perform the contract, it would be impossible to provide the Instagram
Service in accordance with the Term of Use without providing behavioural advertising>1. Meta IE
statesthat the EDPB may not dictate the nature of the services Meta IE provides. Meta IE would view
this as a violation of Article 16 of the Charter on the freedom to conduct a business, enabling service
providers to determine what measures totake in order to achieve the result they seek, based on their
resources, abilities, and compatibility with other obligations and challengesthey may encounter inthe
exercise of their activity°2.

Meta IE further argues that its reliance on the contractual necessity legal basis does not jeopardise
data subject rights!>3. Meta IE considersthat these would also be protected by contract and consumer
protection legislations in the EU Member States!>*. Meta IE defends that the contractual necessity
legal basis is not limited to individually negotiated agreementsand canalso be used for standard form
contracts!®>, Meta IE further adds that it would be improper for CSAs and the EDPB to analyse the
validity of Instagram Terms of Use under applicable laws of contract or to draw inferences from
them 16, In response to what Meta IE considers mischaracterisationsin certain objections of national
contract law Meta IE provides expert reports on the validity of its Terms of Use in 10 Member States'>7.

Meta IE concludes its argumentsin support of its reliance on Article 6(1)(b) GDPR stating that its pre-
GDPR legal basis for data processing does not affect its flexibility to rely on other legal bases post GDPR
if it complies with the relevant requirements?>8. Meta IE also distinguishes behavioural advertising on
the Instagram Service from direct marketing pursuant to Article 21(2) GDPR and thus considers this
provision not applicable to behavioural advertising 1>°.

The EDPB’s assessment of the merits

The EDPB considers it necessary to begin its assessment on the merits with a general description of
the practice of behavioural advertising carried out in the context of the Instagram service before
determining whether the legal basis of Article 6(1)(b) GDPR is appropriate for this practice in the
present case, based on the Instagram Terms of Use and the nature of its products and features as
described in those terms. The requests for preliminary rulings made tothe CIEU in the cases C-252/21
and C-446/21 to which some of the documents in the file refer contain helpful descriptions of Meta’s

150 Judgement of the Court of Justice of 16 December 2008, Heinz Huber v Bundesrepublik Deutschland,
C-524/06, ECLI:EU:C:2008:724, (hereinafter ‘C-524/06 Huber’), paragraphs 62 and66. Meta |E Article 65
Submission, paragraph 6.37.

151 Meta IE Article 65 Submissions, paragraph 6.38.

152 Meta |E Article 65 Submissions, paragraph 6.25.

153 Meta IE Article 65 Submissions, paragraph 6.8.

154 Meta |E Article 65 Submissions, paragraph 6.8.

155 Meta |E Article 65 Submissions, paragraphs 6.40 - 6.46.

156 Meta |E Article 65 Submissions, paragraphs 6.43 and 6.44.

157 Meta |E Article 65 Submissions, paragraphs 6.44 and 6.45 and Annex 2.

158 Meta |E Article 65 Submissions, paragraphs 6.47 - 6.49.

159 Meta IE Article 65 Submissions, paragraphs 6.50 - 6.57.
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behavioural advertising practices in the context of its Facebook services!®9. Given that behavioural
advertising is also carried out in the context of the Instagram service, and given the similarities
betweenthe two services, relying on the same Data Policy'®?, the EDPB considers that these casesare
also useful in gaining an understanding of the practice of behavioural advertising in relation to the
Instagram service. Furthermore, in the request for a preliminary ruling in case C-252/21, it is
mentioned that if the CJEU answers the question 7 positively (regarding the competence of a Member
State national competition authority to determine, when assessing the balance of interests whether
data processing and their terms comply with the GDPR) that the questions 3 to 5 must be answered
in relation to data from the use of the group’s Instagram service.®? In addition, Meta |IE makes
reference to both of these requests for preliminary rulings in its submissions, and therefore clearly
considers them relevant to this case 3.

These requests for preliminary rulings mention that Meta IE collects data on its individual users and
their activities on and off its Facebook service via numerous means such as the service itself, other
services of the Meta group including Instagram, WhatsApp and Oculus, third party websites and apps
via integrated programming interfaces such as Facebook Business Tools or via cookies, social plug-ins,
pixels and comparable technologies placed on the internet user’s computer or mobile devicel64,
According to the descriptions provided, Meta IE links these data with the user’s Facebook account to
enable advertisers to tailor their advertising to Facebook’s individual users based on their consumer
behaviour, interests, purchasing power and personal situation. This may also include the user’s
physical location to display content relevant to the user’s location. Meta IE offers its services to its

160 C-252/21 Oberlandesgericht Dusseldorf request, pp. 6-7, available at:
https://curia.europa.eu/juris/showPdf.jsf?text=& docid=242 143 &pagelndex=0&doclang=en&mode=req &dir=&
occ=first&part=1&cid=644235 and C-446/21 Austrian Oberster Gerichtshof request, paragraphs 2-3, 6-13, 15-
23, available at
https://curia.europa.eu/juris/showPdf.jsf?text=& docid=247308 &pagelndex=0&doclang=EN& mode=Ist&dir=&
occ=first&part=1&cid=766249 ; see also the references to these requests for a preliminary ruling in the AT SA
Objection p.1-2.and Meta |E Article 65 Submission, paragraphs 3.4-3.9.

161 See the similarities of the Instagram and Facebook services described inthe Data Policy. The Instagram Data
Policy refers to both “Facebook settings” and “Instagram settings” (“This policy describes the information we
process to support Facebook, Instagram, Messenger and other products and features offered by Facebook
(Facebook Products or Products). You can find additional tools and information in the Facebook Settings and
Instagram Settings.”) Section | of this policy refers to the “Facebook products” when describing the kinds of
information collected for the processing. Instagram Data Policy of 22.05.2018, annex 2 of the Instagram
Complaint. Similarly, accordingto Instagram Terms of Use “Instagram is part of the Facebook Companies, which
share technology, systems, insights, and information-including the information we have aboutyou {(...)in order
to provide services that are better, safer, and more secure. We also provide waysto interact across the Facebook
Company Products thatyou use, and designed systems to achieve a seamless and consistent experience across
the Facebook Company Products.”

162 Question 3 reads “Can an undertaking, such as Facebook Ireland, which operates a digital social network
funded by advertising and offers personalised content and advertising, network security, productimprovement
and continuous, seamless use of all of its group products in its terms of service, justify collecting data forthese
purposes from other group services and third-party websites and apps via integrated interfaces such as Facebook
Business Tools, or via cookies or similar storage technologies placed on the internet user’s computer or mobile
device, linking those data with the user’s Facebook.com account and usingthem, on the ground of necessity for
the performance of the contract under Article 6(1)(b) of the GDPR or on the ground of the pursuit of legitimate
interests under Article 6(1)(f) of the GDPR?”

163 Meta |E Article 65 Submissions, paragraphs 3.2-3.9.

164 C-252/21 Oberlandesgericht Dusseldorf request, pp. 6-7.
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users free of charge and generatesrevenue through this personalised advertising that targetsthem,
in addition to static advertising that is displayed to every user in the same way.

The EDPB considers that these general descriptions signal by themselves the complexity, massive scale
and intrusiveness of the behavioural advertising practice that Meta |IE conducts through the Facebook
service, as well as off the Facebook service itself, through third party websites and apps which are
connected to Facebook.com via programming interfaces (“Facebook Business Tools”), including the
Instagram service165, Furthermore, among the aspects described in the Instagram Terms of Use is
“Providing consistent and seamless experiences across other Facebook Company Products.” which
involves “sharl[ing] technology, systems, insights, and information-including the information we have
about you.” It is therefore clear that personal datais shared between Facebook companies (”We use
data from Instagram and other Facebook Company Products, as well as from third-party partners, to
show you ads (...)’

These are relevant facts to consider to assess the appropriateness of Article 6(1)(b) GDPR as a legal
basis for behavioural advertising and to what extent reasonable users may understand and expect
behavioural advertising when they accept the Instagram Terms of Use and perceive it as necessary for
Meta IE to deliver its service®®. Accordingly, the EDPB further considers that the IE SA could have
added to its Draft Decision a description of behavioural advertising that Meta |IE conducts throughthe
Instagram service to appropriately substantiate its reasoning leading to its acceptance of Article
6(1)(b) GDPR as a legal basis for that practicein accordance with the |E SA’s duty to state the reasons
for an individual decision’,

Notwithstanding the EDPB’s considerations above, the EDPB considers that there is sufficient
information in the file for the EDPB to decide whether the IE SA needs to change its Draft Decision
insofar asit rejectsthe complainant’s claim that the GDPR does not permit Meta IE’s reliance on Article
6(1)(b) GDPR to process personal datain the context of its offering of the Instagram service, based on
its Terms of Use.

As described above in section 4.1., the IE SA concludes in Finding 2 of its Draft Decision that the
Complainant’s case was not made out that the GDPR does not permit the reliance by Meta |E on Article
6(1)(b) GDPR in the context of its offering of Terms of Use, neither Article 6(1)(b) GDPR nor any other
provision of the GDPR precludes Meta IE from relying on Article 6(1)(b) GDPR asa legal basis to deliver

165C-252/21 Oberlandesgericht Dusseldorf request, pp. 6-7. Facebook Business Tools is also mentioned in
Instagram’s Data Policy.

166 |n the samevein, the Advocate General alsoprovides a description of behavioural advertising inhis Opinion
on the case C-252/21 Oberlandesgericht Disseldorf request, see Opinion of the Advocate General on 20
September 2022), ECLI:EU:C:2022:704, paragraphs 9 and 10.

167 See EDPB Guidelines on Art. 65(1)(a) GDPR, paragraph 84and EDPB Guidelines 2/2022 on the application of
Article 60 GDPR (Version 1.0, Adopted on 14 March2022), para. 111 (stating: “[...] every decision that is aimed
atlegal consequences needsto include a description of relevant facts, soundreasoninganda properlegal
assessment. These requirements essentially serve the purpose of legal certainty and legal protection of the
parties concerned. Appliedto the area of data protection supervision this means thatthe controller, processor
and complainant should be able to acknowledge all the reasons in order to decide whether they should bring
the case to trial. Having regard to the decision making process within the cooperation mechanism, CSAs
likewise need to be in the position to decide on possibly taking actions (e.g. agree to the decision, provide their
views on the subject matter)”).See alsoby analogy C-50/12 P Judgement of the Court of Justice of 26
November 2013, Kendrion NV v European Commission, ECLI:EU:C:2013:771.
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a service, including behavioural advertising insofar as that forms a core part of the service®®. The |E
SA considers that, having regard to the specific terms of the contract and the nature of the service
provided and agreed upon by the parties, Meta IE may in principle rely on Article 6(1)(b) GDPR asa
legal basis of the processing of users’ data necessary for the provision of its Instagram service,
including through the provision of behavioural advertising insofar as this forms a core part of its service
offered to and accepted by its users1®®. The IE SA considers the core of the service offered by Meta IE
is premised on the delivery of personalised advertising7°. The |E SA considers a reasonable user would
understand and expect this having read the Terms of Usel7, Meta |E supports this conclusion of the
IESA172,

To assess these claims of the |E SA and Meta IE, the EDPB considers it necessary to recallthe general
objectives that the GDPR pursues, which must guide its interpretation, together with the wording of
its provisions and its normative context173.

The GDPR develops the fundamental right to the protection of personal data found in Article 8(1) of
the EU Charter of Fundamental Rights and Article 16(1) of the TFEU, which constitute EU primary
law174, As the CIEU clarified, “an EU act must be interpreted, as far as possible, in such a way as not to
affect its validity and in conformity with primary law as a whole and, in particular, with the provisions
of the Charter. Thus, ifthe wording of secondary EU legislation is open to more than one interpretation,
preference should be given to the interpretation which renders the provision consistent with primary
law rather than to the interpretation which leads to its being incompatible with primary law”17>. Inthe
face of rapid technological developments and increases in the scale of data collection and sharing, the
GDPR createsa strong and more coherent data protection framework in the Union, backed by strong
enforcement, and built on the principle that natural persons should have control of their own personal
datal’®, By ensuring a consistent, homogenous and equivalent high level of protection throughout the
EU, the GDPR seeks to ensure the free movement of personal data within the EU'77. The GDPR
acknowledges that the right to data protection needs to be balanced against other fundamental rights
and freedoms, such as the freedom to conduct a business, in accordance with the principle of
proportionality and has these considerations integrated into its provisions'’8. The GDPR, pursuant to
EU primary law, treats personal data as a fundamental right inherent to a data subject and his/her
dignity, and not asa commodity data subjects cantrade awaythrougha contract'??. The CJEU provided

168 Draft Decision, paragraphs 112and115. Finding 2 reads: “I find the Complainant’s case is not made out that
the GDPR does not permitthe reliance by Meta Ireland on 6(1)(b) GDPR in the context of its offering of Terms of
Use.”

169 Draft Decision, paragraph 113.

170 Draft Decision, paragraph 104.

171 Draft Decision, paragraph 105.

172 Meta |E Article 65 Submissions, paragraphs 6.21 and 6.30.

173 Judgement of the Court of Justice of 1 August 2022, Vyriausioji tarnybinés etikos komisija, Case C-184/20,
ECLI:EU:C:2022:601, (hereinafter ‘C-184/20 Vyriausioji tarnybinés etikos komisija’), paragraph 121.

174 Recitals 1 and 2 GDPR.

175 Judgement of the Court of Justice of 21 June 2022, Ligue des droits humains v. Conseil des ministres, C 817/19,
ECLI:EU:C:2022:491, (hereinafter ‘C-817/19 Ligue des droits humains'), paragraph 86; and Judgement of the
Courtof Justice of 2 February 2021, Consob, C-481/19, ECLI:EU:C:2021:84, paragraph 50and the case-law cited.
176 Article 1(1)(2) and Recital 6 and 7 GDPR.

177 Article 1(3) and Recitals 9,10 and 13 GDPR.

178 Recital 4 GDPR.

179 EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR, paragraph 54.
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additional interpretative guidance by asserting that the fundamentalrights of data subjects to privacy
and the protection of their personal data override, as a rule, a controller’s economic interests!0,

The principle of lawfulness of Article 5(1)(a) and Article 6 GDPR is one of the main safeguards to the
protection of personal data. It follows a restrictive approach whereby a controller may only process
the personal data of individuals if it is able to rely on one of the bases found in the exhaustive and
restrictive lists of the cases in which the processing of datais lawful under Article 6 GDPR181,

The principle of lawfulness goes handin hand with the principles of fairness and transparencyin Article
5(1)(a) GDPR. The principle of fairness includes, inter alia, recognising the reasonable expectations of
the data subjects, considering possible adverse consequences processing may have on them, and
having regard to the relationship and potential effects of imbalance between them and the
controller82,

The EDPB agreeswith the |E SA and Meta IE that there is no hierarchy between these legal bases!83.
However, this does not meanthat a controller, as Meta IE in the present case, has absolute discretion
to choose the legal basis that suits better its commercial interests. The controller may only rely on one
of the legal bases established under Article 6 GDPRif it is appropriate for the processing at stake!®4. A
specific legal basis will be appropriate insofar as the processing can meet its requirements set by the
GDPR and fulfil the objective of the GDPR to protect the rights and freedoms of natural persons and
in particular their right to the protection of personal data%>. The legal basis will not be appropriate if
its application to a specific processing defeats this practical effect “effet utile” pursued by the GDPR
and Article 5(1)(a) and Article 6 GDPR 8%, These criteria stem from the content of the GDPR and the
interpretationfavourable to the rights of data subjects to be giventhereto described in paragraph 104
above 187,

The GDPR makes Meta IE, as a data controller for the processing at stake, directly responsible for
complying with the Regulation’s principles, including the processing of data in a lawful, fair and
transparent manner, and any obligations derived therefrom188, This obligation applies even where the

180 Judgement of the Court of Justice of 13 May 2014, Google Spain SL, C-131/12, ECLI:EU:C:2014:317,
paragraphs 97 and 99.

181 Judgement of the Court of Justice of 11 December 2019, TK v Asociatia de Proprietari bloc M5A-ScaraA, C
708/18, ECLI:EU:C:2019:1064, (hereinafter ‘C 708/18 TK v Asociatia de Proprietari'), paragraph37.

182 See, Recital 39 GDPRand EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR, paragraphs11and 12.

183 Draft Decision paragraph 48 and Meta |E Article 65 Submission paragraph 5.10.

184 As mentioned in the EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR, paragraph 18, the identification of the
appropriate lawful basis is tied to the principles of fairness and purpose limitation. It will be difficult for
controllers to complywith these principles if they have not first clearly identified the purposes of the processing,
orif processing of personal data goes beyondwhatis necessary forthe specified purposes. See also Section 6 of
this BindingDecisionon the potential additional infringement of the principle of fairness.

185 C708/18 TK v Asociatia de Proprietari, paragraph 37.

186 See C-524/06 Huber, paragraph 52 on the concept of necessity being interpreted in a manner that fully
reflects the objective of Directive 95/46). On the importance of considering the practical effect (effet utile)
soughtby EUlawinits interpretation, seealsofor instance: C-817/19 Ligue des droits humains, paragraph 195
and Judgement of the Court of Justice of 17 September 2002, Mufioz and Superior Fruiticola, C 253/00,
ECLI:EU:C:2002:497, paragraph 30.

187 Article 1(1)(2) and (5) GDPR.

188 Article 5 (2) GDPR “Principle of accountability” of data controllers; see also C-252/21 Oberlandesgericht
Disseldorfrequest, Opinion ofthe Advocate General on 20 September 2022, ECLI:EU:C:2022:704, paragraph 52.
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practical application of GDPR principles such as those of Article 5(1)(a) and Article (5)(2) GDPR is
inconvenient or runs counter to the commercial interests of Meta IE and its business model. The
controller is also obliged to be able to demonstrate that it meets these principles and any obligations
derived therefrom, such as that it meets the specific conditions applicable to each legal basis?°.

The first condition to be able to rely on Article 6(1)(b) GDPR as a legal basis to process the data
subject’s data is that a controller, in line with its accountability obligations under Article 5(2) GDPR,
has to be able to demonstrate that (a) a contract exists and (b) the contract is valid pursuant to
applicable national contract laws?%9,

Both the IE SA and Meta IE consider that the Terms of Use make up the entire agreement between
the Instagram user and Meta IE and that the Data Policy is simply a compliance document setting out
information to fulfil the GDPR transparency obligations!®1. The IE SA thus considers that the contract
for which the analysis based on Article 6(1)(b) GDPR takesplace, is the Terms of Use192,

The IE SA and Meta IE argue that the GDPR does not confer a broad and direct competence to
supervisory authorities tointerpret or assess the validity of contracts13.

The EDPB agreesthat SAsdo not have under the GDPR a broad and general competence in contractual
matters. However, the EDPB considers that the supervisory tasks that the GDPR bestows on SAs imply
a limited competence to assess a contract’sgeneral validity insofar as this is relevant to the fulfilment
of their tasks under the GDPR. Otherwise, the SAs would see their monitoring and enforcement task
under Article 57(1)(a) GDPR limited to actions such as verifying whether the processing at stake is
necessary for the performance of a contract (Article 6(1)(b) GDPR), and whether a contract with a
processor under Article 28(3) GDPR and data importer under Article 46(2) GDPR includes appropriate
safeguards pursuant tothe GDPR. Pursuant tothe IE SA’sinterpretation, the SAs would thus be obliged
to always consider a contract valid, even in situations where it is manifestly evident that it is not, for
instance because there is no proof of agreement between the two parties, or because the contract
does not comply with its Member State’s rules on the validity, formation or effect of a contract in
relation to a child1%4,

As the DE and NL SAs'°> argue, the validity of the contract for the Instagram service between Meta IE
and the complainant is questionable, given the strong indications that the Complainant was unaware
of entering into a contract, and (as the |E SA establishes with its Finding 3 of its Draft Decision) serious
transparency issues in relation to the legal basis relied on. In contract law, as a general rule, both
parties must be aware of the substance of the contract and the obligations of both parties to the
contractin order to willingly enterinto such contract.

189 EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR, paragraph 26.

190 EDPB Binding Decision 2/2022, paragraph 84.

131 Draft Decision, paragraphs 72and73.

132 Draft Decision, paragraph 73.

193Composite Response, paragraph 51; Draft Decision, paragraph95, Meta |E Article 65 Submissions, paragraph
6.43.

194 Article 8(3) GDPR.

155 DE SAs Objection, p.4 and NLSA Objection, paragraph11.
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Notwithstanding the possible invalidity of the contract, the EDPB, refersto its previous interpretative
guidance on this matter to provide below its analysis on whether behavioural advertising is
objectively necessary for Meta IE to provide its Instagram service to the user based on its Terms of
Use and the nature of the service 1%,

The EDPB recalls'®? that for the assessment of necessity under Article 6(1)(b) GDPR, “[i]t is important
to determine the exact rationale of the contract, i.e. its substance and fundamental objective, as it is
against this that it will be tested whether the data processing is necessary for its performance”'%8. As
the EDPB has previously stated, regard should be given to the particular aim, purpose, or objective of
the service and, for applicability of Article 6(1)(b) GDPR, itisrequired that the processing is objectively
necessary for a purpose and integral to the delivery of that contractual service to the data subject°°.

Moreover, the EDPB notes that the controller should be able to justify the necessity of its processing
by reference to the fundamental and mutually understood contractual purpose. This depends not only
on the controller’s perspective, but also on a reasonable data subject’s perspective when entering into
the contract 20,

The IE SA accepts the EDPB’s position that, as a general rule, processing of personal data for
behavioural advertising is not necessary for the performance of a contract for online services?!.
However, the |IE SA considers that in this particular case, having regard to the specific terms of the
contract and the nature of the Instagram service provided and agreed upon by the parties, Meta IE
may in principle rely on Article 6(1)b) GDPR to process the user’s data necessary for the provision of
its service, including through the provision of behavioural advertising insofar as this forms a core part
of that service offered to and accepted by users2°2,

The |E SA views behavioural advertising as “the core of both Meta Ireland’s business model and the
bargain struck between Meta Ireland and Instagram users” 293, In support of this consideration, thelE
SA refers to the "first and sixth clauses” of “the specific contract entered into between Meta IE and
Instagram users”2%4, The |E SA considers that from the text of these “clauses” it is “clear that the core
of the service offered by Meta Ireland is premised on the delivery of personalised advertising.?%>” The
|E SA considers that this position is supported by the fact that “the Terms of Use describe the Instagram
service as being ‘personalised’ and connects users with brands, including by means of providing
‘relevant’ advertising and content.” Based on this, the IE SA is of the view that “It is clear that the
Instagram service is advertised as offering a 'personalised' experience, including by way of the
advertising it delivers to users?96.” The IE SA considers that as the Instagram service is “advertised” in
its Terms of Use “as being predicated on personalised advertising (...) any reasonable user would

1%6 EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR.

197 See Binding Decision 2/2022, paragraph 89.

1% WP29 Opinion6/2014 on the notion of legitimate interests, p. 17
199 EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR, paragraph 30.
200 See Binding Decision 2/2022, paragraph90.

201 EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR, paragraph 52. Draft Decision, paragraph 113.
202 Draft Decision, paragraph 113.

203 Draft Decision, paragraph 102 and Finding 2.

204 Draft Decision, paragraph 103.

205 Draft Decision, paragraph 104.

206 Draft Decision, paragraph 104.
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121.

expect and understand that this is part of the core bargain that is being struck (...)” but acknowledges
that “users may prefer that the market offer alternative choices?°.”

On this issue, the EDPB recalls that the concept of necessity has its own independent meaning under
EU law. It must be interpreted in a manner that fully reflects the objective pursued by an EU
instrument, in this case, the GDPR?2%8, Accordingly, the concept of necessity under Article 6(1)(b) GDPR
cannot be interpreted in a way that undermines this provision and the GDPR’s general objective of
protecting the right to the protection of personal data or contradicts Article 8 of the Charter292. On
the processing of data in the Facebook services, Advocate General Rantos supports a strict
interpretation of Article 6(1)(b) GDPR among other legal bases, particularly to avoid any circumvention
of the requirement for consent?!°, Given the similarities between the Facebook and Instagram
services, as explained above in paragraph 97, and the fact that this case may concern the legal basis
for processing of personal data for the Instagram service?11,

As the IE SA states in its Draft Decision, “Instagram is a global online social network service which
allows registered users to communicate with other registered users through messages, audio, video
calls and video chats, and by sending images and video files?12.” Meta |IE promotes among its
prospective and current users the perception that the main purpose of the Instagram service and for
which it processes its users’ data is to enable them to share content and communicate with others.
Meta IE presents its Instagram service on its “About” page of its website as a platform which “give[s]
people the power to build community and bring[s] the world closer together?13.” At the beginning of
its Terms of Use, Meta IE presents its mission for the Instagram service as “To bring you closer to the
people and things you love?'4.” The description of the aspects of the service includes “Offering
personalized opportunities to create, connect, communicate.”

The fact that the Terms of Use do not provide for any contractual obligation binding Meta IE to offer
personalised advertising to the Instagram users and any contractual penalty if Meta IE fails to do so
shows that, at least from the perspective of the Instagram user, this processing is not necessary to
perform the contract?>. Providing personalised advertising to its users may be anobligation between

207 Draft Decision, paragraph 105.

208 See paragraphs 103-104 above on the principles guiding the interpretation of the GDPR and its provisions.
The CJEU also stated in Huber that “what is at issue is a concept [necessity] which has its own independent
meaning in Community law and which must be interpreted in a manner which fully reflects the objective of that
Directive, [Directive 95/46], as laiddown inArticle 1(1) thereof”’. C-524/06 Huber, paragraph52.

209 Article 1(2) GDPR.

210 C-252/21 Oberlandesgericht Duisseldorf request, Opinion of the Advocate General on 20 September 2022,
ECLI:EU:C:2022:704, paragraph 51. (The EDPB refers to the Advocate General's Opinion in its Binding Decision
as an authoritative source of interpretationto underline the EDPB’s reasoning on the processing of data in the
Facebook Service, without prejudice to the case-law thatthe CJEU may create with its future judgments on the
Cases C-252/21and C-446/21).

211 paragraph 97 andfootnote 161 of this Binding Decision.

212 Draft Decision, paragraph 5.

213 https://about.instagram.com/

214 Both the |E SA and Meta | E consider the Instagram Terms of Use as constituting the entire contract between
Meta |IEand thelnstagram users (see paragraphs 92, 110and 118 of this Binding Decision).

215 The Instagram Terms of Use are formulated inone-sided terms as follows: “These Terms of Use govern your
use of Instagram and provide information about the InstagramService (...).“While under the first heading of the
Terms of Use (“The Instagram Service”), Instagram announces that it “provide[s]“ the Instagram service. After
describing the aspects of the service and referencing the Data Policy, the Instagram Terms of Use include a
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Meta IE and the specific advertisers that pay for Meta IE’stargeted display of their advertisements in
the Instagram service to Instagram users, but it is not presented as an obligation towards the
Instagram users.

Nor does Meta IE’s business model of offering services, at no monetary cost for the user to generate
income by behavioural advertisement to support its Instagram service make this processing necessary
to perform the contract. Under the principle of lawfulness of the GDPR and its Article 6, it is the
business model which must adapt itself and comply with the requirements that the GDPR sets out in
generaland for each of the legal bases and not the reverse. As the Advocate General Rantos stressed
recently in his opinion on Meta IE’s processing in Facebook, based on Article 5(2) GDPR, it is the
controller (Meta IE) in this case who is responsible for demonstrating that the personal data are
processed in accordance with the GDPR?216,

As the EDPB provided in its guidance, “Assessing what is ‘necessary’ involves a combined, fact-based
assessment of the processing ‘for the objective pursued and of whether it is less intrusive compared to
other options for achieving the same goal’. If there are realistic, less intrusive alternatives, the
processing is not ‘necessary’. Article 6(1)(b) will not cover processing which is useful but not objectively
necessary for performing the contractual service or for taking relevant pre-contractual steps at the
request of the data subject, even if it is necessary for the controller’s other business purposes. 217”

On the question of whether here there are realistic, less intrusive alternatives to behavioural
advertising that make this processing not “necessary”?!8, the EDPB considers that there are. The AT
and SE SAs mention as examples contextual advertising based on geography, language and content,
which do not involve intrusive measures such as profiling and tracking of users21°. In his recent opinion
on Facebook, Advocate General Rantos also refers to the Austrian Government’s “pertinent”
observation that in the past, Meta IE allowed Facebook users to choose between a chronological
presentation and a personalised presentation of newsfeed content, which, in his view, proves thatan
alternative method is possible?29. By considering the existence of alternative practices to behavioural
advertising that are more respectful of the Instagram users’ right to data protection, the EDPB, asthe
Advocate General did in relation to Facebook users, aims to assess if this processing is objectively

section whichis headed with “Your Commitments”. While Instagram itself only “offers” various services, it makes
clear that the Instagram Terms of Use unilaterally impose duties and obligations on the user. Otherwise, the
user may face suspension or termination of their account, as described under “Content Removal and Disabling
or Terminating Your Account” of the Instagram Terms of Use. No (contractual) sanctions appearto apply inthe
event that Meta IEfails to provide or poorly performs one or more of these services.

216 C-252/21 Oberlandesgericht Diisseldorf request, Opinion of the Advocate General on 20 September 2022,
ECLI:EU:C:2022:704, paragraph 52.

217 EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR, paragraph25.

218 |n Schecke, the CJEU held that, when examining the necessity of processing personal data, the |egislature
needed to take into account alternative, less intrusive measures. Judgement of the Court of Justice of 9
November 2010, Volker und Markus Schecke GbR, C-92/09and C93/09, ECLI:EU:C:2010:662, (hereinafter ‘Case
C-92/09 and C93/09Schecke’), paragraph52. This was repeated by the CJEU inthe Rigas case where it held that
“As regards the condition relating to the necessity of processing personal data, it should be borne in mind that
derogations and limitations in relation to the protection of personal data mustapply only in so faras is strictly
necessary”. Judgement of the Court of Justice of 4 May 2017, Valsts policijas Rigas regiona parvaldes Kartibas
policijas parvalde v Rigas pasvaldibas SIA ‘Rigas satiksme’, C13/16, ECLI:EU:C:2017:336, paragraph 30..

219 AT SA Objection, p.5; SESA Objection, p.3.

220 C-252/21 Oberlandesgericht Dusseldorf request, Opinion of the Advocate General on 20 September 2022,
ECLI:EU:C:2022:704, footnote 80.
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necessary to deliver the service offered, as perceived by the Instagram user whose personal data is
processed, and not to dictate the nature of Meta IE’s service or impose specific business models on
controllers, as Meta IE and the IE SA respectively argue??!. The EDPB considers that Article 6(1)(b)
GDPR does not cover processing which is useful but not objectively necessary for performing the
contractual service, even if it is necessary for the controller’s other business purposes?222.

The EDPB considers that the absolute right available to data subjects, under Article 21(2)(3) GDPR to
object to the processing of their data (including profiling) for direct marketing purposes further
supports its consideration that, as a general rule, the processing of personal data for behavioural
advertising is not necessary to perform a contract. The processing cannot be necessary to perform a
contract if a data subject has the possibility to opt out from it at any time, and without providing any
reason.

The EDPB finds that a reasonable user cannot expect that their personal data is being processed for
behavioural advertising simply because Meta IE briefly refers to this processing in its Instagram Terms
of Use (which Meta |IE and the IE SA consider as constituting the entirety of the contract), or because
of the “wider circumstances” or “recognised public awareness of this form of processing” derived from
its “widespread prevalence of OBA processing” to which the |E SA refers?23, Behavioural advertising,
as briefly described in paragraph 98 above, is a set of processing operations of personal data of great
technical complexity, which has a particularly massive and intrusive nature. In view of the
characteristics of behavioural advertising, coupled with the very brief and insufficient information that
Meta provides about it in the Instagram Terms of Use and Data Policy (a separate document that the
IE SA and Meta |IE do not even consider part of the contractual obligations), the EDPB finds it extremely
difficult to argue that an average user can fully grasp it, be aware of its consequences and impact on
their rights to privacy and data protection, and reasonably expect it solely based on the Instagram
Terms of Use. The EDPB recalls its Guidelines 2/2019 on Article 6(1)(b) GDPR, in which it argues that
the expectations of the average data subject need to be consider in light, not only of the terms of
service but also the way this service is promoted to users??4, Advocate General Rantos expresses
similar doubts where he says in relation to Facebook behavioural advertising practices “/ am curious
as to what extent the processing might correspond to the expectations of an average user and, more
generally, what ‘degree of personalisation’ the user can expect from the service he or she signs up
for”?2> and adds in a footnote that he does not “believe that the collection and use of personal data
outside Facebook are necessary for the provision of the services offered as part of the Facebook
profile” 22,

The EDPB notes that the mission of the Instagram service, as expressed in its Terms of Use, is
formulated in a vague and broad manner (“To bring you closer to the people and things you love.”)
When using the Instagram service, a user is primarily confronted with the possibility of viewing

221 Meta |IE Article 65 Submissions, paragraph 6.25 and Composite Response, paragraph76. On the relevance of
this Opinionforassessinglnstagram’s reliance on Article 6(1)(b) GDPR, see paragraph 97 of this Binding Decision.
222 EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR, paragraph 25.

223 Composite Response, paragraphs 72 and 73.

224 EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR, paragraph57.

225 C-252/21 Oberlandesgericht Disseldorf request, Opinion of the Advocate General on 20 September 2022,
ECLI:EU:C:2022:704, paragraph 56.

226 |pid, footnote 81. On therelevance of this Opinion for assessing Instagram’s reliance on Article 6(1)(b) GDPR,
see paragraph97 of this Binding Decision.
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photographs and videos by people or organisations that they follow, as well as sharing such content
with their followers. This is acknowledged by the IE SA which provides the following description of the
Instagram service in its Draft Decision: “Instagram is a global online social network service which
allows registered users to communicate with other registered users through messages, audio, video
calls and video chats, and by sending images and video files??7.”

Based on the considerations above, the EDPB considers that the main purpose for which users use
Instagram and accept its Terms of Use is to share content and communicate with others, not to receive
personalised advertisements.

Meta IE infringed its transparency obligations under Article 5(1)(a), Article 12(1) and Article 13(1)(c)
GDPR by not clearly informing the complainant and other users of the Instagram Service specific
processing operations, the personal data processed in them, the specific purposes theyserve, andthe
legal basis on which each of the processing operations relies, as the IE SA concludes in its Draft
Decision??8, The EDPB considers that this fundamental failure of Meta IE to comply with its
transparency obligations contradicts the |E SA’s finding that Instagram users could reasonably expect
online behavioural advertising as being necessary for the performance of their contract (as described
in the Instagram Terms of Use) with Meta IE22°,

The EDPB recalls that “controllers should make sure to avoid any confusion as to what the applicable
legal basis is” and that this is “particularly relevant where the appropriate legal basis is Article 6(1)(b)
GDPR and a contract regarding online services is entered into by data subjects”, because “[d]epending
on the circumstances, data subjects may erroneously get the impression that they are giving their
consent in line with Article 6(1)(a) GDPR when signing a contract or accepting terms of service”?3°,
Article 6(1)(b) GDPR requires the existence, validity of a contract, and the processing being necessary
to perform it. These conditions cannot be met where one of the Parties (in this case the data subject)
is not provided with sufficient information to know that they are signing a contract, the processing of
personal data that it involves, for which specific purposes and on which legal basis, and how this
processing is necessary to perform the services delivered. These transparency requirements are not
only an additional and separate obligation, as the IE SA seems to imply, but also anindispensable and
constitutive part of the legal basis?3'.

The risks to the rights of data subjects derived from this asymmetry of information and an
inappropriate reliance on this legal basis are higher in situations such as in the present case, in which
the Complainant and other Instagram users face a “take it or leave it” situation resulting from the
standard contract pre-formulated by Meta IE and the lack of few alternative services in the market.
The EU legislator has regularly identified and aimed to address with multiple legalinstruments these
risks and the imbalance between the partiesto consumer contracts. For example, Directive 93/13/EEC

227 Draft Decision, paragraph 5.

228 Draft Decision, paragraphs 184 and 185 and Finding 3, which reads “In relation to processing for which Artide
6(1)(b) GDPR is relied on, Articles 5(1)(a), 12(1)and 13(1)(c) GDPRhave beeninfringed.”

229 Draft Decision, paragraph 105 and Finding 2.

230 EDPB Binding Decision 1/2021, paragraph214and EDPB Guidelines 2/2019 onArticle 6(1)(b), paragraph 20.
21 Draft Decision, paragraph 111.
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on unfair terms in consumer contracts23?2 mandates, as the transparency obligations under the GDPR,
the use of plain, intelligible language in the terms of the contracts offered to consumers?33. This
Directive even provides that where there is a doubt about the meaning of a term, the interpretation
most favourable to the consumer shall prevail?34. Processing of personal data thatis based on whatis
deemedto be an unfair term under this Directive will generally not be consistent with the requirement
under Article 5(1)(a) GDPR that the processing is lawful and fair23>.

Advocate General Rantos concludes in reference to Meta IE that the fact that an undertaking providing
a social network enjoys a dominant position in the domestic market for online social network for
private users “does play arole in the assessment of the freedom of consent within the meaning of that
provision, which it is for the controller to demonstrate, taking into account, where appropriate, the
existence of a clear imbalance of power between the data subject and the controller, any requirement
for consent to the processing of personal data other than those strictly necessary for the provision of
the services in question, the need for consent to be specific for each purpose of processing and the
needto prevent the withdrawal of consent from being detrimental to users who withdraw it?36.” In line
with the logic of this argument, the EDPB considers that the dominant position of Meta IE also plays
an important role in the assessment of Meta IE’s reliance on Article 6(1)(b) GDPR for its Instagram
service and its risks to data subjects, especially considering how deficiently Meta IE informs the
Instagram users of the data it strictly needs to process to deliver the service.

Given that the main purpose for which a user uses Instagram service is to share and receive content,
and communicate with others?37, and that Meta IE conditions their use to the user’s acceptance ofa
contract and the behavioural advertising they include, the EDPB cannot see how a user would have
the option of opting out of a particular processing which is part of the contract as the IE SA seems to
argue?38, The users’ lack of choice in this respect would ratherindicate that Meta IE’s reliance on the
contractual performance legal basis deprives users of their rights, among others, to withdraw their
consent under Articles 6(1)(a) and 7 and/or to object to the processing of their data based on Article
6(1)(f) GDPR.

The EDPB agreeswith the AT, DE, ES, Fl, FR, HU, NL, NO and SE SAs that there is a risk that the Draft
Decision’s failure to establish Meta IE’s infringement of Article 6(1)(b) GDPR, pursuant to the IE SA’s
interpretation of it, nullifies this provision and makes lawful theoretically any collection and reuse of
personal data in connection with the performance of a contract with a data subject?3°. Meta IE
currently leaves the complainant and other users of the Instagram service with a single choice. They
may either contract away their right to freely determine the processing of their personal data and

22 A contractual term that has not been individually negotiated is unfair under the Directive 93/13/EEC “ff,
contrary to the requirement of good faith, it causes a significantimbalance in the parties’ rights and obligations
arising underthe contract, to the detriment of the consumer” Article 3(1).

233 Articles 4(2) and 5 Directive 93/13/EEC.

234 Article 5 Directive 93/13/EEC.

235 EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR, footnote 10.

236 C-252/21 Oberlandesgericht Duisseldorf request, Opinion of the Advocate General on 20 September 2022,
ECLI:EU:C:2022:704, Conclusion, paragraph 78 (4). On the relevance of this Opinion for assessing Instagram'’s
relianceon Article 6(1)(b) GDPR, see paragraph 97 of this Binding Decision

237 See paragraphs 127-128 of this Binding Decision.

238 Composite Response, paragraph69.

239 AT SA Objection, pp.5-6; DE SAs Objection, p.9; ES SA Objection, p. 3 ; FI SA Objection paragraphs 31-35; FR
SA Objection, paragraphs 34-35; HU SAObjection, p. 4 ; NL SA Objection, paragraphs 30-31; NO SA Objection,
p. 8;SE SA Objection, p.5.
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submit toits processing for the obscure, and intrusive purpose of behavioural advertising, which they
can neither expect, nor fully understand based on the insufficient information Meta IE provides to
them. Or, they may decline accepting Instagram Terms of Use and thus be excluded from a service
that enables them to communicate, share content with and receive content from millions of users and
for which there are currently few realistic alternatives. This exclusion would thus also adversely affect
their freedom of expression and information.

This precedent could encourage other economic operators to use the contractual performance legal
basis of Article 6(1)(b) GDPR for all their processing of personal data. There would be the risk that
some controllers argue some connection between the processing of the personal data of their
consumers and the contract to collect, retain and process as much personal data from their users as
possible and advance their economic interests at the expense of the safeguards for data subjects.
Some of the safeguards from which data subjects would be deprived due to an inappropriate use of
Article 6(1)(b) GDPR as legal basis, instead of others such as consent (Article 6(1)(a) GDPR) and
legitimate interest (Article 6(1)(f) GDPR), are the possibility to specifically consent to certain
processing operations and not to others and to the further processing of their personal data (Article
6(4) GDPR); their freedom to withdraw consent (Article 7 GDPR); their right to be forgotten (Article 17
GDPR); and the balancing exercise of the legitimate interests of the controller against their interests
or fundamental rights and freedoms (Article 6(1)(f) GDPR). As a result, owing to the number of users
of the Instagram service, the market power, and influence of Meta IE and its economically attractive
business model, the risks derived from the current findings of the Draft Decision could go beyond the
Complainant and the millions of users of Instagram service in the EEA and affect the protection of the
hundreds of millions of people covered by the GDPR 240,

The EDPB thus concurs with the objections of the AT, DE, ES, FI, FR, HU, NL, NO and SE SAs 241 to Finding
2 of the Draft Decision in that the behavioural advertising performed by Meta IE in the context of
theInstagramserviceis objectively not necessary for the performance of Meta IE’s alleged contract
with data users forthe Instagramservice and is not an essential or core element of it.

In conclusion, the EDPB decides that the Meta IE has inappropriately relied on Article 6(1)(b) GDPR to
process the complainant’s personal data in the context of Instagram Terms of Use and therefore lacks
a legal basis to process these data for the purposes of behavioural advertising. Meta IE has not relied
on any other legal basis to process personal datain the context of the Instagram Terms of Use for the
purposes of behavioural advertising. Meta IE has consequently infringed Article 6(1) GDPR by
unlawfully processing personal data. The EDPB instructs the IE SA to alter its Finding 2 of its Draft
Decision which concludes that Meta IE may rely on Article 6(1)(b) GDPR in the context of its offering

240 |n the Draft Decision, the IE SA quotes Meta IE’s submissions dated 28 September 2018, in which it states
that it “provides the Instagram service to hundreds of millions of users across the European region.” Draft
Decision, paragraph 223. In its submissions on the Preliminary Draft Decision, Meta IE stated that the correct
figure for monthly active accounts for the Instagram Service as of 31 August 2018 (the date of commencement
of the Inquiry)is approximately-, while clarifying that this number represents active accounts on
Instagramrather than unique users and thus does notrepresent the number of unique users. This figure does
notinclude UK-basedaccounts as Meta | E consideredaccounts in that territory were not relevant for the Inquiry.
The |E SA does not share this view, on the grounds that the GDPR was applicable in the UK at the date of the
Complaint. Meta IE's Reponse to the Preliminary Draft Decision, paragraph 14.13. Draft Decision, paragraph 223.
241 AT SA Objection, pp.4-5; DE SAs Objection, p. 5-6, ES SAObjection, p. 2, FI SAObjection, paragraphs 16 and
18, FRSA Objection, paragraphs 8-9, HU SA Objection, p. 3, NLSA Objection, paragraphs 18-19; NO SA Objection,
p. 7,SE SAObjection, pp. 3.
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of the Instagram Terms of Use and to include an infringement of Article 6 (1) GDPR based on the
shortcomings that the EDPB has identified.

5 ON WHETHER THE LSA’S DRAFT DECISION INCLUDES ENOUGH
ANALYSIS AND EVIDENCE TO CONCLUDE THAT METAIE ISNOT
OBLIGED TO RELY ON CONSENT TO PROCESS THE COMPLAINANT’S
PERSONAL DATA

5.1 Analysis by the LSA inthe Draft Decision

The IE SA concludes as a matter of fact, inits Draft Decision that Meta IE did not rely, and did not seek
to rely, on the complainant’s consent to process personal data in connection with the Terms of Use242
and is not legally obliged to rely on consent to do so?243.

The IE SA accepts that Meta IE never sought to obtain consent from users through the clicking of the
“Agree to Terms” button, based also on Meta IE’s confirmation thereto244.

The |E SA distinguishes between agreeing toa contract (which mayinvolve the processing of data)and
providing consent to personal data processing specifically for the purposes of legitimising that
personal data processing under the GDPR24%, The |E SA observes that, as noted by the EDPB, these are
entirely different concepts which “have different requirements and legal consequences” 246,

The IE SA also emphasises that thereis no hierarchy between the legal basis that controllers may use
to process personal data under the GDPR?47. The IE SA further argues that neither Article 6(1) GDPR
nor any other provision in the GDPR require that the processing of data in particular contexts must
necessarily be based on consent?48. The IE SA argues the GDPR does not provide that the specific
nature and content of a contract, freely entered into by two parties, requires a higher category or
“default” legal basis. The IE SA includes reference to the EDPB Guidelines 2/2019 on Article 6(1)(b)
GDPR which assert that where data processing is necessary to perform a contract, consent is not an
appropriate lawful basis on which to rely?4°.

The IE SA considers Article 7 GDPR and its conditions do not in and of themselves indicate the legal
basis on which a controller should rely on in a particular context. The IE SA contends that these
conditions would only be relevant where the controller relies upon consent as the legal basis for its
processing, which it views as not being the case for the processing of data by Meta IE in question?>°,

242 Draft Decision, paragraphs43and60.

243 Draft Decision, paragraphs 59-60.

244 Draft Decision, paragraphs40and42,aswellas56.
245 Draft Decision, paragraph 52.

246 Draft Decision, paragraph 47.

247 Draft Decision, paragraphs 48-50.

248 Draft Decision, paragraph 50.

249 Draft Decision, paragraph 52.

250 Draft Decision, paragraph 57.
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5.2 Summary of the objections raised by the CSAs

The AT, DE, ES, FI, FR and NL SAs object to the assessment in the Draft Decision on consent, leading to
Finding 1 of the IE SA251. These SAs put forward several factual and legal arguments for the changes
they propose to the Draft Decision.

The SE SA holds that if the EDPB were to find that the processing canrely on Article 6(1)(b) GDPR, the
investigation needs to encompass whether special categories of personal data pursuant to Article 9(1)
GDPR are processed, since the performance of a contract is not an exemption pursuant to Article 9(2)
GDPR. Since the SE SA presents its objection as being contingent on whether the EDPB finds that the
data processing in Instagram, based on its Terms of Use, can rely on Article 6(1)(b) GDPR?52 and the
EDPB finds that Meta |E inappropriately relied on Article 6(1)(b) GDPR (see above in Section 4.4.2), the
SE SA objection is no longer applicable.

Arguments on the finding of the LSA that Meta IE is not legally obliged to rely on consent

The AT, DE and NL SAs consider that the IE SA has not included enough analysis, evidence and research
in the Draft Decision to conclude that Meta IE is not legally obliged to rely on consent to process the
complainants’ data?°3.

The AT SA points out that the IE SA limits its facts and its legal assessment to the general question
whether Article 6(1)(b) GDPR can be used as legal basis, specifically for behavioural advertising. The
Draft Decision does not clarify which data categories are being used for behavioural advertising and
where Meta IE relies on Articles 6(1)(a) and 6(1)(b) GDPR for behavioural advertising. Also
unaddressed is, if and to which extent Meta IE relies on Article 9(2)(a) GDPR for behavioural
advertising as far as sensitive data are concerned and whether Meta |E respected the GDPR conditions
(for example, Article 7 GDPR) when obtaining the consent pursuant to Article 6(1)(a) and Article 9(2)(a)
GDPR. The AT SA argues that the Draft Decision did not address the part of the complaint on the
differences between “consent” and “contractual performance” and regarding Article 9 GDPR 2>,

Eventhough the DE SAs share the |E SA’s finding that Meta IE did not rely on consent for the processing
of data as described in the Instagram Terms of Use, the DE SAs objects against the |[E SA’s assessment
that in the specific case at issue Meta IE was not legally obliged to obtain consent from the
Complainant?>>. The DE SAs further add, also in relationto the potential use of Article 6(1)(f) GDPR as
a legal basis, that further investigations on the specific processing activities, purposes and their risks
for rights and freedoms of the Complainant would be necessary to conclude an assessment on the
applicable legal basis?>®.

The NL SA notes its view thatthere s lack of any substantive investigation into what kind of personal
data is being processed besides relying on information submitted by the controller?>”. The NL SA

251 AT SA Objection, p.9-11; DESA Objection, p. 2-9; ES SAObjection, p. 2-3; FI SAObjection, paragraphs 36-44;
FR SA Objection, paragraphs 21-31; NLSA Objection, paragraphs 20-27.

252 SE SA Objection, p. 3-4.

253 AT SA Objection, p.10; DESAObjection, p. 7-9; NLSA Objection, paragraph 21.

254 AT SA Objection, p.10.

255 DE SAs Objection, p. 7-8.

256 DE SAs Objection, p. 8-9.

257 NL SA Objection, paragraph 25.
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considers that there are clear indications that consent is legally required for (parts of) the processing
operations of the controller, and that the IE SA could thus draw a different conclusion on the basis of
further inquiries and analysis2°8. The NL SA considers that the Draft Decision should be amended if a
further inquiry by the IE SA establishes that the reliance on consent as a legal ground is mandatory?>°.

In addition, the DE and FR SAs consider that even if Meta IE had relied on consent, it would not have
met the requirements of Article 7(1) GDPR as being “freely given”, as it is conditional on the use of
their services as a whole (“take it or leave it”). Nor would consent meet the requirements of Article
7(2) GDPR since, asthe IE SA finds, information on the processing of data as described in the Terms of
Use, is not provided in a concise, transparent, intelligible and easily accessible form, using clear and
plain language?26°,

Argumentson the possible breach of the obligation to rely on consent to process special categories of
personal data (Article 9 GDPR)

The AT, DE, ES, FI, FR and NL SAs consider that the |E SA should have identified and separately assessed
any processing of special categories of personal data under Article 9 GDPR in the context of Instagram
Terms of Use?61. The DE SAs conclude that Meta IE processes the complainant’s special categories of
datain breach of Article 9 (1) GDPR2%2, The AT, ES, Fl, FR and NL SAs take the view that the IE SA should
broaden the scope of its investigation and examine whether the conditions for the processing of
special categories of personal data have been met by Meta IE263,

The AT, ES, Fl, FR and NL SAs consider that the factual background of the Draft Decision misses facts
on whether Meta IE relies on Article 9(1)(a) GDPR to process special categories of personal data for
the purpose of behavioural advertising and whether Meta IE respects the requirements of the GDPR,
such as those of Article 7, in obtaining consent to that end?%4.

The FR and NL SAs argue that the data that Meta IE processes may include special categories of
personal data under Article 9 GDPR?2%5. The DE SAs contend that nothing indicates that Meta IE
excludes these categories of data from its processing for advertising purposes?2°.

The FR SA notes that Instagram users can provide various sensitive data about themselves, including
their sexual orientation, religious views and political opinions in the description of their profile. The
FR SA considers that the IE SA cannot simply state that it has no evidence that Meta IE processes such
data in the context of the Instagram service. In order to deal with the complaint, the FR SA asks for

258 NL SA Objection, paragraph 25.

259 NL SA Objection, paragraph 25.

260 DE SAs Objection, p. 8; FR SAObjection, paragraphs 24-29.

261 AT SA Objection, p.9-10; DE SAs Objection, p. 7; ES SA Objection, p. 2-3; FI SAObjection, paragraphs 36-38,
41;FRSA Objection, paragraphs 30-31; NLSA Objection, paragraphs 24-26.

262 DE SAs Objection, p. 7, 10.

263 AT SAObjection, p.9; ESSAObjection, p. 2-3; FI SAObjection, paragraphs 41-42; FR SA Objection, paragraph
31; NL SA Objection, paragraph 25.

264 AT SA Objection, p.9; ES SA Objection, p. 2-3; FI SAObjection, paragraph41; FR SA Objection, paragraph 30;
NL SA Objection, paragraph 25.

265 FR SA Objection, paragraph 30; NLSA Objection, paragraph24.

266 DE SAs Objection, p.7.
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further investigation, in particular it asks the LSA to examine whether sensitive data are processed by
the controller and, if so, whether one of the conditions of Article 9(2) GDPR is met in this case267.

The NL SA argues that there is strong indication that some data processed in the context of the
Instagram service actually belongs to a special category of data considering “photographs and other
images that are, or were, potentially processed with use of facial recognition technology and other
artificial intelligence technologies in the context of Facebook services”2%¢. The NL SA highlights that
according to the CIEU ruling in case C-136/17 the mere indexing of certaindata could already suffice
to conclude that Article 9 GDPR applies?6°.

The DE and NL SAs recall that only consent may be used in this context among the exceptions that
Article 9 (2) GDPR lays down to the general prohibition of processing special categories of data?’?. The

FI SA recalls that the performance of a contract is not an exception pursuant to Article 9(2) GDPR?7%,

Argumentson other types of data requiring consent

The NL SA identifies asanother indicator contradicting the IE SA’s conclusion that there is no obligation
to seek consent the fact that the controller processes a significant amount of personal data that has
been collected through cookies for online advertising purposes and of location data?72.

Risks

On therisks posed by the Draft Decision, the DE SAs consider that, asthe subject of the complaint was
the processing as described in the Instagram Terms of Use there is also a significant risk for the
fundamental rights and freedoms of all Instagram users in the European Union that their personal
data, including data of special categories are processed without any legal basis?’3. The AT SA also
considers that the compliance of Meta IE with the GDPR rules on the processing of special categories
of data goes beyond the case at stake and affects hundreds of millions of data subjects within the EEA,
as Meta IE is the provider of the biggest media network in the world?74,

The AT, DE, FI, FR and NL SAs argue that the IE SA’s conclusion that consent is not required affectsthe
rights of data subjects and their control over their personal data?7>.

The AT SA argues that the first risk is that the data subject’s right to lodge a complaint with a
supervisory authority pursuant to Article 77(1) GDPR becomes ineffective because the IE SA did not
handle the complaint in its entire scope, including sensitive data pursuant to Article 9 GPDR. The AT

267 FR SA Objection, paragraph 30.

268 NL SA Objection, paragraph 25.

269 NL SA Objection, paragraphs 26.

270 DE SAs Objection, p. 7; NLSA Objection, paragraph 24.

271 F| SAObjection, paragraph40.

272 NL SA Objection, paragraphs 22-23,27.

273 DE SAs Objection, p.9.

274 AT SA Objection, p.9.

275 AT SA Objection, p. 11; DE SAs Objection, p.9; FI SAObjection, paragraph 43; FR SA Objection, paragraph 34;
NL SA Objection, paragraphs 30-31.
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SA argues that this is not in line with the CIEU ruling in case C-311/18, which provides that the
supervisory authority must handle complaints with all due diligence?76.

The FR SA argues that the Draft Decision poses a risk to the fundamental rights and freedoms of the
individuals concerned, according to Article 4(24) GDPR, insofar as the legal basis of contractual
performance to process the personal data of Instagram users to send them targeted advertising does
not allow the European users to have control over the fate of their data?’’. The FR SA also notes that
since the Draft Decision will be taken at the end of a cooperation procedure and made public, it could
be interpreted as reflecting the common position of the European supervisory authorities on this
issue, and setting a precedent for accepting that a company may use the legal basis of the contract to
process its users’ data for targeted advertising purposes when such processing is particularly massive
and intrusive?78,

The NLSA specifies the protections from which the data subjects would be deprived due to the IE SA’s
conclusion that consent is not required, such as the right to data portability (Article 20(1) GDPR); the
possibility to specifically consent to certain processing operations and not to others andto the further
processing of personal data (Article 6(4) GDPR); the freedom to withdraw consent (Article 7 GDPR)
and the subsequent right to be forgotten?72,

The AT, DE, Fl and NL SAs note asan additional risk that sensitive personal data falling within the scope
of Article 9 GDPR is processed without meeting the requirements of Article 9(2) GDPR28°,

The FI SA highlights that the will of the legislator has been to protect the Article 9 GDPR special
category data with a duty of care and if there is any reasonable doubt that Meta IE has no legal basis
for processing operations of such sensitive data of the Instagram users, the said claim needs to be
properly investigated or otherwise the lack of investigation would negatively affect hundreds of
millions of Instagram users within the EEA and undermine their right to privacy and data protection?8!,

The NL SA underlines the risk that allowing the bypassing of legal provisions requiring consent to
process data createslegal uncertainty that hampers the free flow of personal data within the EU?82,

The NL SA also arguesthat not assessing the processing in a sufficiently thorough manner could create
a precedent for controllers to exclude from their privacy policies or terms of service processing
operations that must be based on consent. This would risk leaving data subjects with a reduced degree
of transparency?83.

276 AT SA Objection, p. 10-11.

277 FR SA Objection, paragraph 34.

278 FR SA Objection, paragraph 35.

279 NL SA Objection, paragraph 33.

280 AT SAObjection, p.11;Fl SAObjection, paragraph 43; DE SAs Objection, p. 9; NLSA Objection, paragraph 33.
281 F| SAObjection, paragraph43.

282 NL SA Objection, paragraph 33.

283 NL SA Objection, paragraph 30.
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5.3 Position of the LSA on the objections

The |IE SA considers the objections not reasoned and does not follow them284,

The |E SA argues that the scope of the inquiry is appropriate and relates to the issues raised in the
complaint. It also argues that finding of additional infringements which have not been fully
investigated or put to the controller would impose a risk of procedural unfairness by depriving the
controller of its right to be heard in response to a particularised allegation of wrongdoing28>.

The IE SA notes that it has discretion to determine the framework of the inquiry, taking into account
the scope of the written complaint as lodged. The IE SA arguesthat it would not have been possible
to assess each discrete processing operation by Meta IE, without first resolving the fundamental
dispute between the parties on the interpretation of Article 6(1) GDPR. The IE SA considers that it
would have been inappropriate and disproportionate for it to undertake an open-ended assessment
of all of Meta IE’s processing operations related to the Instagram Terms of Use to handle the
complaint?2é,

The |IE SA arguesthatits analysis of Article 6(1)(b) GDPR does not preclude the possibility that certain
discrete processing operations by Meta IE may fall outside the scope of Article 6(1)(b) GDPR. The IE
SA finds it reasonable and practical to set the scope of the inquiry, focusing on the principled issues of
dispute, which it considers as not prejudicing the operation of more specific data protectionrules?8’.

The IE SA considers that the reference to Article 9 GDPR processing by Meta IE is an element of what
it views asthe Complainant’s fundamental allegation, i.e. that the agreement tothe Terms of Use was
a form of GDPR consent to processing of personal data, including consent to the processing of special
categories of data. The IE SA argues that since the scope of its inquiry addresses this issue, it is not
necessary for it to also conduct an indiscriminate and open-ended assessment of Meta IE’s processing
that may otherwise fall within the scope of Article 9 GDPR 288,

The |E SA notes that under Irish national law, there would be a very significant risk of procedural
unfairness to Meta IE if the IE SA assumed, without any further factual examination, that Meta IE
unlawfully processes special categories of personal data?28°.

According to the |E SA, the CSAs objecting to the Draft Decision intend to maximise the complainant’s
rights by requiring consent-based processing for certain processing operations and thus prioritising it
over other legal basis. The |IE SA considers that very extensive data protection rights also apply under
the GDPR where the processing is based on Article 6(1)(b) or Article 6(1)(f) GDPR. The IE SA contends
that the variation in the extent of data subject rights and protections, depending on the applicable
legal basis, is an inherent element of the legislative scheme of the GDPR. The IE SA considers that
Article 6 GDPR does not provide thatthe “appropriate” data subject rights determine the legal basis
for processing. The IE SA notes that separate to the user’s acceptance of the Terms of Use, Meta IE

284 Composite Response, paragraphs 36 and48.
285 Composite Response, paragraph97.

286 Composite Response, paragraph 26.

287 Composite Response, paragaraph27.

28 Composite Response, paragraph 28.

28 Composite Response, paragraphs 32-33.
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relies on different “acts” of consent for specific aspects of the service, including personalised
advertising based on users’ off-Instagram activities. In this regard, the IE SA statesthat the complaint
in this case was about the agreement to the Terms of Use and the processing it entails once
accepted?®0,

The IE SA argues that the objections are inconsistent with the principle of legal certainty, as cited in
Recital 7 GDPR. The IE SA indicates that it is not satisfied that the GDPR requires the limitation of
processing for the purposes of behavioural advertising to situations where processing is based on data
subject consent?°l. The IE SA contends that interpretative approach of the CSAs raising objections
would result in the arbitrary application of more restrictive data protection rules for reasons that are
not found in the GDPR. The IE SA also states that this approach does not take due account of the
extensive data protection rights which apply to all legal bases under the GDPR. The IE SA asserts that
it is not open to the supervisory authorities to create additional binding limitations on the applicable
legal basis for the processing of data for behavioural advertising. The IE SA states that it is the
legislator, not the supervisory authorities, which has defined the conditions for lawful processing?2°2.

5.4 Assessment of the EDPB

5.4.1 Assessment of whether the objections were relevant and reasoned
The EDPB responds to Meta IE’s primary argumentsto the contraryin Section 4.4.1 above?°3.

The AT, DE, ES, FI, FR and NL SAs objections analysed in this section have a direct connection withthe
Draft Decision and refer to a specific part of the Draft Decision, i.e. Finding 1. The AT, DE, ES, FI, FR
and NLSAs argue that the |[E SA has not carried out enough investigation and legal analysis in the Draft
Decision to conclude that Meta IE is not legally obliged torely on consent to process the complainants
data?°4. According to these CSAs, the IE SA should have identified and separately assessed any

2% Composite Response, paragraphs 46.

291 Composite Response, paragraph47.

232 Composite Response, paragraph47.

233 Meta |E argues that “Objections which raise matters which are not within the Defined Scope of Inquiry are not
‘relevant and reasoned’ within the meaning of Article 4(24) GDPR” and such objections “ought to be disregarded
in their entirety by the EDPB”. The EDPB does notshare this understanding, as explained above. See paragraphs
73-75 of this Binding Decision above. Inparticular, the EDPBrecalls that the analysis of whether a given objection
meets the thresholdsetby Art.4(24) GDPRis carried outon a case-by-case basis. More specifically, in contrast
to the objections referred to by Meta IE that did not “establish a direct connection with the specific legal and
factual content of the Draft Decision” (Binding Decision 2/2022 paragraphs 139, 147, 164) here, each CSA has
madeseveral clear links withthe content of the Draft Decision, asis described in paragraphs 143, 145-147 and
150-151of this Binding Decision. Moreover, while the objections referenced by Meta IEin paragraph 4.9 of its
Article 65 submissions were found not to be relevant and/or reasoned in the Binding Decision 2/2022 as they
did “not provide sufficiently precise and detailed legal reasoning regarding infringement of each specific
provision in question”, did not explain sufficiently clearly, nor substantiate i n sufficient detail how the conclusion
proposed could be reached, or did not sufficiently demonstrate the significance of the risk posed by the Draft
Decision fortherights andfreedoms ofthe data subjects or the free flow of data withinthe EU (Binding Decision
2/2022, paragraphs 140, 148, 165), as regards the objections analysedin this section, the AT, DE, FI, FR and NL
SAs provide a number of legal and factual arguments and explanations as to why an infringement for lack of
appropriate legal basis is to be established, andadequately identifythe riskposed by the Draft Decision if it was
adopted unchanged (paragraphs 145-165 of this Binding Decision) .

294 AT SA Objection, p. 9; DE SAs Objection, pp. 8-9; ES SAObjection, pp. 2-3; FI SAObjection, paragraphs 36-37;
FR SA Objection, paragraph 30; NLSA Objection, paragraph21.
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processing of special categoriesof personal datain Instagram Terms of Use?2°>. The NL SA argues that
processing operations concerning location data and the use of tracking technologies on users devices
should have investigated and assessed by the IE SA as well?°6. The AT, FI, FR and NL SAs consider that
the IE SA should broaden the scope of its investigation and examine whether the conditions for the
processing of special categories of personal data have been met by Meta IE inrelationtothe Instagram
service??’. The DE, FR and NL SAs argue that the data that Meta IE’s processes may include special
categories of personal data under Article 9 GDPR?2%8, They contend that nothing indicates that Meta IE
excludes these categories of data from its processing for advertising purposes. The AT, DE, ES, Fl and
FR SAs highlight that the issue falls within the remit of the complaint since the complainant alleged a
potential violation of Article 9 GDPR and should therefore be investigated and assessed by the LSA29°,
The AT, DE, ES, Fl and FR SAs challenge the reasoning underling the conclusion reached by the LSA.
This assessment could lead to a different conclusion insofar as the IE SA would fully cover the
complaint and include facts and a legal assessment on the Instagram’sservice processing operations

to which Article 6(1)(a), Articles 7 and 9 GDPR may apply, which may reveal an infringement by Meta
|E300.

Consequently, the EDPB finds that the AT, DE, ES, FI, FR and NL SAs objections relating to Finding 1,
which statesthat Meta IE is not required to rely on consent to deliver the Instagram Terms of Use and
its underlying reasoning, are relevant3°1,

The AT, DE, FI, FR and NL SAs objections are reasoned because they include clarifications and
argumentson legal/factual mistakes in the LSA’s Draft Decision that require amending. The AT, DE, Fl,
FR and NL SAs consider that the |IE SA should have identified and separately assessed any processing
of special categories of personal data under Article 9 GDPR in the context of Instagram Terms of
Use392, In particular, the DE, FR and NL SAs argue that the data that Meta IE processes may include
special categories of personal data under Article 9 GDPR and that nothing indicates that Meta IE
excludes these categories of data from its processing for advertising purposes3®3. The AT, DE, ES, FR
and NL SAs recall that only consent may be used in this context among the exceptions that Article 9
(2) GDPR lays down to the general prohibition of processing special categories of data3%*. The FI SA
recalls that EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR state that the WP29 has observed that
Article 9(2) GDPR does not recognise “necessary for the performance of a contract” asan exceptionto
the general prohibition to process special categories of data3°>. The NL SA identifies as another

295 AT SA Objection, p. 9; DE SAs Objection, p. 7; FI SAObjection, paragraph37 ; FR SAObjection, paragraph 30;
NL SA Objection, paragraph 25.

2% NL SA Objection, paragraphs 22-23and 27.

297 AT SA Objection, p.9; Fl SA Objection paragraph41; FR SA Objection, paragraph 30; NL SA Objection,
paragraph25.

298 DE SAs Objection, p.7; FR SAObjection, paragraph 30; NLSA Objection, paragraphs 24-25.

299 AT SA Objection, p.9; DE SAs Objection, p. 7; ES SA Objection, p. 2; FI SA Objection, p.42; FR SA Objection,
paragraph30.

300 See EDPB Guidelines on RRO, paragraph 15 and EDPB Guidelines on Article 65(1)(a) GDPR, paragraphs 40 and
Sub-sections4.2,4.2.3-4.2.5.

301 See paragraphs 143, 145 and 150 of this Binding Decision.

302 AT SA Objection, p. 9; DE SAs Objection, p. 7; FR SAObjection, paragraph 30; NLSA Objection, paragraph 25.
303 DE SAs Objection, p. 7; FRSA Objection, paragraph 30; NLSA Objection, paragraphs 24-25.

304 AT SA Objectionpp.9-10; DE SAs Objection, p.7; ES SA Objection, p. 2-3; FR SA Objection, paragraph31; NL
SA Objection, paragraph 24.

305 F| SAObjection, paragraph40.
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indicator contradicting the IE SA’s conclusion that there is no obligation to seek consent the fact that
the controller processes a significant amount of personal data that hasbeen collected through cookies
for online advertising purposes and of location data3%. The NL SA also argues that the IE SA should
have investigated more into the safeguards that are implemented by the controller to address the
specific interests of children3%7. Lastly, the NL SA states that the information shared by users on
Instagram may contain personal data concerning the health of individual users and mentions the ruling
of the CJEU in case C-136/17 stating that the mere indexing of certain data could already suffice to
conclude that Article 9 of the GDPR applies3°8.

On the risks posed by the Draft Decision, the AT, DE, FI, FR and NL SAs explain that the |E SA’s Finding
1 providing that consent is not required puts at risk the rights of data subjects and their control over
their personal data3%°. The AT SA mentions the risk that the data subject’s right to lodge a complaint
with a supervisory authority pursuant to Article 77(1) GDPR becomes ineffective because the IE SA
does not handle it in its entire scope, including special categories of data under Article 9 GDPR310, The
FR SA argues that the Draft Decision could set a precedent for accepting the use of the contractual
performance legal basis to process users’ data for targeted advertising purposes, which it views as
particularly massive and intrusive311, The NL SA specifies that the data subjects could be deprived of
the following protections derived from the use of consent: the right to data portability (Article 20(1)
GDPR); the possibility to specifically consent to certain processing operations and not to othersand to
the further processing of personal data (Article 6(4) GDPR); the freedom to withdraw consent (Article
7 GDPR) and the subsequent right to be forgotten312, The AT, DE, FI and NL SAs also note as an
additional risk that special categories of personal data falling within the scope of Article 9 GDPR are
processed without meeting the requirements of Article 9 (2) GDPR313, The NL SA also underlines the
data protection deficits that are foreseeable with a switch from consent to contract legal basis and
the risk that this conclusion would create legal uncertainty that hampers the free flow of personal
data within the EU34. The NL SA further adds the risk that the decision could create by setting a
precedent for controllers to exclude from their privacy policies or terms of service processing
operations based on consent, thus undermining the principle of transparency3!>. The ES SA does not
describe any risk on this specific topic in their objection36.

On the basis of the above considerations, the EDPB finds that the objections raised by the AT, DE, Fl,
FR and NL SAs concerning the conclusions in the Draft Decision about the fact that Meta IE is not
obliged to rely on consent to process the complainant’s data, are relevant and reasoned objections
under Article 4(24) GDPR.

306 NL SA Objection, paragraphs 22-23and 27.

307 NL SA Objection, paragraph 34.

308 NL SA Objection, paragraph 26.

305 AT SA Objection pp. 10-11; DE SAs Obijection, p. 9; FI SA Objection, pp. 9-10; FR SA Objection, p. 7; NL SA
Objection, p.9-11.

310 AT SA Objection, p. 10.

311 FR SA Obijection, paragraph 35.

312 NL SA Objection, paragraph 33.

313AT SA Objection, p. 11; DESAs Objection, p.9; FI SAObjection, paragraph 43; NLSA Objection, paragraph 33.
314 NL SA Objection, paragraphs 32-33.

315 NL SA Objection, paragraph 30.

316 ES SA Obijection, p. 3.
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However, the part of the NLSA objection asking the IE SA to include in its Draft Decision the elements
concerning the need to rely on consent for the placing of tracking technology on end users devices
under ePrivacy legislation falls outside the scope of the EDPB’s mandate3?’.

Finally, the EDPB considers that the objection raised by the ES SA regarding the potential infringement
of Article 9 GDPR is not sufficiently reasoned with reference to the significance of the risks posed by
the Draft Decision at stake and, therefore, the objection of the ES SA does not meet the threshold
provided for by Article 4(24) GDPR.

5.4.2 Assessment on the merits

In accordance with Article 65(1)(a) GDPR, in the context of a dispute resolution procedure the EDPB
shall take a binding decision concerning all the matters which are the subject of the relevant and
reasoned objections, in particular whether there is an infringement of the GDPR.

The EDPB considers that the objections found to be relevant and reasoned in this subsection318 require
an assessment of whether the Draft Decision needs to be changed on its Finding 1, which concludes
that Meta IE has (a) not sought to rely on consent to process personal data todeliver the Terms of Use
and (b) is not legally obliged to rely on consent in order to do so. When assessing the merits of the
objections raised, the EDPB also takes into account Meta IE’s position on the objections and its
submissions.

Meta |lE’s position on the objections and its submissions

In its submissions, Meta IE supports the |IE SA’s conclusion that Meta IE does not rely on consent for
the purposes of behavioural advertising and is not required to rely on it31°.

Meta IE states that it does not seek or rely on consent as its legal basis for purposes of processing
personal data to provide behavioural advertising, except in limited circumstances where Meta IE
separately obtains consent, yet not through users’ acceptance the Terms of Use32°. Meta IE claims
that it explains in its Data Policy to data subjects that Meta IE relies on consent under Article 6(1)(a)
GDPR “[flor using data that advertisers and other partners provide us about [users’] activity off of Meta
Company Products, so we can personalise ads we show [them] on Meta Company Products and on
websites, apps and devices that use our advertising services” and that it has a separate process for
obtaining this consent in a manner that satisfies the requirements of Article 4(11) and Article 7 GDPR
and which is “entirely separate from any interaction by users with the Terms of Use or Data Policy, is
not part of the Complaint and has not been examined” in the |E SA’s inquiry32t. Meta |E submits that
the Complaint is limited to the question of whether Meta IE seeks forced consent to data processing
through acceptance of the Terms of Use. Meta IE then asserts that since it does not seek, obtain, or
rely on consent as a legal basis under Article 6(1)(a) GDPR to process user data via acceptance of the

317 NL SA Objection, paragraphs 7-8.

318 These objections being those of the AT, DE, FI, FR and NL SAs, disagreeing with the |[ESA’s Finding 1, which
states that Meta |Eis notrequired to rely on consentto deliver the Instagram Terms of Useand its underlying
reasoning.

319 Meta |E Article 65 Submissions, paragraphs 5.2and5.6.

320 Meta |E Article 65 Submissions, paragraph 5.4.

321 Meta |E Article 65 Submissions Footnote 61 and paragraph 6.27.

48
Adopted



186.

187.

188.

189.

Terms of Use, the inquiry should end there and all unrelated assertions in the objections should be
disregarded3?2,

Meta IE alleges that some CSAs suggest that behavioural advertising must in all cases be based on
consent, and in doing so, the CSAs suggest an approach that mandates Meta IE to rely on consent for
“its data processing for purposes of behavioural advertising (or any other purpose)”3%3. Meta IE agrees
with the IE SA’s assertion that any approach limiting the legal basis on which a controller could rely
would not be consistent with the principle of legal certainty324. Meta IE considers that the GDPR was
drafted in a way that protects data subjects while affording flexibility to controllers and that its
application is highly dependent on factsand circumstances underlying the relevant processing and the
nature of the service providers325, Meta |IE contends that the GDPR contains no express references to
behavioural advertising and establishes no specific limitations on the available legal basis for such
processing; it is technology neutral and does not include specific derogations or rules for any one
specific industry326,

With regardtothe consideration that consent as a legal basis provides more extensive data protection
rights, Meta IE argues that in defining the conditions for lawful processing, the EU legislature has
ensured that appropriate data protection rights would be afforded to data subjects no matter what
legal basis is relied on and extensive data protection rights apply to all legal bases3?7. Meta IE supports
the IESA’s view that Article 6(1) GDPR does not require legal bases to be determined by referenceto
the applicable data subject rights for each basis328.

EDPB’s assessment on the merits

The EDPB notes that the IE SA’s Draft Decision submitted via the Article 60 GDPR procedure results
from an inquiry that the IE SA conducted based on a complaint from a data subject and Instagram
user32®, The BE SA forwarded this complaint to the IE SA as LSA in the case, given Meta IE’s main
establishment in Ireland.

In this complaint, the Complainant alleges that Meta IE violated Articles 5, 6, 7 and 9 GDPR. The
Complainant argues thatit is unclear to what the data subject has consented when the data subject
agreedtolnstagram Terms of Use and Privacy Policy33°. More specifically, the Complainant points out
that it remains unclear which exact processing operations the controller chooses to base on each
specific legal basis under Articles6 and 9 GDPR331, The Complainant arguesthat the Termsof Use and
Privacy Policy also include special categories of data under Article 9(1) GDPR because the data subject,
as an Instagram user, has interacted with various groups and individuals, which would accordingly
reveal the data subject’s political affiliation, sexual orientation, health condition, etc332. The

322 Meta |E Article 65 Submissions, paragraph 5.8.

323 Meta |E Article 65 Submissions, paragraph 5.2.

324 Meta |E Article 65 Submissions, paragraph 5.14.

325 Meta |E Article 65 Submissions, paragraph 5.15.

326 Meta |E Article 65 Submissions, paragraph 5.15.

327 Meta |E Article 65 Submissions, paragraph 5.16.

328 Meta |E Article 65 Submissions, paragraphs 5.16-5.17.
329 Draft Decision, paragraph 3; Schedule to the Draft Decision, paragraphs 12 and 19.
330 Complaint, p. 1-2.

31 Complaint, p. 1-2.

332 Complaint, p. 1-2.
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Complainant claims that the controller also allows to target such information for advertisement333.
The Complainant considers that it would be necessary for the SA to investigate the concrete subject
of the alleged consent and the legal basis for all processing operations and to request the record of
processing activitiesunder Article 30(4) GDPR334,

Based on the scope of the IE SA’s investigation into this complaint, the EDPB considers thatthe IE SA
decided to limit the scope of its Draft Decision to the following legal issues:

o lIssue 1 — Whether clicking on the “Agree to Terms” button constitutes or must be
considered consent for the purposes of the GDPR and, if so, whether it is valid consent
for the purposes of the GDPR.

o Issue 2 — Whether Meta IE could rely on Article 6(1)(b) GDPR as a lawful basis for
processing of personal data in the context of Terms of Use and/or Data Policy.

o Issue 3 — Whether Meta IE provided the requisite information on the legal basis for
processing on foot of Article 6(1)(b) GDPR and whether it did so in a transparent
manner, 33>

The IE SA argues that it has discretion to determine the framework of the inquiry taking into account
the scope of the written complaint as lodged33¢. The IE SA considers that it would not have been
possible to undertake an assessment of each discrete processing operation by Meta IE without first
resolving the fundamental dispute between the parties on the interpretation of Article 6(1) GDPR337,
In relation to the processing of Article 9 GDPR categoriesof data, the IE SA considers that the inquiry
has addressed the fundamental issue of principle on which the complaint depends, and this makes it
unnecessary to conduct anindiscriminate and open-ended assessment of processing falling withinthe
scope of this Article338. The IE SA thus concludes that Meta IE has (a) not sought to rely on consent in
order to process personal data to deliver the Terms of Use and (b) is not legally obliged to rely on
consent in order to do so, based on the submissions of the Partiesand Instagram Terms of Use33°. The
|E SA warns CSAs on the legalrisks derived from asking through the objections to expand the material
scope of the inquiry and thus cover infringements outside of the complaint and Draft Decision that
the |IE SA has not investigated (pursuant to its own decision to limit the scope of the inquiry) and put
to Meta |E340,

The EDPB notesthat the Complaint makes plain the confusion of the Instagram user over which of the
user’s special categories of data are processed, for which purposes and on which basis.

The Instagram Terms of Use themselves note in general terms “Providing our Service requires
collecting and using your information. The Data Policy explains how we collect, use, and share

333 Complaint, p. 4.

334 Complaint, p. 7 and 16.

335 Draft Decision, paragraph 30.

336 Composite Response, paragraph 26.

337 Composite Response, paragraph 26.

338 Composite Response, paragraph 28.

339 Draft Decision, paragraph 60; Finding 1.

340 Composite Response, paragraphs 30-33and 35.
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information across the Facebook Products”34! (service which includes “Offering personalized
opportunities to create, connect, communicate, discover, and share” and “Connecting you with brands,
products, and services in ways you care about”34?). The Instagram Terms of Use include a reference to
a separate document “the Data Policy” 343, which lists under the heading “Things you and others do
and provide”: “Data with special protections: You can choose to provide information in your Facebook
profile fields or Life Events, about your religious views, political views, who you are ‘interested in’ or
your health. This and other information (such as racial or ethnic origin, philosophical beliefs or trade
union membership) is subject to special protections under EU law” 344, The Data Policy describes the
purposes for which these data are processed in very general terms such as “Provide, personalize and
improve our products” and “toselect and personalize ads, offers and other sponsored content that we
show you” 34> with no specific reference to the specific processing operations and categories of data
each purpose would cover. Meta IE thusseems to acknowledge in its Data Policy34¢ that it uses special
categories of data for behavioural advertising purposes, without specifying the “special protections
under EU law” that it would apply to such processing. Meta IE only includes a general reference to
consent among other legal basis in the same page347, which includes a link to a separate facebook.com
page mentioning the use of consent on data with special protection and referring to the Instagram
Settings348,

The IE SA finds that the way in which Meta IE provides, in relation to processing for which Article
6(1)(b) GDPR is relied upon, this information and the lack of information on the specific processing
operations, the data involved, their purposes and legal basis constitute an infringement of
transparency obligations under the GDPR (Article 5(1)(a), Article 12 (1), and Article 13(1)(c) GDPR)34°.
The IE SA considers the complaint in this case to be limited to the Terms of Use and the processing it
entails once accepted3°0. Inthese circumstances, the |IE SA accepts at face value Meta IE’s submission
on its reliance on different “acts” of consent for discrete aspects of the service separately from the
user’s acceptance of the Terms of Use3°1. The IE SA does not engage into any further examination or
verification on how consent is sought in the case of processing carried out to provide discrete aspects
of the service. The IE SA also does not examine or verify whether special categories of data under
Article 9 GDPR are processed in the context of the Instagram service and, if so, whether they are
subject to these “acts” of consent and thus effectively treated outside the scope of the Terms of Use

341 Instagram Terms of Use, Section “The Data Policy”.

342 Instagram Terms of Use, Section “The Instagram Service”.

343 The document is titled as “Instagram Data Policy”, however it is explained in its chapeau that “[t]his policy
describes the information we process to support Facebook, Instagram, Messenger and other products and
features offered by Facebook (Facebook Products or Products)”.

344 Instagram Data Policy, Section “Things you and others do and provide”.

345 Instagram Data Policy, Section “How do we use this information? -Provide, personalize and improve our
Products”.

346 Instagram Data Policy, Section “Things you and others do and provide” and Section “How do we use this
information ?-Provide, personalize andimprove our Products”.

347 Data Policy, Section “Whatis ourlegal basis for processing data?”.

348 Facebookwebsite https://www.facebook.com/about/privacy/legal bases.

34 Draft Decision, Finding 3.

350 The IE SA mentions in its Schedule to the Draft Decision, paragraphs 134-135 “My view is that [...] the
Complaint even taken at its height quite clearly only concerns data processing arising out of the act of
acceptance. On this basis, | do not accept that the processing of sensitive categories of personal data on the basis
of Article 9 GDPR consent falls within the scope of this Inquiry. There is no evidence that Meta Ireland processes
special category data atall in respect of the Instagram service”.

351 Composite Response, paragraph46.
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and the legal basis of Article 6(1)(b) GDPR on which the Terms of Use purportedly rely, or whether
some special categories of personal data, as defined by the GDPR and EU case-law3>2, are treated
under the Instagram Terms of Use.

The CJEU asserted recently that the purpose of Article 9(1) GDPR is to ensure anenhanced protection
of data subjects for processing, which, because of the particular sensitivity of the data processed, is
liable to constitute a particularly serious interference with the fundamental rights to respect for
private life and to the protection of personal data, guaranteed by Articles 7 and 8 of the Charter3>3,
The CJEU adoptsa wide interpretation of the terms “special categories of personal data” and “sensitive
data” that includes data liable indirectly to reveal sensitive information concerning a natural
person3>4, Advocate General Rantos reiterates the importance for the protection of data subjects of
Article 9 GDPR and applies the same interpretationto the data processing in social network services
for behavioural advertising by stating that “the prohibition on processing sensitive personal data may
include the processing of data carried out by an operator of an online social network consisting in the
collection of a user’s data when he or she visits other websites or apps or enterssuch data into them,
the linking of such data to the user account on the social network and the use of such data, provided
that the information processed, considered in isolation or aggregated, make it possible to profile users
on the basis of the categories that emerge from the listing in that provision of types of sensitive
personal data” 3%,

Therefore, the GDPR and the case-law pay especial attentiontothe processing or potential processing
of special categories of personal data under Article 9 GDPR to ensure the protection of the data
subjects. In this connection, the Complainant alleges in the Complaint, among others, a violation of
Article 9 GDPR and expressly requests the IE SA to investigate Meta IE’s processing operations in the
context of the Instagram service covered by this Article3%6. In a subsequent submission on the
Preliminary Draft Decision, the Complainant criticises the scope that the IE SA decided to give to the
Complaint andits lack of investigation of Meta IE’s processing activitiesand allegesthat the |E SA failed
to give due consideration to processing under Article 9 GDPR and other cases in which it relies on
consent3>7,

Inthe present case, the |E SA limited its factsand legal assessment in the Draft Decisionto the general
question of whether Meta IE has (a) sought to rely on consent in order to process personal data to
deliver the Terms of Use and (b) if it is legally obliged to rely on consent in order to do so. The IE SA
categorically concludes on these questions. At the same time, the IE SA acknowledges a serious lack
of transparency by Meta IE, as regards the information provided concerning the processing being
carried out in reliance on Article 6(1)(b) GDPR and does not clarify which data categories are being
processed for behavioural advertising, if Meta |E processes special categories of data, and if it does, if

352 See Article 9 GDPR and C-184/20 Vyriausioji tarnybinés etikos komisija.

353 C-184/20 Vyriausiojitarnybinés etikos komisija, paragraph 126.

354 C-184/20 Vyriausiojitarnybinés etikos komisija, paragraph127.

355 C-252/21 Oberlandesgericht Dusseldorf request, Opinion of the Advocate General on 20 September 2022,
ECLI:EU:C:2022:704, paragraph 46.

3% Complaint, p.1-3,7,16.

357 Draft Decision, paragraphs 28-29; Complainant’s Submission on Preliminary Draft Decision ininquiry IN-18-
5-5 0of 11 June 2021, pp. 11-13 (in a letter to the IE SA of 4 February 2022 p. 2 the Complainant explains that
their submissions in IN-18-5-5 on facebook.com should be considered as their submissions in IN-18-5-7 on
Instagramand allreferences shouldberead accordingly).
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Meta IE complies with the conditions of Article 9 GDPR and others relevant to the application of this
provision (for example, Articles 6(1)(a) and Article 7 GDPR).

By deciding not to investigate, further to the Complaint, the processing of special categories of
personal data in the context of the Instagram service, the |E SA leaves unaddressed the risks this
processing poses for the Complainant and for Instagram users. First, there is the risk that the
Complainant’s special categories of personal data are processed within the Instagram service to build
intimate profiles of them for behavioural advertising purposes without a legal basis and in a manner
not compliant with the GDPR and the strict requirements of its Article 9(2) GDPR and other GDPR
provisions relevant thereto. Second, there is also the risk that Meta IE does not consider as special
categories of personal data (in line with the GDPR and the CIEU case-law3>8) certain categories of
personal data it processes and consequently, that Meta IE does not treat them accordingly. Third, the
Complainant and other Instagram users whose special categories of are processed may be deprived
of certain special protections derived from the use of consent, such as the possibility to specifically
consent to certain processing operations and not to others and to the further processing of personal
data (Article 6(4) GDPR); the freedom to withdraw consent (Article 7 GDPR)and the subsequent right
to be forgotten3°°. Fourth, given the great size and dominant market share of Meta IE in the social
media market, leaving unaddressed its current ambiguity in the processing of special categories of
personal data, and its limited transparency vis-a-vis Instagram users, may set a precedent for
controllers to operate in the same manner and create legal uncertainty hampering the free flow of
personal data within the EU.

The EDPB further considers, also in view of these risks to the Complainant and to other Instagram
users, that the IE SA did not handle the Complaint with all due diligence3%°. The EDPB sees the lack of
any further investigation into the processing of special categories of personal data as an omission, and
in the present case finds it relevant that the Complainant alleged infringements of Article 9 GDPR in
the Complaint3%1, The EDPB contends that in the present case, the IE SA should have verified on the
basis of the contract and the data processing actually carried out on which legal bases each data
processing operation atissue relies.

The EDPB also highlights that by limiting excessively the scope of its inquiry despite the scope of the
complaint in this cross-border case and systematically considering all the objections raised by CSAs
not relevant and/or reasoned and thus denying their formal admissibility, the IE SA as LSA in this case,
constrains the capacity of CSAs to act and tackle the risks to data subjects in sincere and effective
cooperation. As ruled by the CJEU, the LSA must exercise its competence within a framework of close
cooperation with other supervisory authorities concerned and cannot “eschew essential dialogue with

358 See C-184/20 Vyriausioji tarnybinés etikos komisija and more recently on the processing in Facebook:
C-252/21 Oberlandesgericht Diisseldorf request, Opinion of the Advocate General on 20 September 2022,
ECLI:EU:C:2022:704,.

359 Art. 17 GDPR.

360 Judgement of the Courtof Justice of 16 July 2020, Data Protection Commissionerv Facebook Ireland Limited
and Maximillian Schrems, C-311/18, ECLI:EU:C:2020:559, (hereinafter ‘C-311/18, Schrems II'), paragraph 109;
Judgement of the Court of Justice of 6 October 2015, Schrems, C-362/14, ECLI:EU:C:2015:650, paragraph 63;
Judgement of the Court of Justice of 4 April 2017, European Ombudsman v Staelen, C-337/15,
ECLI:EU:C:2017:256, paragraphs 12,34,43,114.

361 Complaint, p.1-3,7, 16.
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and sincere and effective cooperation with the other supervisory authorities concerned” 362, The limited
scope the IE SA gave to the inquiry and its consideration of all the objections made as inadmissible for
being not relevant or reasoned also impairs the EDPB’s capacity to conclude on the matter pursuant
to Article 65 GDPR and thus ensure a consistent application of EU data protection law, especially
considering that the complaint was introduced more than four years ago.

As a result of the limited scope of the inquiry and the fact that the IE SA did not verify and assess in
the Draft Decision Meta |E’s processing of special categories of personal data in its Instagram service,
the EDPB does not have sufficient factual evidence on Meta IE’s processing operations to enable it to
make a finding on any possible infringement by Meta IE of its obligations under Article 9 GDPR and
other GDPR provisions relevant thereto.

In conclusion, the EDPB decides that the IE SA cannot categorically conclude at this stage through its
Finding 1 that Meta IE is not legally obliged to rely on consent to process personal data to carry out
the personal data processing activities involved in the delivery of the Instagram Service, including
behavioural advertising as set out in the Instagram Terms of Use without further investigating its
processing operations, the categories of data processed (including to identify special categories of
personal datathat may be processed), and the purposes they serve.

The EDPB instructs the IE SA to remove from its Draft Decision its conclusion on Finding 1. The EDPB
decides that the IE SA shall carry out a new investigation into Meta IE’s processing operations in its
Instagram service to determine if it processes special categories of personal data (Article 9 GDPR), and
complies with the relevant obligations under the GDPR, to the extent that this new investigation
complements the findings made in the IE SA’s Final Decision adopted on the basis of this Binding
Decision, and based on the results of this investigation, issue a new draft dDecision in accordance with
Article 60(3) GDPR 363,

6 ON THE POTENTIALADDITIONAL INFRINGEMENT OF THE
PRINCIPLE OF FAIRNESS

6.1 Analysis by the LSA inthe Draft Decision

The IE SA in its Draft Decision addresses the Complainant’s allegationsthat the unclear and misleading
nature of the Instagram Terms of Use and Data Policy, together with the mode of acceptance of the
Terms of Use, have made Instagram users believe that all processing operations were based on
consent under Article 6(1)(a) GDPR and thus constituted a breach of the Meta IE’s transparency
obligations under Articles 5(1)(a) and 13(1)(c) GDPR3%4, The IE SA analyses the submissions provided
by the Meta IE and, noting the Complaint’s focus on the alleged “forced consent” 355, concludes that
Meta IE has breached Article 5(1)(a), Article 13(1)(c) and Article 12(1) GDPR due to the lack of

362 Judgement of the Courtof Justiceof 15 June 2021, Facebook Ireland Ltd v Gegevensbeschermingsautoriteit,
C-645/19, ECLI:EU:C:2021:483, (hereinafter ‘C-645/19 Facebook v Gegevensbeschermingsautoriteit),
paragraphs 53 and 63.

363 EDPB Guidelines on Article 65(1)(a) GDPR, Section4.2.3and paragraph 85.

364 Draft Decision, issue 3, paragraphs 116-196, in particularthe conclusion inparagraph 196.

365 See alsoparagraph 3 of this Binding Decision
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transparencyin relation tothe processing for which Article 6(1)(b) GDPR has been relied on3%¢. ThelE
SA explains that, while an infringement of Article 5(1)(a) GDPR does not necessarily or automatically
flow from findings of infringement under Articles 12 and/or 13 GDPR, there is an important link
between these provisions3%”. Nevertheless, the IE SA takes the view that “[t]he factual question of
whether the data subject was misled as to the legal basis is therefore part of the broader question as
to whether there was compliance with transparency requirements and should not be considered in
isolation of this broader issue”3%8. The |IE SA points out that Article 5(1)(a) GDPR links transparency to
the overall fairness of the activities of the controller3® and concludes on the breach of this provision
in relation to the infringement of the transparency obligations37°.

6.2 Summary of the objection raised by the CSA

The IT SA objects to the scope of Finding 3 of the Draft Decision and to the assessment leading up to
it. The IT SA agreesto a large extent with the Draft Decision’s Finding 3 on the infringement of Article
12(1), Article 13(1)(c), and Article 5(1)(a) GDPR in terms of transparency3’!. However, the IT SA argues
that Meta IE has also failed to comply with the more general principle of fairness under Article 5(1)(a)
GDPR, which, in the view of the IT SA, entails separate requirements from those relating specifically
to transparency372.

According to the IT SA, the relationship between Meta IE and Instagram users is markedly and
significantly unbalanced3’3 and an infringement of the fairness principle resulted, first of all, from the
misrepresentation of the legal basis for processing by the controller3’4, considering that “Meta
presented its service to users in a misleading manner” and “without taking due account of users’ right
tothe protection of their personal data”37>. The IT SA arguesthat “the controller leaves its users in the
dark as they are expected to tell or actually ‘figure out’, from time to time, the possible connections
between purpose sought, applicable legal basis and relevant processing activities” 376.

Secondly, such infringement also stems from the “high-level and all-encompassing reference to Article
6(1)(b) GDPR as relied upon to enable the massive collection of personal data [...] and their reuse for
multifarious, distinct purposes”, considering the “pervasive as well as prolonged analysis of [the users’]
online behaviour” amounting to a disproportionate interference with their private lives compared to
the pursuit of freedom of enterprise37’.

The IT SA thus considers that the IE SA should have found an infringement of the fairness principle
under Article 5(1)(a) GDPR, in addition to the infringement of the transparency obligations derived

366 Draft Decision, paragraphs 180-196.
367 Draft Decision, paragraph 191.

368 Draft Decision, paragraph 25.

369 Draft Decision, paragraph 193.

370 Draft Decision, paragraphs 191-196 and Finding 3.
371 |TSA Objection, p.4-5.

372 |ITSA Objection, p. 5.

373 |ITSA Objection, p. 5.

374 |ITSA Objection, p. 5.

375 |ITSA Objection, p. 5.

376 ITSA Objection, p. 6.

377 ITSA Objection, p. 6.
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from this provision, without any need for supplementary investigations3’8. According to the IT SA,
should the objection be followed, it would also impact the exercise of by corrective powers by the IE
SA, i.e. the measures to be imposed on the controller in order to bring the processing into conformity
with the GDPR372,

6.3 Position of the LSA on the objection

The |IE SA does not consider the IT SA objection to be relevant and reasoned and does not follow it380,
The |E SA examines it together with the other objections relating to the scope and conduct of the
inquiry and contends that introducing novel issues not raised by the Complainant or otherwise put to
the partieswould represent a significant departure in terms of the scope of the inquiry381.

The |E SA highlights the legal consequences that would flow from making material changes concerning
infringements outside of the Complaint and Draft Decision, namely the likelihood that Meta IE would
succeed in arguing before the Irish Courts that it has been denied an opportunity to be heard on
additional and extraneous findings that are adverse to it382. The IE SA’s concern arose from the fact
that, according to the IE SA, Meta |E was never invited to be heard in response to an allegationthatit
had infringed the fairness principle set out in Article 5(1)(a) GDPR. The IE SA notes, in this regard, that
a respondent has the right to be heard in response to the particulars of the case being made against
it and that this is a core element of a fair procedure pursuant to Irish law. The IE SA takes the view
that expanding the material scope of the inquiry is neither necessary, nor could be reconciled with the
controller’s right to a fair procedure 383,

6.4 Analysis of the EDPB

6.4.1 Assessment of whether the objection was relevant and reasoned
The IT SA objection concerns “whether there is an infringement of the GDPR” 384,

The EDPB takes note of Meta IE’sview that the objections categorised by the IE SA as relating to the
scope and conduct of the inquiry, among which the IT SA objection regarding the infringement of the
fairness principle, are “irrelevant to the resolution of this Inquiry” and, if accepted, would seriously
infringe Meta IE’s procedural rights under both Irish and EU law38>. According to Meta IE, “the EDPB
cannot expand the scope of the Inquiry in the manner suggested by the CSAs through Objections that
are not relevant to the substance of the Complaint” and in relation to this Meta IE refers to the EDPB
Binding Decision 2/2022386,

378 ITSA Objection, p. 5-6.

379 ITSA Objection, p. 1.

380 Composite Response, paragraph 36.

381 Composite Response, paragraph 29.

382 Composite Response, paragraphs 31-32.

383 Composite Response, paragraph 35.

384 EDPB Guidelines on RRO, paragraph 24.

38 Meta IE Article 65 Submissions, paragraph 4.2 and paragraphs 4.10 to 4.20 regarding the right to fair
procedure, as well as Meta IE Article 65 Submissions, Annex 1, paragraph 7.7.

38 Meta |E Article 65 Submissions, paragraph 4.9. Inparticular, Meta | E refers to paragraphs 139, 140, 147, 148,
164,and 165 of the EDPB Binding Decision 2/2022.
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Meta IE further contends that the IT SA objection is not reasoned as it provides broad and
unsubstantiated allegations without presenting facts or evidence in this regard38” and fails to address
the significance of the risk to fundamental rights and freedoms posed by the Draft Decision328,

As it was previously explained, the EDPB does not share the understanding that CSAs may not disagree
with the scope of the inquiry as decided by the LSA by way of an objection38°.The EDPB recallsthat an
objection could go as far as identifying gaps in the draft decision justifying the need for further
investigation by the LSA, for example in situations where the investigation carried out by the LSA
unjustifiably fails to cover some of the issues raised by the complainant3°°. In this regard, the EDPB
observes that, in their complaint, the Complainant allegesthat the information provided in Meta IE’s
Privacy Policy “is inherently non-transparent and unfair within the meaning of Articles 5(1)(a) and 13(c)
GDPR”3°1, In addition, the Complainant alleges that “Asking for consent to a processing operation,
when the controller relies in fact on another legal basis is fundamentally unfair, misleading and non-
transparent within the meaning of Article 5(1)(a) of the GDPR”3°2. Therefore, the EDPB disagrees with
the |E SA’s finding that assessing Meta IE’s compliance with the principle of fairness would amount
addressing matters “which fall outside of the scope of the underlying complaint” 393,

The EDPB notes that the IT SA agrees with the |E SA’s finding with regard to the infringement of the
principle of transparency under Article 5(1)(a) GDPR3%4, Asthis finding is not subject to a dispute, the
EDPB will not examine this matter.

After analysing the IT SA objection, the EDPB finds that the objection is relevant, as it refers to a
specific part of the Draft Decision (Finding 33°5), and if followed would lead to the conclusion that
there is an infringement of the general principle of fairness under Article 5(1)(a) GDPR, in addition to
the breach of the separate requirements relating to transparency under this provision3°6. The

387 Meta |E Article 65 Submissions, Annex 1, paragraph 7.8.

38 Meta |E Article 65 Submissions, Annex 1, paragraph 7.9.

38 See paragraphs 73-75 of this Binding Decision.

3% EDPB Guidelines on RRO, paragraph27.

391 Complaint, paragraph2.3.1.

392 Complaint, paragraph2.3.2.

393 Composite Response, paragraph 30.

394 |TSA Objection, p.4-5.

3% |TSA Objection, p.4-5.

In respect of Meta IE’s arguments in paragraph 4.9 of its Article 65 Submissions on this objection not being
relevant, the EDPB recalls that the analysis of whether a given objection meets the threshold set by Art. 4(24)
GDPRis carried out on a case-by-case basis. Meta | E refers to the EDPB’s Binding Decision 2/2022 and specifically
to the paragraphs wherethe EDPB established that s pecific objections raised by the DE SAs and NO SA in that
casewerenotrelevantand reasoned. There are several differences between those objections andthe objection
ofthe ITSA thatis beinganalysed inthis section.

More specifically, inthe Binding Decision 2/2022 the objections referred to by Meta |E did not “establish a direct
connection with the specific legal and factual content of the Draft Decision” (Binding Decision 2/2022 paragraphs
139,147,164) whereas the ITSA objectionhere makes several clear links with the content of the Draft Decision,
by referring to the analysis carried out by the IESAin respect of the breach of thetransparencyobligations and
to specific observations made by the LSA and explains how the additional infringement of Art. 5(1)(a) could be
established on that basis (see, for example, p. 6 of the IT Objection referring to paragraph 185 of the Draft
Decision concerning users being left “in the dark”).

3% |TSA Objection, p. 5-6.
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objection, if followed, would also entail the exercise of corrective powers, i.e. the measures to be
imposed on the controller in order to bring the processing into conformity with the GDPR3?7,

The IT SA objection is also reasoned because it includes several specific legal and factualargumentsin
support of finding anadditional infringement of the principle of fairness under Article 5(1)(a) GDPR398,
For example, the IT SA explains that “[t]ransparency and fairness are two separate notions” and that
“transparency relatesto clarity of the information provided to usersvia the ToS and the privacy policy”,
while “fairness relates to how the controller addressed the lawfulness of the processing activities in
connection with its social networking service”3°2. The IT SA contends that the “overall relationship
between Meta and Instagram users is markedly as well as significantly unbalanced”*°°. According to
the IT SA, the first way in which Meta IE has infringed the principle of fairness is by misrepresenting
the legal basis for processing in order to pursue its business model “without taking due account of
users’ right to the protection of personal data” and leaving “its users in the dark” 4°1. Further, in thelT
SA’s view, Meta IE has breached the fairness principle, by justifying via the broad reference to the
legal basis of performance of contract a massive collection of personal data and their reuse for a wide
range of purposes, disproportionately interfering with users’ private life°2,

The IT SA objection also identifies the risks posed by the absence in the Draft Decision of a finding on
the infringement of the fairness principle, namely setting a dangerous precedent for future decisions
concerning other digital platform operators- more generally, other controllers belonging to the same
business sector - and markedly weakening the safeguards that must be provided throughthe effective
implementation of the data protection frameworkon account of the comprehensive disregard of the
fairness of the processing principle403.

Therefore, the EDPB considers that the IT SA objection is relevant and reasoned (cf. Article 4(24)
GDPR).

6.4.2 Assessment on the merits

In accordance with Article 65(1)(a) GDPR, the EDPB shall take a binding decision concerning all the
matters which are the subject of the relevant and reasoned objections, in particular whether there is
an infringement of the GDPR.

397 |ITSA Objection, p. 1.

398 See paragraphs 206-208 of this Binding Decision.

399 |ITSA Objection, p. 5.

400 ITSA Objection, p. 5.

401 |ITSA Objection, p. 6.

402 ITSAObjection, p.6.Seealsoabove, paragraphs 206-208. In respect of Meta IE's arguments in paragraph 4.9
ofiits Article 65 Submissions on this objection not being reasoned, the EDPB notes thatthe objections that were
found to be notrelevantand/ornot reasonedinthe Binding Decision 2/2022 did “not provide sufficiently predse
and detailed legal reasoning regarding infringement of each specific provision in question”, did not explain
sufficiently clearly, nor substantiate in sufficient detail how the conclusion proposed could be reached, or did
not sufficiently demonstrate the significance of the riskposed by the Draft Decisionfor the rights and freedoms
of the data subjects or the free flow of data within the EU (Binding Decision 2/2022, paragraphs 140, 148, 165).
The IT SA objection provides, instead, a number of legal and factual arguments and explanations as to why a
breach of thefairness principleis to be established, and adequately identifies the risk posed by the Draft Decision
ifitwas adopted unchanged.

403 |ITSA Objection, p.7.
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The EDPB considers that the objection found to be relevant and reasoned in this subsection requires
an assessment of whether the Draft Decision needs to be changedinsofar as it contains no finding of
infringement of the fairness principle under Article 5(1)(a) GDPR. When assessing the merits of the
objection raised, the EDPB also takes into account Meta IE’s position on the objection and its
submissions.

The EDPB takes note of Meta IE’sview that the IT SA objection lacks merit as it goes beyond the scope
of the inquiry*%4. The EDPB also notes that Meta IE links the issue of the potential infringement of the
principle of fairness, raised in the IT SA objection, with the question of the competence of CSAs or the
EDPB to assess the validity of contracts in the context of Article 6(1)(b) GDPR and, when responding
to the merits of the IT SA objection, Meta IE refers to its submissions on application of Article 6(1)(b)
GDPR with respect to standard form contracts*>. While taking note of Meta IE’sview on this matter,
the EDPB considers the question of Meta IE’s compliance with the principle of fairness under Article
5(1)(a) GDPR to be distinct from the question of the choice of the appropriate legal basis (although a
connected one, as explained below) and proceeds with its respective assessment below.

Firstly, the EDPB recalls that the basic principles relating to processing listed in Article 5 GDPR can, as
such, be infringed#%. This is apparent from the text of Article 83(5)(a) GDPR which subjects the
infringement of the basic principles for processing toadministrative fines of up to 20 million euros, or
in the case of undertaking, up to 4% of the total worldwide annual turnover of the preceding financial
year, whichever is higher.

The EDPB underlines that the principles of fairness, lawfulness and transparency, all three enshrined
in Article 5(1)(a) GDPR, are three distinct but intrinsically linked and interdependent principles that
every controller should respect when processing personal data. The link between these principles is
evident from a number of GDPR provisions: Recitals 39 and 42, Article 6(2) and Article 6(3)(b) GDPR
refer to lawful andfair processing, while Recitals60and 71 GDPR, aswell as Article 13(2), Article 14(2)
and Article 40(2)(a) GDPR refer to fair and transparent processing.

On the basis of the above consideration, the EDPB agrees with the IE SA’s view that “Article 5(1)(a)
links transparency to the overall fairness of the activities of a controller”*°7 but considers that the
principle of fairness has an independent meaning and stresses that an assessment of Meta IE’s
compliance with the principle of transparency does not automatically rule out the need for an
assessment of Meta IE’s compliance with the principle of fairness too.

404 Meta | E Article 65 Submissions, Annex 1, paragraph 7.10. Inthis respect see paragraphs 73-75 (section 4 4 1)
on this BindingDecision.

405 “To the extent the IT SA Objects to the lawfulness of Meta Ireland’s data processing based on the nature of
the contract between Meta Ireland and users of the Instagram Service (i.e. a standard form contract), Meta
Ireland submits that the validity of contract is not within the competence of CSAs or the EDPB. In any event, Meta
Ireland respectfully asks the EDPB to take into account its submission above with respect to standard form
contracts”. Meta |E Article 65 Submissions, Annex 1, paragraph7.10.

406 See alsoBinding Decision 1/2021, paragraph191.

407 Draft Decision, paragraph 193.
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226. The EDPB recalls that, in data protection law, the concept of fairness stems from the EU Charter of

227.

228.

229.

Fundamental Rights*°8. The EDPB has already provided some elements as to the meaning and effect
of the principle of fairness in the context of processing personal data. For example, the EDPB has
previously opined in its Guidelines on Data Protection by Design and by Default that “[flairness is an
overarching principle which requires that personal data should not be processed in a way that is
unjustifiably detrimental, unlawfully discriminatory, unexpected or misleading to the data subject”*%°.

Among the key fairness elements that controllers should consider in this regard, the EDPB has
mentioned autonomy of the data subjects, data subjects’ expectation, power balance, avoidance of
deception, ethical and truthful processing#1®. These elements are particularly relevant in the case at
hand. The principle of fairness under Article 5(1)(a) GDPR underpins the entire data protection
framework and seeks to address power asymmetries between the data controllers and the data
subjects in order to cancel out the negative effects of such asymmetries and ensure the effective
exercise of the data subjects’ rights. The EDPB has previously explained that “the principle of fairness
includes, inter alia, recognising the reasonable expectations of the data subjects, considering possible
adverse consequences processing may have on them, and having regard to the relationship and
potential effects of imbalance between them and the controller”411,

The EDPB recalls that a fair balance must be struck between, on the one hand, the commercial
interests of the controllers and, on the other hand, the rights and expectations of the data subjects
under the GDPR*12, Akey aspect of compliance with the principle of fairness under Article 5(1)(a) GDPR
refers to pursuing “power balance” as a “key objective of the controller-data subject relationship”*13,
especially inthe context of online services provided without monetary payment, where usersare often
not aware of the ways and extent to which their personal data is being processed*!4. Consequently,
lack of transparency can make it almost impossible in practice for the data subjects to exercise an
informed choice over the use of their data*!> which is in contrast with the element of “autonomy” of
data subjects as to the processing of their personal data*'6.

Considering the constantly increasing economic value of personal datain the digital environment, it is
particularly important to ensure that data subjects are protected from any form of abuse and
deception, intentional or not, which would result in the unjustified loss of control over their personal

408 Art. 8 EU Charter of Fundamental Rights states as follows: “1. Everyone has the right to the protection of
personal data concerning him or her. 2. Such data must be processed fairly for specified purposes and on the
basis of the consent of the person concerned or some other legitimate basis laid down by law” (emphasis added).
409 EDPB Guidelines 4/2019 on Article 25 Data Protection by Design and by Default, Version 2, Adopted on 20
October 2020 (hereinafter “EDPB Guidelines on Data Protection by Design and by Default”), paragraph69.

410 EDPB Guidelines on Data Protection by Design and by Default, paragraph70.

411 EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR, paragraph12.

412 On the balance between the differentinterests at stake see for example: Judgement of the Court of Justice
of 12 December 2013, X, C-486/12, ECLI:EU:C:2013:836; Judgement of the Court of Justice of 7 May 2009, College
van burgemeester en wethouders van Rotterdamv M. E. E. Rijkeboer, C-553/07, ECLI:EU:C:2009:293; Judgment
of the Court (Grand Chamber) of 9 November 2010, Volker und Markus Schecke GbR (C-92/09) and Hartmut
Eifert(C-93/09) v LandHessen, ECLI:EU:C:2010:662.

413 EDPB Guidelines on Data Protection by Design and by Default, paragraph 70.

414 On onlineservices, see EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR, paragraphs 3-5.

415 Further EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR, paragraph4.

416 EDPB Guidelines on Data Protection by Design and by Default, paragraph 70. According to this element of
fairness, “data subjects should be granted the highest degree of autonomy possible to determine the use made
of their personal data, as well as over the scope and conditions of that use or processing”.
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data. Compliance by providers of online services acting as controllers with all three of the cumulative
requirements under Article 5(1)(a) GDPR, taking into account the particular service that is being
provided and the characteristics of their users, serves as a shield from the danger of abuse and
deception, especially in situations of power asymmetries.

The EDPB has previously emphasised that the identification of the appropriate lawful basis is tied to
the principles of fairness and purpose limitation*?. Inthis regard, the IT SA rightly observes that while
finding a breach of transparency relatesto the way in which information has been provided to users
via the Instagram Terms of Use and Data Policy, compliance with the principle of fairness also relates
to “how the controller addressed the lawfulness of the processing activities in connection with its social
networking service”418. Thus the EDPB considers that an assessment of compliance by Meta IE with
the principle of fairness requires also an assessment of the consequences that the choice and
presentation of the legal basis entail for the users of the Instagram service. In addition, that
assessment cannot be made in the abstract, but has to take into account the specificities of the
particular social networking service and of the processing of personal data carried out, namely for the
purpose of online behavioural advertising41°.

The EDPB notes that in this particular case the breach of Meta IE’s transparency obligations is of such
gravity that it clearly impacts the reasonable expectations of the Instagram users by confusing them
on whether clicking the “Agree to Terms” button results in giving their consent to the processing of
their personal data. The EDPB notes in this regard that one of the elements of compliance with the
principle of fairness is avoiding deception i.e. providing information “in an objective and neutral way,
avoiding any deceptive or manipulative language or design” 42°,

As outlined in the Draft Decision, the Complainant arguesthat Meta IE relied on “forced consent” asa
result of being led to believe that the legal basis for processing the controller was relying upon was
consent*?!, The Complaint demonstrates the confusion suffered by the Complainant both due to the
(lack of) information presented to Instagram users in the context of their “agreement”#2? and the
circumstances of how the act of “agreement” was sought by Meta IE#?3. The EDPB considers that the
LSA should have taken into account such Meta IE’s practices in relation to the principle of fairness,
regardless of its finding that Meta IE has not sought to rely on consent in order to process personal
datato deliver the Terms of Use424,

In addition, and as recognised by the LSA itself, further to its assessment of the information provided
concerning processing being carried out in reliance on Article 6(1)(b) GDPR, “it is impossible for the
user to identify with any degree of specificity what processing is carried out on what data, on foot of

417 EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR, paragraph1.

418 |ITSA Objection, p. 5.

419 See Draft Decision, paragraph 104 wherethe |E SAholds that “the core of the service offered by Meta Ireland
is premised on the delivery of personalised advertising” and Meta IE Article 65 Submissions, paragraph 6.38
where Meta IE claims that “/t would be impossible to provide the Instagram Service in accordance with the Terms
of Use without providing behavioural advertising”.

420 EDPB Guidelines on Data Protection by Design and by Default, paragraph 70.

421 Draft Decision, paragraph 37.

422 Complaint, p. 3.

423 Complaint, p.6-7.

424 Draft Decision, Finding 1.
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the specified lawful bases”#?>. Considering this, in the EDPB’s view, there are clear indications that
Instagram users’ expectations with regard to the applicable legal basis have not been fulfilled*26.
Therefore, the EDPB shares the IT SA’s concern that Instagram users are left “in the dark”*?7 and
considers that the processing by Meta IE cannot be regarded as ethical and truthful*?® because it is
confusing withregardtothe type of data processed, the legal basis and the purpose of the processing,
which ultimately restrictsthe Instagram users’ possibility to exercise their data subjects’ rights.

Furthermore, the EDPB considers that the extensive analysis by the IE SA with regardto the issue of
legal basis and transparencyin relation to the processing being carried out in reliance on Article 6(1)(b)
GDPRiis closely linked to the issue of compliance by Meta IE with the principle of fairness. Considering
the seriousness of the infringements of the transparency obligations by Meta IE already identified in
the Draft Decision and the related misrepresentation of the legal basis relied on, the EDPB agrees with
the IT SA that Meta IE has presented its service to the Instagram users in a misleading manner*2°,
which adversely affects their control over the processing of their personal data and the exercise of
their data subjects' rights. Therefore, the EDPB is of the opinion that the IE SA’s finding of breach of
Article 5(1)(a) GDPR with regardto the principle of transparency*3?should extend to the principle of
fairness too.

This is all the more supported by the fact that, in the circumstances of the present case as
demonstrated above*3!, the overall effect of the infringements by Meta IE of the transparency
obligations under Article 5(1)(a), Article 12(1), Article 13(1)(c) GDPR and the infringement of Article
6(1)(b) GDPR*32further intensifies the imbalanced nature of the relationship between Meta IE and the
Instagram users brought up by the IT SA objection. The combination of factors, such asthe asymmetry
of the information created by Meta IE with regardto the Instagram service users, combined with the
“take it or leave it” situation that they are faced with due to the lack of alternative services in the
market and the lack of options allowing them to adjust or opt out from a particular processing under
the contract with Meta IE, systematically disadvantages the Instagram service users, limits their
control over the processing of their personal data and undermines the exercise of their rights under
Chapter Il of the GDPR.

Therefore, the EDPB instructs the IE SA to include a finding of an infringement of the principle of
fairness under Article 5(1)(a) GDPR by Meta IE, in addition to the infringement of the principle of
transparency under the same provision, and to adopt the appropriate corrective measures, by
addressing, but without being limited to, the question of an administrative fine for this infringement
as provided for in Section 9 of this Binding Decision.

425 Draft Decision, paragraph 185.

426 According to the fairness element of “expectation”, “processing should correspond with data subjects’
reasonable expectations”. EDPB Guidelines on Data Protection by Design and by Default, paragraph 70.

427 |ITSA Objection, p. 6.

428 See EDPB Guidelines on Data Protection by Design and by Default, paragraph 70, where the EDPB explains
that “ethical” means that “[t]he controller should see the processing’s wider impact on individuals’ rights and
dignity” and “truthful” means that “[t]he controller must make available information about how they process
personal data, they should act as they declare they will and not mislead the datasubjects”.

429 |ITSA Objection, p. 5.

430 Draft Decision, paragraphs 180-196.

431 paragraphs 223-235 of this Binding Decision.

432 paragraph 137 of this Binding Decision.

62
Adopted



237.

238.

239.

240.

/7 ON THE POTENTIAL ADDITIONAL INFRINGEMENT OF THE
PRINCIPLES OF PURPOSE LIMITATION AND DATA MINIMISATION

7.1 Analysis by the LSA inthe Draft Decision

The |IE SA refersto Article 5(1)(b) GDPR*33 and Article 5(1)(c) GDPR*3* when analysing the extent of the
controller’s obligation under Article 13(1)(c) GDPR and whether Meta IE has infringed this provision.
More specifically, the IE SA highlights that Article 13 GDPR requires that the purposes and legal bases
must be specified in respect of the intended processing and cannot just be cited in the abstract*3>.
After explaining why Meta IE’sview that there is no specific obligation for the legal basis to be mapped
to the purpose of processing cannot be reconciled with a literal reading of the GDPR, the IE SA, for
completeness, also engagesin a systemic reading based on the legislator’s objective and the contents
of the GDPR as a whole*3¢,

In this context, the IE SA points out that the six principles laid down under Article 5 GDPR are
interconnected and operate in combination to underpin the whole GDPR437. However, the |IE SA does
not assess whether Meta IE’s processing activities entail a separate infringement of the principles of
purpose limitation and data minimisation under Article 5(1)(b) and Article 5(1)(c) GDPR.

7.2  Summary of the objection raised by the CSAs

According tothe IT SA, thereis an additional infringement of points (b) and (c) of Article 5(1) GDPR on
account of Meta IE’s failure to comply with the purpose limitation and data minimisation principles. It
considers that such infringement should be found without the need for any further investigation and
should result into a substantial increase of the proposed administrative fine438.

The IT SA puts forward several factual and legal arguments for the proposed change to the Draft
Decision. First, it points out that the |E SA confines its assessment to only one of the contracts purposes
(the provision of online behavioural advertising), while the Instagram service would actually be
composed of several processing activities pursuing several purposes*3?. According to the IT SA, the
fact that Meta IE inappropriately based its multifarious processing activities only on Article 6(1)(b)
GDPR entails an infringement of the purpose limitation and data minimisation principles#4°. The IT SA
stresses the relevance of these principles in online services contracts, as they are not negotiated on
an individual basis, and refers to pages 15 and 16 of the WP29 Opinion 03/2013 on purpose
limitation#41. The IT SA also refers to the EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR and recalls
that, where the contract consists of several separate services or elements of a service that can be

433 Draft Decision, paragraphs 152-160.

434 Draft Decision, paragraph 152.

435 Draft Decision, paragraph 162.

436 Draft Decision, paragraphs 167-171.

437 Draft Decision, paragraph 152 and paragraphs 153-160 with respect to the principle of purpose limitation
under Art.5(1)(b) GDPR.

438 |ITSA Objection, p. 4.

439 |ITSA Objection, p. 2.

440 |TSA Objection, p. 2.

41 |TSA Objection, p. 3.
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performed independently, the applicability of Article 6(1)(b) GDPR should be assessed for each of
those services separately*42.

On the risks posed by the Draft Decision, the IT SA refers to the risk identified by the WP29 in its
Opinion 03/2013 on purpose limitation*43, namely that “data controllers may seek to include
processing termsin contracts to maximise the possible collection and uses of data without adequately
specifying those purposes or considering data minimisation obligations”#**. In addition, in the IT SA’s
view, the failure to specify and communicate the purposes of the processing to the data subject
creates a risk of artificially expanding the types of processing or the categories or personal data
considered necessary for the performance of a contract under Article 6(1)(b) GDPR, which would
nullify the safeguards afforded to data subjects under data protection law*4>.

7.3 Position of the LSA on the objection

The IE SA does not consider that the IT SA’s objection is relevant and reasoned“46. Categorising the
objection as relating to the scope and conduct of the inquiry, the IE SA adopts the same approach as
with regard to the alleged infringement of the principle of fairness. More specifically, the IE SA
contends thatintroducing novel issues not raised by the Complainant or otherwise put to the parties
would represent a significant departurein terms of the scope of the inquiry**. It highlights the legal
consequences that would flow from making material changes concerning infringements outside of the
complaint and Draft Decision, namely the likelihood that Meta IE would succeed in arguing before the
Irish Courts that it has been denied an opportunity tobe heardon additional and extraneous findings
that are adverse to it**8. The |E SA’s concern arose from the fact that, according to the IE SA, Meta IE
was never invited to be heard in response to an allegation that it had infringed the fairness principle
set out in Article 5(1)(a) GDPR. The IE SA notes, in this regard, that a respondent has the right to be
heard in response to the particulars of the case being made against it and that this is a core element
of a fair procedure pursuant to Irish law. The |E SA takes the view that expanding the material scope
of the inquiry is not possible under Irish procedural law44°. It further notes that a very significant risk
of procedural unfairness, under Irish national law, would result from the proposal toassume, without
any further factual examination, that Meta IE has infringed the purpose limitation principle4°°.

7.4  Analysis of the EDPB

7.4.1 Assessment of whether the objection was relevant and reasoned
The ITSA’s objection concerns “whether there is an infringement of the GDPR” #>1,

442 |ITSA Objection, p. 3.

443 \WP29 Opinion03/2013 on purpose limitation, WP 203, adopted on 2 April 2013.
444 |TSA Objection, p. 3.

45 |TSA Objection, p. 3.

446 Composite Response, paragraph36.

447 Composite Response, paragraph 29.

448 Composite Response, paragraphs 31-32.

449 Composite Response, paragraph32.

40 Composite Response, paragraph33.

451 EDPB Guidelines on RRO, paragraph 24.
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The EDPB takes note of Meta IE’s view that the IT SA’s objection does not meet the relevant and
reasoned thresholds because it falls outside the defined scope of the inquiry*>2. As previously
explained, the EDPB does not share the understanding that CSAs may not disagree with the scope of
the inquiry as decided by the LSA by way of an objection*°3.

Meta IE points out that the objection concerns mattersthat have not been investigated and relatesto
theoretical findings on legal bases*>*. Meta I|E further argues that even if the objection satisfied the
abovementioned thresholds, it should be disregarded because otherwise Meta IE’s right to fair
procedures under both Irish and EU law would be contravened?*®>.

The EDPB considers that the IT SA objection is relevant as it refers to specific parts of the Draft
Decision, namely Finding 2 and Finding 3%%6, and argues that the IE SA should have found an
infringement of Article 5(1)(b) and Article 5(1)(c) GDPR which lay down the principles of data
minimisation and purpose limitation.

The objection also includes arguments on legal and factual mistakes in the IE SA’s Draft Decision that
require amending. According tothe IT SA, the |[E SA’s reasoning is inconsistent because the high-level,
rather unclear information provided to the data subjects is a major criticality that should have led the
IE SA not only to question the features of the information notice, but also to verify, in detail, the
application of the principles of purpose limitation and data minimisation from a substantive
perspective4>’. More specially, the IT SA takes the view that the IE SA should have had regard to the
actual configuration of the processing operations performedin order to assess whether the controller
had abided by the obligation to process personal data for specified, explicit and legitimate purposes
both when collecting those data and thereafter4s,

As regards the risk posed by the Draft Decision, the EDPB takes note of the IT SA’s reference to
paragraph 16 of the EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR and reiterates the particular
relevance of Article 5(1)(b) and Article 5(1) (c) GDPR in the context of contractsfor online services, in
view of the risk that data controllers may seek to include general processing terms in contracts in
order to maximise the possible collection and uses of data, without adequately specifying those
purposes or considering data minimisation obligations*>°. Nevertheless, the EDPB stresses that a mere
reference tothe EDPB Guidelinesis not sufficient todemonstrate the risks posed by the Draft Decision
in this specific case and in these specific circumstances.

The IT SA also considers that the purposes for the processing “must be clearly specified and
communicated to the data subject, in line with the controller’s purpose limitation and transparency
obligations”, otherwise there is “a risk that other data protection obligations might be evaded by
artificially expanding the types of processing or the categories of personal data that are considered to

452 Meta |E Article 65 Submissions, Annex 1, paragraphs 7.1-7 .4.

453 See paragraphs 73-75 of this Binding Decision.

454 Meta |E Article 65 Submissions, Annex 1 paragraphs 7.2.

455 Meta |E Article 65 Submissions, Annex 1, paragraphs 7.3.

456 The IT SA refers to the IE SA’s reasoning preceding Finding 2 and to paragraphs 122-149 and 184, 185 and
187 preceding Finding 3 of the Draft Decision.

457 |ITSA Objection, p. 4.

458 ITSA Objection, p. 4.

459 EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR, paragraph 16.
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be ‘necessary’ for performance of the contract under Article 6(1)(b) GDPR - which would in turn nullify
the safeguards afforded to data subjects by personal data protection law” 469,

The EDPB recalls that the objection must put forward arguments or justifications concerning the
consequences of issuing the decision without the changes proposed in the objection, and how such
consequences would pose significant risks for data subjects’ fundamental rights and freedoms#6. The
CSA needs to advance sufficient arguments to explicitly show that such risks are substantial and
plausible62. In addition, the demonstration of the significance of the risks cannot be implied from the
legal and/or factualarguments provided by the CSA, but has to be explicitly identified and elaborated
in the objection4®3,

The EDPB considers that the IT SA’s objection fails to meet these requirements as it does not
demonstrate the significance of the risk stemming from an omission in the Draft Decision of a finding
that the principles of purpose limitation and data minimisation have been infringed by Meta IE. The
risk, as described by the IT SA objection, is not substantial and plausible enough. Moreover, the risk
relates to the |E SA’s decision not to conclude on the inappropriate use of Article 6(1)(b) GDPR asa
legal basis for Meta IE’s processing activities but fails to establish a clear link with the LSA’s decision
not to make a finding on the infringement of Article 5(1)(b) and Article 5(1)(c) GDPR.

Therefore, the EDPB considers that the abovementioned objection by the IT SA is not reasoned (cf.
Article 4(24) GDPR)and will not assess it on the merits.

8 ON CORRECTIVE MEASURES OTHER THAN ADMINISTRATIVE FINES

8.1 Analysis by the LSA inthe Draft Decision

The IE SA considers that an order to bring processing into compliance (Art. 58(2)(d) GDPR) should be
imposed on Meta IE, requiring them to bring their Data Policy and Terms of Service into compliance
with Article 5(1)(a), Article 12(1) and Article 13(1)(c) GDPR as regards processing carried out on the
basis of Article 6(1)(b) GDPR within three months of the date of notification of any final decision 464,

The LSA considers an order is necessary and proportionate, contrary to the controller’s position46>,
Regarding the necessity, the |E SA explains that this order is the only way to guarantee that Meta IE
amends the infringements outlined in the Draft Decision, which is essential for the protection of data
subjects’ rights*6%, Concerning the proportionality, the LSA points out that the proposed measure is
the minimum action required to ensure the future compliance of the controller. Further, the IE SA

460 |ITSA Objection, p. 3.

461 EDPB Guidelines on RRO, paragraph 18.

462 EDPB Guidelines on RRO, paragraph37.

463 EDPB Guidelines on RRO, paragraph37.

464 Draft Decision, paragraphs 200 and 203.

465 Meta IE Submissions on Preliminary Draft Decision, paragraphs 12.1, 12.2, and 12.4; Draft Decision,
paragraphs200and 201.

466 Draft Decision, paragraph 204.
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recalls Meta IE’savailable resources, the specificity of the LSA’sorder, and the importance of the data
subject’s rights concerned to conclude that such measure is proportionate6’.

8.2 Summary of the objections raised by the CSAs

The NL SA objects to the choice of the corrective measures of the LSA in their Draft Decision*®8. The
NL SA notes that the |E SA is proposing toimpose anorder pursuant toArticle 58(2)(d) GDPR alongside
an administrative fine, and that this objection concerns the first of these two measures*®°. More
specifically, the NL SA objects to the order to bring processing into compliance (Article 58(2)(d) GDPR)
within three months proposed by the LSA, arguing that it is not appropriate, not necessary, nor
proportionate to ensure compliance with Article 5(1)(a), Article 12(1) and Article 13(1)(c) GDPR, as
well as the additional infringement of Article 6(1)(b) and Article 9(2) GDPR raised in its objection?*°.
The NL SA takes the view that the proposed order is insufficient to remedy the serious situation of
non-compliance arising from these infringements, since it does not remedy the illegality of the
conduct carried out during the transition period (i.e. the time between the issuance of the decision
and the expiration date of the order), bearing in mind that every day the service continues operations
as described in the Terms of Use and Data Policy, it does so in an illegal way harming the rights and
freedoms of millions of data subjects in the EEA471. According to the NL SA, the Draft Decision should
be modified to include a temporary ban on Meta IE’s processing of personal data for the duration
necessary for the controller to bring its processing into compliance with the GDPR (Article 58(2)(f)
GDPR), as this would be appropriate, necessary and proportionate taking into account the
circumstances of the case’2, and would be the only measure suitable to make sure that the expansive
violation of the fundamental rights and freedoms of data subjects is not continued*’3. The NL SA also
arguesthat the breaches of the GDPR established by the LSA, combined with the additional breaches
put forward by the NL SA, are of a very grave nature and justify halting processing operations during
the time the controller needs to remedy its severe lack of compliance*’. In essence, the NL SA
identifies the risk posed by the Draft Decision in that it allows the company to resume operations as
usual while amending the compliance deficits (with regard to transparency), which they argue
essentially deprives data subjects of their rightsduring a transition period47>.

The FI SA also arguesthat the IE SA should “exercise effective, proportionate and dissuasive corrective
powers” and order Meta IE to “bring its processing operations into compliance with the provision of
Article 6(1) GDPR and prohibit to process users’ personal data for behavioural advertising by relying
on Article 6(1)(b) GDPR as laid down in Article 58(2)(d) GDPR”47%, The HU SA reaches the same
conclusion, proposing to apply the legal consequences under Article 58(2)(d) GDPR andto instruct the
controller to indicate a different legal basis*’7. On the risks, both the Fl and the HU SAs state that the
absence of appropriate and necessary corrective powers would amount to a dangerous precedent,

467 Draft Decision, paragraph 205.
468 NL SA Objection, paragraph 55.
469 NL SA Objection, paragraph 56.
470 NL SA Objection, paragraph 56.
471 NL SA Objection, paragraph 57.
472 NL SA Objection, paragraph 58
473 NL SA Objection, paragraph 59.
474 NL SA Obijection, paragraph 63.
475 NL SA Objection, paragraphs 57,58, and 63.
476 F| SAObjection, paragraph 25.
477 HU SA Objection, p. 3.
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sending a deceiving message to the market and to data subjects whose fundamental rights and
freedoms would ultimately jeopardise*’®. Moreover, the FI SA notes that the Draft Decision affects all
data subjects withinthe EEA and that, therefore, the consequences of not making use of the corrective
measures pursuant Article 58(2) would be enormous*7°.

The AT SA requests that the LSA makes use of its corrective measures pursuant to Article 58(2) GDPR
in relation to the additional infringement of Article 6(1)(b) GDPR“2%, in order to bring the processing
operations of the controller in line with the GDPR“81 and remedy the infringement*82, According to the
AT SA, the IE SA should exercise ““corrective powers’’ so as to ensure that Meta IE could not continue
to unlawfully rely on Article 6(1)(b) GDPR for the processing of users’ personal data for behavioral
advertising#83. More specifically, the AT SA suggests that the IE SA prohibits Meta IE “the processing
of a user’s data for behavioural advertising by relying on Article 6(1)(b) GDPR"*8*. In the absence of
additional corrective measures, the AT SA considers that if corrective measuresare not imposed, there
is a risk “that [Meta IE] continues to unlawfully rely on Article 6(1)(b) GDPR for the processing of a
user’s data for behavioural advertising and continues to undermine or bypass data protection
principles’ 485, which would affect millions of data subjects within the EEA and bear vast
consequences?ée,

The FR SA notes that reversing the findings concerning the infringements of Article 6(1) GDPR also
affects the scope of the corrective actions proposed by the IE SA, in addition to the administrative
fine48’

Finally, according tothe NO and DE SAs, the IE SA should take concrete corrective measures in relation
to the additional infringement of Meta IE with Article 6(1)(b) GDPR, namelyto order Meta IE to delete
personal data that has been unlawfully processed on Article 6(1)(b) GDPR and to prohibit the use of
this legal basis for such processing activities*8s.

478 F| SAObjection, paragraph 28 ; HU SA Objection, p. 4.

479 F| SAObjection, paragraph 29.

480 AT SA Objection, p.7.

481 AT SA Objection, p. 8. The AT SA also highlights that according to the CJEU where an infringement is found
during a complaint-based procedure, the SA is under an obligation to take appropriate action by exercising
corrective powers, and it cites C-311/18, paragraph 111. Additionally, the AT SA clarifies thatalthough it takes
the positionthat a complainant does not have a subjective right to request from the respective supervisory
authority the exercise of a specific corrective power anditis up to theauthority onlyto decide which actionis
appropriateand necessary (referringto C-311/18, paragraph 112), it finds the exercise of corrective powers to
be necessaryinthecurrentcase.

482 AT SA Objection, p. 8-9.

483 AT SA Objection, p. 7-8.

484 AT SA Objection, p.9.

485 AT SA Objection, p.7.

48 AT SA Objection, p. 8.

487 FR SA Objection, paragraph 50.

488 DE SAs Objection, p. 10 ; NO SAObjection, p.9.
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8.3 Position of the LSA on the objections

The IE SA does not consider the objections above to be relevant and/or reasoned and does not follow
them482, Given that these objections were premised upon the requirement for the Draft Decision to
include a finding of infringement of Article 6(1)(b) GDPR on which the IE SA expressed its
disagreement, the IE SA does not consider the objections requesting the exercise of a corrective power
in response toa finding of infringement of Article 6(1)(b) GDPR as being relevant and reasoned*°°,

8.4 Assessment of the EDPB

8.4.1 Assessment of whether the objections were relevant and reasoned

The objections raised by the AT, DE, Fl, FR, HU, NLand NO SAs concern “whether the action envisaged
in the Draft Decision complies withthe GDPR" 491,

In addition to the primary argument levelled against all CSA’s objections, Meta IE provides additional
argumentson whether these are relevant and/or reasoned#92,

Meta IE argues the AT and NL SAs’ objection cannot be considered relevant because they are
dependent on another objection, which Meta IE deems inadmissible and without merit?3. On the
same basis, Meta IE refutes that the AT SA’s objection is adequately reasoned*?*. As stated above, in
Section 4.4.1, the EDPB finds the AT and NL SAs’ objections on the subject of Article 6(1)(b) GDPR
relevant and reasoned“°>.

Additionally, Meta IE argues that the AT and NL SAs’ objections fail to set out how the Draft Decision
would pose a direct and significant risk to fundamental rights and freedoms. First, Meta IE refers to
their arguments put forward in response tothe AT and NL SAs’ objections on the matter of compliance
with Article 6(1)(b) GDPR4°¢. The EDPB has taken this line of reasoning into consideration above in

48 Composite Response, paragraphs 103-104 (in response to the AT and Fl SAs), paragraph 105 (in response to
NL SA), paragraph 106 (in responseto DE SAs), paragraph 107 (in response to NO SA) and paragraph108(in
responseto HU SA).

4% Composite Response, paragraphs110.

491 EDPB Guidelines on RRO, paragraph32.

492 Meta |Eargues that “the EDPB cannot expand the scope of the Inquiryin the manner suggested by the CSAs
through Objections that are not relevant to the substance of the Complaint.” and “such objections ought to be
disregarded in their entirety by the EDPB”. The EDPB does notsharethis understanding, as explainedabove.
See Section4.4.1.

493 Meta |E Article 65 Submissions, Annex 1, p. 71: “The ATSA’s Objection fails to satisfy the Sufficiently Relevant
Threshold, because itis itself based on an Objection groundedin a mistaken allegation of infringement of Artide
6(1)(b) GDPR, which does not satisfy the Thresholds and lacks merit. Therefore, this Objection is not sufficiently
relevantas it has no direct connection to the substance and reasoning of the Draft Decision.” Analogous wording
isusedinresponsetothe NLSA’s objectionin Meta IE Article 65 Submissions, Annex 1, p. 110.

4% Meta |E Article 65 Submissions, Annex 1, p. 71: “The AT SA’s Objection fails to satisfy the Adequately Reasoned
Threshold because it is premised on its Objection that Meta Ireland infringed Article 6(1) GDPR, which, as
analysed in the previous section, does not satisfy the Thresholds and lacks merit”. Analogous wordingis used in
responseto the NL SA’s objectionin Meta |E Article 65 Submissions, Annex 1, p. 110.

495 Paragraph 84 above.

4% Meta |E Article 65 Submissions, Annex 1,p.72 and p. 111.
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Section 4.4.14°7, Second, Meta IE puts forward that the AT and NL SAs appear to consider that the
Draft Decision provides “a mandate for Meta Ireland to unlawfully process data”*°8. Meta IE points
out that no such inference can be drawn from the Draft Decision, going on to draw the conclusion that
“as the Draft Decision does not in any way give a blanket approval for any unlawful processing based
on Article 6(1)(b) GDPR, there is no direct and significant risk to the fundamental rights and
freedoms” #°°. As to this second line of reasoning, the EDPB fails to see wording by which the AT SA or
NL SA might have suggested it understands the Draft Decision as a mandate for Meta Ireland to
unlawfully process data, thus limiting future investigations.

The NLSA disagrees with the corrective measure chosen by the IE SA in addition to the administrative
fine, arguing a temporary ban on processing (Article 58(2)(f) GDPR) should have been included in the
Draft Decision instead of an order to bring processing into compliance. If followed, this objection
would lead to a different conclusion asto the choice of corrective measures. In consequence, the EDPB
considers the objection to be relevant.

The NL SA argues that an order to bring processing into compliance entails that Meta IE would
maintain its illegal conduct while they amend their compliance deficits>°°. Conversely, a temporary
ban on Meta IE’s processing of data would ensure that data processing is halted during the time
needed for the company to change its practicesto comply with the GDPR>%L, Interms of risk, the NL
SA puts forward that “not temporarily banning this processing would undermine the effectiveness of
the GDPR’’, and would continue to deprive data subjects of their rights during the transition period>°2.
The NL SA considers the risk significant, as the controller provides the Instagram service to hundreds
of millions of users across Europe and because the processing involves special categories of personal
data>3, Therefore, the EDPB considers the objection to be reasoned and to clearly demonstrate the
significance of therisks posed by the Draft Decision.

The AT SA disagrees with a specific part of the |E SA’s Draft Decision, namely Chapter 8 “ Order to bring
processing into compliance’’, arguing that the LSA should have included corrective measures in order
to remedy aninfringement of Article 6(1)(b) GDPR>%4. More specifically, the AT SA suggeststhat thelE
SA prohibits Meta IE from relying on Article 6(1)(b) GDPR>%>. Therefore, if followed, this objection
would lead to a different conclusion as to the choice of corrective measures°°®. In consequence, the
EDPB considers the objection to be relevant.

Furthermore, the AT SA arguesthat when aninfringement is found - notablyin light of other objections
raised in the current case in relation to additional infringement of Articles 6(1)(b) - the supervisory
authority is under an obligation to issue appropriate corrective measures pursuant to Article 58(2)

497 Paragraph 82above.

498 Meta |E Article 65 Submissions, Annex 1, p. 111. Analogous wordingis used in response to the AT SA, Meta
IE's Article 65 Submissions, Annex 1, p.72.

499 Meta |E Article 65 Submissions, Annex 1, p.111. Analogous wordingis used in response to the AT SA, Meta
IE's Article 65 Submissions, Annex 1, p.72.

500 NL SA Objection, paragraph 57-58.

501 NL SA Objection, paragraph 63.

502 NL SA Objection, paragraphs 58-59.

503 NL SA Objection, paragraphs 58-59.

504 AT SA Objection, pp.7-8.

505 AT SA Objectionpp.7-8.

506 AT SA Objection, pp.7-8.
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GDPR. In terms of risk, the AT SA arguesthat without this amendment of the Draft Decision, Meta IE
“could simply continue to unlawfully rely on Article 6(1)(b) GDPR and to undermine data protection
principles” which would continue to affect millions of data subjects within the EEA>°7. Therefore, the
EDPB considers the objection to be reasoned andto clearly demonstrate the significance of the risks
posed by the Draft Decision.

Considering the above, the EDPB finds that the objections of the AT and NL SAs requesting additional
and/or alternative specific corrective measures to be imposed are relevant and reasoned pursuant to
Article 4(24) GDPR.

In addition, the EDPB recalls the analysis made in Section 4.4.1 above concerning the objections in
relationto the additional breach by Meta IE of its lawfulness obligation made by the FR SA (requesting
to take appropriate corrective measures), and by the Fl and HU SAs (asking the LSA to take corrective
measures under Article 58(2)(d) GDPR), which were found to be relevant and reasoned.

The EDPB recalls that the DE and NO SAs called on the LSA to take specific corrective measures in the
event the EDPB followed their objection on compliance with Article 6(1)(b) GDPR. The EDPB considers
these to be reflections upon how, in their view, the LSA should give full effect to the binding
direction(s) as set out in the EDPB’s decision®%2. Inthe absence of legal or factual argumentsthat would
justify including these specific corrective measures in the Draft Decision as opposed to others, the
EDPB does not consider this aspect of the DE and NO SAs’ objections to meet the requirements of
Article 4(24) GDPR as they are not sufficiently reasoned.

8.4.2 Assessment on the merits

Preliminary matters

The EDPB considers that the objections found to be relevant and reasoned in this subsection require
an assessment of whether the Draft Decision needs to be changed in respect of the corrective
measures proposed. More specifically, the EDPB needs to assess the request to impose a ban of
processing for both the infringements of the transparency obligations found by the LSA and the
additional infringement of Article 6(1) GDPR established above in Section 4.4.2, and the connected
issue of the corrective measure to be imposed for the infringement of Article 6(1) GDPR. When
assessing the merits of the objections raised, the EDPB also takes into account Meta IE’s position on
the objection and its submissions.

By way of introduction, the EDPB highlights that the analysis carried out in this section does not refer
tothe content of the Draft Decision and of the objections in respect of the imposition of administrative
fines, which are covered below in Section 9.

507 AT SA Objection, p. 8.
508 EDPB Guidelines on Article 65(1)(a) GDPR, paragraph 50.

71
Adopted



274.

275.

276.

277.

Meta lE’s position on the objections and its submissions

Meta IE considers the LSA has sole discretion to determine the appropriate corrective measuresin the
event of a finding of infringement>° and that the EDPB lacks competence to determine or adopt
decisions on appropriate corrective measures>19.

While Meta IE acknowledgesthat “Article 65(1) GDPR allows the EDPB to consider reasoned objections
as to whether the envisaged corrective measures comply with the GDPR”, it argues that CSAs are
strictly limited to criticism of the corrective measures already put forward in the Draft Decision by the
LSA. Therefore, according to Meta IE, “should the EDPB find an infringement of Article 6(1) GDPR[...],
the appropriate course would be to refer the matter backto the LSA (i.e. the DPC) to determine whether
to impose any appropriate corrective measures. To do otherwise, including direct the DPC to make a
specific order in the terms proposed by certain Objections, would exceed the EDPB’s competence under
Article 65 GDPR”>11,

With respect tothe issue of the corrective measure to be imposed for the infringement of Article 6(1)
GDPR, if any, Meta IE arguesthat a temporary ban is neither necessary, nor proportionate to achieve
the objective of ensuring compliance withthe GDPR, asthere exists alternative, less onerous measures
to bring its processing operationinto compliance with the GDPR>2. In addition, Meta IE contends that
it would be both unfair and disproportionate to order an immediate ban given that it relied upon a
good faith understanding as to what it considered to be a valid legal basis®'3. Further, Meta IE
considers there is no urgent necessity for a ban based on other decisions taken under the Article 60
GDPR cooperation mechanism in similar circumstances>!. Finally, Meta |E puts forward the significant
impact of a temporary ban not only on its activities but also on third parties’ business, such as small
and medium sized businesses across Europe, relying on the platform for behavioural advertising>1>.

EDPB’s assessment on the merits

First of all, according to the EDPB, the views of Meta |IE amount to a misunderstanding of the GDPR
one-stop-shop mechanism and of the shared competences of the CSAs. The EDPB recalls that the
GDPR requires supervisory authorities to cooperate pursuant to Article 60 GDPR to achieve a
consistent interpretation of the Regulation>®. The fact that the LSA will be the authority that can
ultimately exercise the corrective powers listed in Article 58(2) GDPR cannot neither limit the role of
the CSAs within the cooperation procedure nor the one of the EDPB in the consistency procedure>'?.

509 Meta |E Article 65 Submissions, paragraphs 8.4and8.18.

510 Meta |E Article 65 Submissions, paragraph 8.6.

511 Meta |E Article 65 Submissions, paragraph 8.13.

512 Meta |E Article 65 Submissions, paragraph 8.27.

513 Meta |E Article 65 Submissions, paragraph 8.28.

514 Meta | E Article 65 Submissions, paragraph 8.28.

515 Meta | E Article 65 Submissions, paragraph 8.29.

516 See Art. 51(2), Art. 60, Art. 61(1) GDPR, and C-645/19, Facebook v Gegevensbeschermingsautoriteit,
paragraphs53,63,68,72.

517 See Art. 63 and 65 GDPR. In this regard it should be noted that Recital 11 GDPR stresses that ‘effective
protection of personal data throughout the Union requires [...] equivalent sanctions for infringements in the
Member States’. Therefore, in order to ensure this ‘consistent monitoring and enforcement’ of the GDPR, the
legislator has decided to provide supervisory authorities withthe ‘same corrective powers’ (Recital 129 GDPR).
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More specifically, when raising an objection on the existing or missing corrective measure(s) in the
Drafting Decision, the CSAs should indicate which action they believe would be appropriate for the
LSA to undertake and include in the final decision®'8. In case of disagreement on these objections, the
dispute resolution competence of the EDPB covers ““all the matters which are subject of the relevant
and reasoned objection’’ (emphasis added)>'°. Therefore, contraryto Meta IE’s views, the consistency
mechanism may also be used to promote a consistent application by the supervisory authorities of
their corrective powers, taking into account the range of powers listed in Article 58(2) GDPR>29, when
arelevant and reasoned objection questions the action(s) envisaged by the Draft Decision vis-a-vis the
controller/processor, or the absence thereof.

In addition, the EDPB finds that Meta IE misunderstands the AT SA’s objection when it argues that it
does acknowledge that it is for the LSA alone to decide which corrective measures are appropriate
and necessary, by citing paragraph 112 of the Schrems Il CJEU judgment®21, In fact, the AT SA does no
such thing: in its objection it stated “’a complainant does not have a subjective right to request from
the respective supervisory authority (in this case: the DPC) the exercise of a specific corrective power
and it is for the supervisory authority alone to decide which action is appropriate and necessary (see
C-311/18, point 112)’’522 and did not engage in an interpretation of how Article 58(2) GDPR is to be
understood in cross-border cases in the sections referred to. The cooperation and consistency
mechanism of the GDPR is not addressed in CJEU ruling C-311/18 (Schrem:s I1) either.

Moving on to the analysis of the issue of corrective measures as required by the objections found to
be relevant and reasoned above, the EDPB recalls that when a violation of the GDPR has been
established, competent supervisory authorities are required to react appropriately to remedy this
infringement in accordance with the means provided to them by Article 58(2) GDPR>23, Article 58(2)
GDPR provides a wide choice of effective tools for the authorities to take action against infringements
of the Regulation and which can be imposed in addition to or instead of a fine. According to Recital
129 GDPR, every corrective measure applied by a supervisory authority under Article 58(2) GDPR
should be ‘“‘appropriate, necessary and proportionate in view of ensuring compliance with the
Regulation” in light of all the circumstances of each individual case. Recital 148 GDPR shows the duty
for supervisory authorities to impose corrective measures that are proportionate to the seriousness
of the infringement>24. This highlights the need for the corrective measures and any exercise of
powers by supervisory authoritiesto be tailoredto the specific case>2°.

Considering the nature and gravity of the infringement of Article 6(1)(b) GDPR established above in
Section 4.4.2, as well as the number of data subjects affected, the EDPB shares the view of the AT, Fl,

518 See EDPB Guidelines on RRO, paragraph33.

519 Art. 65(1)(a) GDPR.

520 See EDPB Guidelines on Article 65(1)(a) GDPR, paragraph 92.

521 Meta |E Article 65 Submissions, paragraph 8.6. See above paragraph 274.

522 AT SA Objection, p. 8.

523 C-311/18,Schrems |, paragraph111.

524 Recital 148 GDPR states, for instance: “in a case of a minor infringement or if the fine likely to be imposed
would constitute a disproportionate burden to a natural person, a reprimand may be issued instead of a fine”.
The EDPB confirmed that “the indicationsprovided by this Recitalcan be relevant for the imposition of corrective
measures in general and for the choice of the combination of corrective measures that is appropriate and
proportionate to the infringement committed”. EDPB Binding Decision 1/2021, paragraph 256.

525 EDPB Binding Decision 1/2021, paragraph 256.
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FR, HU and NL SAs thatit is particularly important that appropriate corrective measures be imposed,
in addition to a fine, in order to ensure that Meta IE complies with this provision of the GDPR.

In respect of which measure should be imposed, as stated, the NL SA arguesthat the |E SA's proposal
to order Meta IE to comply with Article 5(1)(a), Article 12(1) and Article 13(1)(c) GDPR within a period
of three months is not appropriate, considering these breaches in conjunction with the gravity of the
additional breaches of Article 6(1)(b) and Article 9(2) GDPR identified in its objection®2°. Instead, the
NL SA is of the opinion that only a temporary ban imposed in respect of all these infringements can
effectively protect the rights of the data subjects during the transition period in which the controller
remedies to these violations>27. The FI SA considers that the IE SA should “exercise effective,
proportionate and dissuasive corrective powers” and, taking into account the nature of the
infringement, order Meta |E to “bring its processing operations into compliance with the provision of
Article 6(1) GDPR and prohibit to process users’ personal data for behavioural advertising by relying
on Article 6(1)(b) GDPR as laid down in Article 58(2)(d) GDPR”>28. The HU SA proposes to apply the
legal consequences under Article 58(2)(d) GDPR in relation to violation of Article 6(1) GDPR by Meta
IE and to instruct the controller to indicate a another alternative legal basis®>2°. In addition, the AT SA
calls on the |E SA to use its corrective powers under Article 58(2) GDPR in order to bring the processing
operations of Meta IE into line with the GDPR, and suggests “that the DPC prohibits Facebook the
processing of a user’s data for behavioural advertising by relying on Article 6(1)(b)’ stating that
‘otherwise, Facebook could simply continue to unlawfully rely on Article 6(1)(b) GDPR” 539,

Meta IE argues that a temporary ban would not be necessary as less onerous measures could be
imposed and that it would be unfair and disproportionate, also considering its impact on third
parties®31,

The EDPB agrees with the observations made by the NLSA that the infringement found in the case at
hand constitutes a “very serious situation of non-compliance”>3? with the GDPR, in relation to
processing of “extensive amountsof [...] data, which is essential to the controller’s business mode”>33,
thus harming “the rights and freedoms of millions of data subjects in the EEA”>3%. Asa result, the EDPB
shares the NLSA’sconcernthat the corrective measure chosenin the circumstances of this case should
aimto bring the processing into compliance with the GDPR thus minimising the potentialharm todata
subjects created by the violations of the GDPR.

526 NL SA Objection, paragraph 57. In this respect, the EDPB recalls that, as stated in Sections 4.4.2 and 54.2
above, whilethe EDPB finds thatthe |E SA should have found an infringement of Art. 6(1)(b) GDPRinits Draft
Decision, itdoes not have sufficient factual evidence allowingitto finda possibleinfringement by Meta IE of its
obligations under Art. 9(2) GDPR.

527 NL SA Objection, paragraph 58.

528 F| SAObjection, paragraph 25.

529 HU SA Objection, p. 3.

530 AT SA Objection, p. 8-9.

531 Meta | E Article 65 Submissions, paragraphs 8.27-8.28.

532 NL SA Objection, paragraph 54.

533 NL SA Objection, paragraph 58.

534 NL SA Objection, paragraph 57.
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In addition, the EDPB recalls that contrary to Meta IE’s contention, it is not necessary to establish an
‘urgent necessity’>3* for imposing atemporary ban, in that nothing in the GDPR limits the application
of Article 58(2)(f) GDPR to exceptional circumstances®3®.

At the same time, the EDPB notes that in assessing the appropriate measure to be applied, Recital 129
GDPR provides that consideration should be given to ensuring that the measure chosen does not
create “superfluous costs’’ and “ excessive inconveniences’’ for the persons concerned in light of the
objective pursued. When choosing the appropriate corrective measure, there is a need to assess
whether the chosen measure is necessary to enforce the GDPR and achieve protection of the data
subjects with regardtothe processing of their personal data, which is the objective being pursued>3’.
Compliance with the principle of proportionality requires ensuring that the chosen measure does not
create disproportionate disadvantages in relation to the aim pursued.

The EDPB takes note of the elements raised by the objections, particularly the NL SA, to justify the
need for imposing a temporary ban, consisting in essence in the need to halt the processing activities
that are being undertakenin violation of the GDPR until compliance is ensured in order to avoid further
prejudicing data subject rights. However, the EDPB considers that the objective of ensuring
compliance and bringing the harm to the data subjects to an end can, in this particular case, be
adequately met also by amending the order to bring processing into compliance envisagedin the Draft
Decision toreflect Meta IE’sinfringement of Article 6(1) GDPR identified in Section 4.4.2 of this Binding
Decision. In addition to the fines that will be imposed, this measure would require Meta IE to put in
place the necessary technical and operational measuresto achieve compliance within a set timeframe.

In respect of the imposition of anorder to bring processing into compliance, Meta IE submits that any
such order should “afford a reasonable opportunity’’ to Meta IE to comply®38. When determining the
transition period for bringing Meta IE’s processing into compliance with GDPR, the EDPB requests that
the |E SA gives due regard to the harm caused to the data subjects by the continuation of Meta IE's
infringement of Article 6(1) GDPR during this period. More specifically, the order should require Meta
IE torestore compliance within a short period of time. Inthis respect, the EDPB notesthat, in response
to Meta IE’s submission, the IE SA considered the three-month deadline for compliance for the
infringements of Article 5(1)(a), Article 12(1) and Article 13(1)(c) GDPR necessary and proportionate
in light of the potential for harms to the data subjects rights that such a measure entails, considering
that the interim period for compliance “ will involve a serious ongoing deprivation of their rights’>3°,
The LSA also points out the significant financial, technological, and human resources, as well as the

535 Meta |E Article 65 Submissions, paragraph 8.28.

536 See a contrario Art. 4 Implementing Decision 2010/87, in its version prior to the entry into force of
Implementing Decision 2016/2297; C-311/18 Schrems |1, paragraph 114.

537 C-311/18, Schrems |1, paragraph 112: “Although the supervisory authority must determine which action is
appropriate and necessary and take into consideration all the circumstances [...] in that determination, the
supervisory authority is nevertheless required to execute its responsibility for ensuring that the GDPR is fully
enforced with all due diligence”.

538 Meta |E Article 65 Submissions, point 8.31.

539 Draft Decision, paragraph 202. In this regard, Meta |E argues that this was not a reasonable period of time
within which to make the necessary changes, as the changes would be resource-intensive and would require
“sufficient lead in time for preparing, drafting, designing and engineering the relevant changes, conducting and
taking account of user testing ofthe proposed changes, internal cross-functional engagement as well as of course
engagement with the Commission, and localisation and translation of the information for countries in the
European Region”. Draft Decision, paragraph201.
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clear instructions provided to Meta IE to comply with GDPR>4%, The EDPB considers that this line of
reasoning applies all the more to the corrective measures imposed in relation to Meta IE’s
infringement of Article 6(1) GDPR.

Finally, the EDPB recalls that non-compliance with an order issued by a supervisory authority can be
relevant both in terms of it being subject to administrative fines up to 20 million euros or, in the case
of an undertaking, up to 4% of the total worldwide annual turnover of the preceding financial year in
line with Article 83(6) GDPR, and in terms of it being an aggravating factor for the imposition of
administrative fines>*. In addition, the investigative powers of supervisory authorities allow them to
order the provision of all the information necessary for the performance of their tasks including the
verification of compliance with one of their orders>42.

The EDPB therefore instructs the |E SA to include in its final decision an order for Meta IE to bring its
processing of personal data for the purpose of behavioural advertising in the context of the Instagram
services into compliance with Article 6(1) GDPR within three months.

In addition, the EDPB notesthat the current wording of the order “to bring the Data Policy and Terms
of Use into compliance with Article 5(1)(a), Article 12(1) and Article 13(1)(c) GDPR as regards
information provided on data processed pursuant to Article 6(1)(b) GDPR"’ should be modified in order
toreflect the EDPB’sfindings in Section4.4.2 that Meta IE is not allowed to rely on Article 6(1)(b) GDPR
for the processing of personal data for the purpose of behavioural advertising. Therefore, the EDPB
instructs the LSA to adjust its order to Meta IE to bring its Instagram Data Policy and Terms of Use into
compliance with Article 5(1)(a), Article 12(1) and Article 13(1)(c) GDPR within three months, to refer
not only to information provided on data processed pursuant to Article 6(1)(b) GDPR, but also on data
processed for the purpose of behavioural advertising in the context of Instagram services (to reflect
the finding of the EDPB in Section 4.4.2 that for this processing the controller cannot rely on Article
6(1)(b) GDPR).

540 Draft Decision, paragraph 202.
541 Art. 83(2)(i) GDPR.
542 Art. 58(1) GDPR.
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9 ON THE DETERMINATION OF THE ADMINISTRATIVE FINE

The EDPB recalls that the consistency mechanism may also be used to promote a consistent
application of administrative fines%43,

9.1 On the determination of the administrative fine for the transparency
infringements

9.1.1 Analysis bythe LSA in the Draft Decision

In its Draft Decision, the IE SA explains how it considered the criteria in Article 83(2) GDPR in deciding
whether to impose an administrative fine and to determine its amount in the circumstances of this
case >%4. The most pertinent criteria for the present dispute are summarised below.

The nature, gravity and duration of the infringement, taking into account the nature scope or purpose
of the processing concerned as well as the number of data subjects affected and the level of damage
suffered by them (Article 83(2)(a) GDPR)

The |IE SA explains that it assesses the infringements of Article 5(1)(a), Article 12(1) and Article 13(1)(c)
GDPR identified in the Draft Decision simultaneously in the context of the Article 83(2) GDPR
criteria >*>. Further, the |E SA explains that “’the processing concerned”’ refersto “all of the processing
operations that [Meta |E] carries out in the context of the Instagram service on the personal data under
its controllership for which it relies on Article 6(1)(b) GDPR”, in line with the scope of the inquiry
(permissibility in principle of processing personal data for behavioural advertising)>4e.

In terms of the nature of the infringements, the IE SA explains that they concern a cornerstone of
data subject rights, namely the right to information. The IE SA argues that “the provision of the
information concerned goes to the very heart of the fundamental right of the individual to protection
of personal data which stems from the free will and autonomy of the individual to share their personal
data in a voluntary situation such as this. If the required information has not been provided, the data
subject has been deprived of the ability to make a fully informed decision as to whether they wish to
use a service that involves the processing of their personal data and engages their associated rights.
Furthermore, the extent to which a data controller has complied with its transparency obligations has
a direct impact on the effectiveness of the other data subject rights. If data subjects have not been
provided with the prescribed information, they may be deprived of the knowledge they needin order
to consider exercising one of the other data subject rights”>%’. Further, the IE SA points out that the

543 See Recital 150 GDPR; EDPB Guidelines on RRO, paragraph 34 and EDPB Guidelines on Article 65(1)(a) GDPR,
paragraph91l.

544 Draft Decision, paragraphs 206-207.

545 “While | emphasise that each is an individual and discrete “infringement” of the GDPR, | am proposing to
assess all three infringements simultaneously as all concern transparency and, by reason of their common nature
and purpose, are likely to generate the same, or similar, outcomes in the context of some of the Article 83(2)
GDPR assessment criteria”. Draft Decision, paragraph209.

546 Draft Decision, paragraph 210.

547 Draft Decision, paragraphs 212.
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breach of the transparency principle by Meta IE has the potential to undermine other fundamental
data protection principles sur as the principles of fairness and accountability>2. Finally, the |[E SA notes
that the European legislator included infringements on the right to information and Article 5 GDPR in
Article 83(5) GDPR, which carries the highest maximum fine>4°.

In terms of the gravity of the infringements, the IE SA explains that Meta IE is found to also have
infringed Article 12(1) and Article 5(1)(a) GDPR because the company has not provided the required
information in the required manner under Article 13(1)(c) GDPR. The |E SA adds that this “represents
a significant level of non-compliance, taking into account the importance of the right to information,
the consequent impact on the data subjects concerned and the number of data subjects potentially
affected” >0,

With regardsto the nature, scopeor purpose ofthe processing concerned, the |[E SA considers that
the “processing carried out by [Meta IE] in the context of the Instagram service pursuant to Article
6(1)(b) GDPR is extensive. [Meta |E] processes a variety of data in order to provide Instagram users
with a ‘personalised’ experience, including by way of serving personalised advertisements. The
processing is central to and essential to the business model offered, and, for this reason, the provision
of compliant information in relation to that processing becomes even more important. This, indeed,
may include location and IP address data” >>1.

With reference to the number of data subjects affected, the IE SA points out that, as Meta IE
confirmed, “’as of the date of the commencement of the Inquiry, i.e. 31 August 2018, [Meta IE] had
approximately. monthly active accounts and, as of December 2021, it had approximately-
- monthly active users in the European Economic Area” 2. While noting the figures provided by
Meta IE incorrectly excluded the number of UK active accounts to which the GDPR was applicable at
the date of the Complaint, the LSA considered that, when measuring these figures by reference tothe
total population of the EEA (including the UK), a “’significant portion of the population of the EEA seems
to have beenimpacted by the infringements’’ >33,

In terms of damages suffered by affected data subjects, the IE SA finds that “failure to provide all of
the prescribed information underminesthe effectiveness of the data subject rights and, consequently,
infringes the rights and freedoms of the data subjects concerned. A core element of transparency is
empowering data subjects to make informed decisions about engaging with activities that cause their
personal data to be processed, and making informed decisions about whether to exercise particular
rights, and whether they can do so. This right is undermined by a lack of transparency on the part of a
data controller” 354,

On Article 83(2)(a) GDPR, the IE SA concludes that “[the] infringements are serious in nature. The lack
of transparency goes to the heart of data subject rights and risks undermining their effectiveness by
not providing transparent information in that regard. While the infringements considered here relate

548 Draft Decision, paragraph 213
549 Draft Decision, paragraph 214.
550 Draft Decision, paragraph 216.
551 Draft Decision, paragraph 221.
552 Draft Decision, paragraph 223.
553 Draft Decision, paragraphs 223-225and 253.
554 Draft Decision, paragraph 228.
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to one lawful basis, it nonetheless concerns vast swathes of personal data impacting millions of data
subjects. When such factors are considered, it is clear that the infringements are serious in their
gravity”>>>. The |IE SA further notes the impact of the infringement on a “’significant portion of the
population of the EEA”, as well as on “data subject’s ability to be fully informed about their data
protection rights, or indeed about whether in their view they should exercise those rights’’>>6.

The |IE SA does not attachsignificant weight to the duration of the infringements®>7, considering that
the complaint - and therefor the Inquiry - was made against a specific set of documents (Instagram'’s
Data Policy and Terms of Use) and that more recent versions of the relevant documents are outside
the scope of the Inquiry>>2.

The intentional or negligent character of the infringements (Article 83(2)(b) GDPR)

The IE SA notes the complainants view that the infringement arose from “ [Meta |E] made a deliberate
and calculated decision to present the information in a particular manner such as to mislead data
subject” >>° but states that there is no evidence that Meta |IE ““made a deliberate decision to present
the information to data subject in a particular way'’%°, The |IE SA further notes that the EDPB
Guidelines on Administrative Fines ‘’recognise that an intentional breach generally only occurs where
thereis a deliberate act to infringe the GDPR’’, andthat, in this regard, “’afinding of intentionality is
predicated on knowledge and wilfulness as to characteristics of an offence’’. The |E SA finds there was
no evidence of anintentional and knowing breach of a provision of the GDPR. The IE SA however finds
that the infringement was negligent, taking into account ‘’the failure of an organisation of this size to
provide sufficiently transparent materials in relation to the core of its business mode” 361,

The action taken by the controller or processor to mitigate the damage suffered by data subjects
(Article 83(2)(c) GDPR)

The IE SA notes Meta IE’s position that “has discharged its transparency obligations in respect of the
Instagram service and, accordingly, complies fully with the GDPR in this respect.” Notwithstanding
their disagreement with this position, the |E SA “accept(s] that it represents a genuinely held belief on
[Meta IE’s] part’’. On that basis, the IE SA notes that ‘“there has not been an effort to mitigate the
damage to data subjects, as it was [Meta IE’s] position that data subjects were incurring no such
damage” 552, The |[E SA is not swayed by Meta IE’s argument that their efforts to comply with the GDPR

555 Draft Decision, paragraph 253.

556 Draft Decision, paragraph 253.

557 Draft Decision, paragraph 253.

558 Draft Decision, paragraphs 218 and 253. The IESA notes, however, that “In imposing corrective powers [...]
the GDPR requires thatthe broaderimpact of infringements be considered” (Draft Decision, paragraph 218).

559 Draft Decision, paragraph 231.

560 Draft Decision, paragraph 232. Inits analysis, the |[E SAtakes into consideration the EDPB Guidelines on
Administrative Fines on the notions of ‘intentional’ and ‘negligent’. Draft Decision, paragraphs 230-232.

%61 Inthis regard, the IESAnotes that “Meta Ireland should have been aware of its transparency requirements,
especially in light of the transparency guidelines and should have provided clarity about the precise extent of the
processing operations carried out pursuant to Article 6(1)(b) GDPR. Meta Ireland further should have ensured
that it adhered strictly to its transparency obligations when choosing the lawful bases on which they rely and
should have used these obligations as a guide as to the information to be conveyed to data subjects” (Draft
Decision, paragraph253).

562 Draft Decision, paragraph 234.
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should be taken into consideration, as - in general - compliance with the GDPRis a duty imposed on
each controller. In the present case, the IE SA finds this factor is neither mitigating nor aggravating
insofar as “beyond simply complying with the GDPR, there are no obvious mitigating steps that could
have been taken”>%3. Notwithstanding this, the IE SA identifies a mitigating factor in Meta IE's
willingness toengage in steps to bring its processing into compliance on a voluntary basis pending the
conclusion of the inquiry>%4.

The degree of responsibility of the controller taking into account technical and organisational
measures implemented pursuant to Articles 25 and 32 (Article 83(2)(d) GDPR)

The IE SA does mention this factor as an aggravating factorin the Draft Decision. The IE SA takes the
view that, considering that guidance on transparency was available to Meta IE at the date of the
complaint, it “’should have been aware of the appropriate standards — albeit at a general level — and,
having made a deliberate decision to present the information in a manner which fell significant below
the standard required, has a high degree of responsibility for the lack of compliance with the GDPR”>%5,

Any relevant previous infringements by the controller or processor (Article 83(2)(e) GDPR)

The |IE SA does not mention this factor as an aggravating or mitigating factor in the Draft Decision °9°,
taking into consideration that ‘‘the Commission has not made any findings of infringements by Meta
Ireland in the context of the Instagram service which could be considered relevant for [this]
assessment”’’ >67.

The categories of personal data affected by the infringements (Article 83(2)(q) GDPR)

The IE SA notes that “[the] lack of transparency concerned broad categories of personal data relating
to users who sign up to the Instagram service”>%8. Although acknowledging that the assessment made
by the IE SA in this Inquiry “was rather generalised in nature” the LSA points out that the lack of
transparency by Meta IE contributed to the “lack of clarity as to the precise categories of personal
data relevant for this Inquiry” >°.

Nonetheless, the IE SA concludes that, in the absence of evidence that these personal data are of a
particularly sensitive nature, this factor should be regarded as neither aggravating nor mitigating>7°.

563 Draft Decision, paragraph 235.

564 Draft Decision, paragraph 236.

565 Draft Decision, paragraph 240.

566 Draft Decision, paragraph 253.

567 Draft Decision, paragraphs 241 and 243. The IE SA notes their disagreement with Meta IE Article 65
Submissions thatthe absence of previous decision should be considered as a mitigating factor.

568 Draft Decision, paragraph 247.

569 Draft Decision, paragraph 247.

570 Draft Decision, paragraph 247.
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The manner in which the infringements became known to the supervisory authority (Article 83(2)(h)

GDPR)

The IE SA notes that “[the] subject matter became known to the Commission due to an Inquiry
conducted on foot of the Complaint. The subject matter did not give rise to any requirement of
notification, and | have already acknowledged several times that the controller’s genuinely held belief
is that no infringement is/was occurring”>7*. The |IE SA does not mention this factor as an aggravating
or mitigating factorin the Draft Decision®>72.

Any other aggravating or mitigating factor (Article 83(2)(k) GDPR)

The IE SA considers whether the “lack of transparency has the potential to have resulted in financial
benefits for [Meta IE]” based on the view thata “more transparent approach to processing operations
carried out on foot of that contract would represent a risk to [Meta |E]’s business model”, which would
be the case “if existing or prospective users were dissuaded from using the Instagram service by clearer
explanations of the processing operations carried out, and their purposes”. The |E SA concludes that
this factor is neither aggravating nor mitigating, arguing that “any general consideration of this [factor]
ultimately involves an element of speculation on both [Meta IE]’sand the Commission’s part”573,

Based on these circumstances, the IE SA considers that administrative fines pursuant to Article 58(2)(i)
GDPR and Article 83 GDPR, totaling anamount not less than €18 million and an amount not more than
€23 million should be issued on Meta IE for the infringement of Article 5(1)(a), Article 12(1) and Article
13(1)(c) GDPRin the context of Instagram service>74.

The LSA considers that the proposed administrative fines are effective, proportionate and dissuasive
taking into account all of the circumstances of the Inquiry>7>. Regarding the effectiveness, the IE SA
argues that the “infringements are serious, both in terms of the extremely large number of data
subjects potentially affected, the categories of personal data involved, and the consequences that flow
from the failure to comply with the transparency requirements for users”>’%. Concerning the
dissuasiveness, the LSA states that the fine must “dissuade both the controller/processor concerned
as well as other controllers/processors carrying out similar processing operations from repeating the

571 Draft Decision, paragraph 248.

572 Draft Decision, paragraph 253.

573 Draft Decision, paragraphs 251-252.

574 Draft Decision, sections 9 and 10.

Morespecifically, the IE SA proposes the following administrative fines (Draft Decision, paragraph 254):

- a fine of between €11.5 million and €14 million for the failure to provide sufficientinformation inrelation to
the processing operations carried out on foot of Article 6(1)(b) GDPR, thereby infringing Articles 5(1)(a) and
13(1)(c)GDPR;

- a fine of between €6.5 millionand €9 million for thefailure to provide theinformation that was provided on
the processing operations carried out in foot of Article 6(1)(b) GDPR, in a concise, transparent, intelligible and
easilyaccessible form, using clearand plain language, thereby infringing Articles 5(1)(a) and 12(1) GDPR.

The proposed administrative fines are to be applied cumulatively, as they donot surpass the maximum provided
forin Art.83(5) GDPR. See Draft Decision, paragraphs 264, 295 and 296.

575 Draft Decision, paragraph 258.

576 Draft Decision, paragraph 255.
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conduct concerned”>77. Asregardsthe proportionality, the IE SA considers that the fines proposed “do
not exceed what is necessary to enforce compliance with the GDPR, taking into account the size of
Instagram user base, the impact of the infringements on the effectiveness of the data subject rights
enshrined in Chapter Il of the GDPR and the importance of those rights in the context of the GDPR as
a whole”>78,

The IE SA refers to the need to take into account the undertaking’s turnover in the calculation of the
maximum possible fine amounts®’°. The notion of “undertaking” is determined to refer to Meta
Platforms, Inc. 89, The IE SA takesinto consideration the revenue reported by Meta Platforms, Inc. for
the year ending 31 December 2020 ($85.965 billion)>81,

9.1.2 Summary of the objections raised by the CSAs

The DE, FR, IT, NL, and NO SAs °82 object to the envisaged action taken by the LSA with regardto the
administrative fine proposed in the Draft Decision concerning the infringements of the transparency
obligations by asking the IE SA toimpose a (significantly)>23 higher administrative fine with reference
to the established infringements.

The dispute arising from these objections concerns whether the proposed fine is effective,
proportionate and dissuasive pursuant to Article 83(1) GDPR %84, With reference to these three
criteria, the above mentioned CSAs, specifically, argue as follows.

According to the DE SAs, the fine proposed by the LSA in the Draft Decision is not proportionate with
regard to the financial position of the undertaking. More specifically, the DE SAs argue that the
envisaged fine of at most 23 million euros is not proportionate compared to the worldwide annual
turnover on Meta Platforms, Inc>8°. The DE SAs point out that the proposed fine “’ represents only about
0.03% of the turnover of Meta Platforms, Inc. and about 0.72% of the maximum fine“ >8%. With respect
to dissuasiveness, the DE SAs consider that the fine proposed by the LSA “weakens the position of
supervisory authorities and endangers compliance with the GDPR’’ as this would leave controllers
under the impression that “enforcement of the GDPR will not be felt economically’’ >87.

The FR SA argues that the amount of the envisaged fine “seems low and hardly compatible with the
objective set by Article 83(1) GDPR of ensuring to impose dissuasive fines” taking into account “the

577 Draft Decision, paragraph 256.

578 Draft Decision, paragraph 257.

579 Draft Decision, paragraph 274.

58 Draft Decision, paragraphs 275 - 295. Formerly Facebook, Inc.

581 Draft Decision, paragraph 295.

582 DE SAs Objection, pp. 10-12; FR SAObjection, paragraphs 36-48; ITSAObjection, pp.7-10; NLSA Objection,
paragraphs 39-53; NO SA Objection, pp.9-13.

583 All these CSAs specified that the fine should be increased “’significantly” or “substantially” except the NLand
the ITSAs (which stated thefineshouldbeincreased). See DE SAs Objection, p. 12; FR SAObjection, paragraph
45;1TSA Objection, pp.8-9; NO SAObjection, p. 13; NLSA Objection, paragraph 51.

584 DE SAs Objection, p. 11 ; FRSAObjection, paragraph47;1TSA Objection pp. 7-8 ; NLSA Objection, paragraph
50; NO SA Objection, pp.11-12.

585 DE SAs Objection, p.11.

58 DE SAs Objection, p.11.

587 DESAs Objection, p.11.
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number of data subjects concerned, the particularly intrusive nature of the processing operations in
question, the breaches observed, the position of Meta Platforms Ireland Limited as a quasi-monopolist
and its financial situation”>88. In this respect, the FR SA notes that the fine proposed by the IE SA is no
proportionate since “the cumulative amount of the two breaches of the provisions of Articles 5-1-a)
and 13-1-c) of the GDPR, on the one hand, and the provisions of Articles5-1-a) and 12-1 of the GDPFR,
on the other hand, representsonly about 0.03% of the turnover of Meta Platforms Inc. and less than
1% of the maximum fine” >%°.

The IT SA argues that “’by having regard to the controller, in particular the nature and size of Meta
Platforms Inc. [...] the range at issue would appear to be overly low and neither proportionate nor
dissuasive’’>%9,

The NL SA doubts, also referring to the EDPB Guidelines on Administrative Fines, that the fines
proposed by the |E SA meet the objective to be effective, “particularly considering the strong financial
position of the controller and the finding that the identified lack of transparency likely has had financial
benefits for the controller’>°!. As regard to dissuasiveness, the NL SA argues, also referring to
established CIEU case-law, that Meta |IE “generates a turnover of over 86 billion dollars (approximately
79 billion euros) per annum, therefore it would be able to generate a daily revenue of approximately
235 million dollars. Instead of dissuading future behaviour, the penalty would be simply regenerated
in a few hours” (specific deterrence)®°2. With reference to proportionality, the NL SA questions the
lack of reasoning in the Draft Decision as to why the amounts proposed are commensurate to the
seriousness of the infringements®°3.

The NO SA arguesthat the envisaged amount of the fine is not effective nor dissuasive neitherto Meta
IE nor to other controllers, considering the financial benefits accrued because of the violation and
worldwide annual turnover of Meta Platform, Inc. for 2020594 |n particular, the NO SA points out that
Meta IE “would likely have no issue paying the proposed fine, and the amount of the fine it is not likely
to affect [it] in such a way that it would see a need to substantially change its practices” >°>. The NO
SA illustrates this by the fact that in 2020, Meta IE set aside one billion euro of provisions to address,
inter alia, the risk of fines for infringement to the data protection rules>°®.

In addition, these objections raise arguments with regards to the weight afforded to some of the
criteria listed in Article 83(2) GDPR.

The IT SA objects to the LSA's decision not to consider WhatsApp's previous infringements in the case
IN-18-12-2 as anaggravating circumstance under Article 83(2)(e) GDPR, insofar asit is part of the same
group of companies of Meta IE. According to the IT SA “even though the WhatsApp case did raise
additional, more specific issues, one can hardly question that the relevant decision sets a key precedent

58 FR SA Objection, paragraph 38.
58 FR Objection, paragraph 40.

5% |TSA Objection, p. 8.

591 NL SA Objection, paragraph 48.
592 NL SA Objection, paragraph 49.
593 NL SA Objection, paragraph 50.
594 NO SA Objection, p.12.

595 NO SA Objection, p.12.

5% NO SA Objection, p.11.
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in assessing controller’s repetitive conduct’’ as ‘’not only did the controller in question clearly stick to
the same business model in offering its different social networking services, it also did not change its
assessment as to how to manage users’ data with particular regard to its information and
transparency obligations’’ >%7.

According to the DE, FR, NL and NO SAs, the fine proposed by the LSA in the Draft Decision is not
proportionate with regardto the seriousness of the infringement>28,

The NL SA argues that the fine is not commensurate with the seriousness of the infringements
established (Article 83(2)(a) GDPR) andis inconsistent with the IE SA's qualifications as such>%°. The FR
SA also arguesthat the fine is in contradiction with the seriousness of the violations identified andthe
nature of the processing (Article 83(2)(a) GDPR)®°0,

The DE, FR, and IT SAs state that the fine proposed is not consistent with the amount retained by the
IE SA in its decision dated 20 August 2021 against the company WhatsApp Ireland Limited (case IN-18-
12-2), in which the |IE SA imposed an administrative fine of 225 million euros, including a fine of 30
million euros for the infringement of Article 12 and 13 GDPR and a fine of 90 million on account of the
infringement of Article 5(1)(a) GDPR €91, Moreover, the FR and IT SAs state that the amount proposed
appears low also in comparison with the one retained by the LU SA in its decision of 15 July 2021
against the company Amazon Europe Core, where an administrative fine of 746 million euros has been
imposed for the infringements of Articles6, 12 and 13 GDPR, and whichwasalso based on a complaint
that the processing operations carried out by the companies of the Amazon group relating to
behavioural advertising did not have a valid legal basis®°2. In addition, the FR SA notes that the amount
of the fine proposed by the |IE SA “seems to be underestimated in comparison with the amount retained
in the deliberation of the CNIL’s restricted committee No. SAN-2019- 001 of 21 January 2019 imposing
a penalty of 50 million euros on the company Google LLC” ¢°3. The FR SA considers this case as
comparable because it is also based on a referral “filed by the association ‘NOYB’ with the CNIL,
relating to a similar issue and formulated against Google, and that the restricted committee has
identified a breach of Article 6 of the GDPR and a breach of the provisions of Articles 12 and 13 of the
GDPR” 694 However, the FR SA notes that “the amount retained against Google LLC is close to that
proposed by the Irish data protection authority, even though the processing operations in question
concern all European users, [...] which was not the case in the above-mentioned CNIL’s decision, for
which only French users were taken into account” %>,

597 ITSA Objection, p. 9.

598 DE SAs Objection p.11; FRSAObjection, paragraph 47; NLSA Objection, paragraphs 39 and 43-44 ; NO SA
Objection, p.12.

599 NL SA Objection, paragraphs 39 and 43-44.

600 FR SA Objection, paragraph 50.

601 FR SA Objection, paragraph 42;1TSAObjection, p. 8.

602 FR SA Objection, paragraph 43. Similar reasoningisincluded in the IT SA Objection, which states that “even
by proportion to the respective turnover [...] there is little doubt that the fining proposal by the LSA is notin line
with the proportinality requirement”’ (IT SAObjection, p. 8).

603 FR SA Objection, paragraph 41.

604 FR SA Objection, paragraph 41.

605 FR SA Objection, paragraph 41.
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The NO SA arguesthat “the suggested fine is not proportionate to the seriousness of the violations and
the aggravating factors identified”, the “number of data subjects affected in the EEA amounts to
hundreds of millions” and agrees with the LSA that the controller’s “level of responsibility is high” 6.

On the risks posed by the Draft Decision, the DE, FR, IT, NL, and NO SAs consider that, if adopted, the
Draft Decision would lead to a significant risk for the protection of the fundamental rights and
freedoms of the data subjects®0’. The DE, FR, IT, NL, and NO SAs explain that it would not ensure an
effective enforcement of the GDPR, asthe proposed fine is unable to create a deterrent effect (either
specifically towards the controller, or in general towards other controllers)é%8. The NO SA considers
this would mean, “that the complainant and the affected data subjects would in practice be denied
the level of data protection set out in the GDPR”6%°. The FR SA argues the Draft Decision as it stands
would “lead to a levelling down of the level of administrative fines imposed by European data
protection authorities, thereby reducing the authorities' coercive powerand, consequently, their ability
to ensure effective compliance with the protection of the personal data of European residents”%1°, The
DE SAs add that “the Draft Decision does not ensure a consistent application of administrative fines’¢11,

9.1.3 Position of the LSA on the objections

The LSA considers none of the objections relating to the quantum of the proposed administrative fine
as relevant and reasoned®'2.

In relation to objections calling for an increase of the amount of the fine set out in the Draft Decision,
the LSA statesthat notwithstanding the variance between the views of the CSAs on the calculation of
the fine that the IE SA has “fully taken into account the criteria at Article 83(2) GDPR, and that the
proposed administrative fines meet the requirements of Article 83(1) GDPR, taking into account all the
circumstances of this matter and as set out Part 9 of the Draft Decision” 613, The IE SA also argues that
the IE SA considers “the proposal as to the fine to be meaningful in terms of both the financial
significance of it on any view, as well as the significant publicity that a fine in this region will
attract’” 614,

With reference to the objections relating to the mode of calculating the proposed administrative fine
(assessment of the Article 83(2) GDPR criteria), the LSA does not accept that these objections are
relevant®15, The LSA recalls that it has already examined in its Draft Decision whether the
infringements were intentional and whether Meta IE obtained a financial benefit as a result of the
infringements, questions to which it answered in the negative®®. Furthermore, the LSA takesthe view

606 NO SA Objection, p.12.

607 DE SAs Objection, p. 12; FRSA Objection, paragraph 47; 1T SAObjection, pp. 8-10; NLSA Objection
paragraph52;NO SAObjection, p.12.

608 DE SAs Objection, p. 12; FRSA Objection paragraph 47; T SAObjection, pp. 8-10 ; NLSA Objection
paragraph49 and 52; NO SAObjection, p. 12.

609 NO SA Objection, p.12.

610 FR SA Objection, paragraph. 48.

611 DESAs Objection, p.11.

612 Composite Response, paragraph120.

613 Composite Response, paragraph118.

614 Composite Response, paragraph119.

615 Composite Response, paragraph126.

616 Composite Response, paragraph 124. On this matter, the |E SArefers to respectively paragraphs 230-233
and 251-252 of the Draft Decision.
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that “it would be contraryto a literal interpretation of Article 83(2)(e) GDPR to take the decision made
by the IE SA in respect of WhatsApp Ireland Limited (i.e. IN-18-2-1) in the calculation of the fine for this
Draft Decision in circumstances where the infringements do not concern the same controller or
processor’’ 617,

9.14 Assessment of the EDPB

9.1.4.1 Assessment of whether the objections were relevant and reasoned

The objections raised by the DE, FR, IT, NL, and NO SAs concern ““whether the action envisaged in the
Draft Decision complies with the GDPR’’ 618,

The EDPB takes note of Meta IE’sview that not a single objection put forward by the CSAs meetsthe
threshold of Article 4(24) GDPR 619,

With specific regard to these objections on the determination of the administrative fine for the
transparency infringements, Meta |IE acknowledges that the objections as to whether envisaged
corrective measures comply with the GDPR fall within the scope of the dispute resolution
mechanism®29, however in their view, objections that solely object to the amount of a fine are outside
the scope of this mechanism®2, Meta IE argues that “the DPC, as the LSA, has the sole competence
and discretion to impose an administrative fine’’ 622, Moreover, Meta IE claims that the EDPB is not
competent todetermine whether the administrative fine is effective, proportionate, and dissuasive®23.
The EDPB does not share this reading of the GDPR, as explained above (see Section 8.4.2, paragraphs
277-279 of this Binding Decision) and considers that CSAs may object to the fine amount proposed by
an LSA in its draft decision®24,

617 Composite Response, paragraph 126.

618 EDPB Guidelines on RRO, paragraph32.

615 Meta |E Article 65 Submissions, Annex 1, p. 65.

620 Meta |E Article 65 Submissions, paragraph 8.5

621 Meta |E Article 65 Submissions, paragraph 9.2

622 Meta |E Article 65 Submissions, paragraph 9.2.

623 Meta |E Article 65 Submissions, paragraph 9.2. Meta |E argues that “The GDPR does not confer any poweron
the EDPB to considerobjections solely challenging the amount of a fine, andthe EDPB may not give instructions
as to whethera fine oughtto be imposed, or as to its amount”.

624 n this regard, Recital 150 GDPR can berecalled, as it states that the consistency mechanism may also be used
to promote a consistent application of administrative fines. Consequently, an objection can challenge the
elements relied uponto calculatetheamount of thefine, and ifthe assessment of the EDPB withinthis context
identifies shortcomings in the reasoning leading to theimposition of the fine at stake, the LSAwill be instructed
to re-assess thefineand remedy theidentified shortcomings (EDPB Guidelines on Art. 65(1)(a), para 91; EDPB
RRO Guidelines, paragraph 34). The EDPB foundseveral objections onthis subject matter admissible in the past,
see inter alia Binding Decision 1/2020, paragraphs 175-178 and 180-181, Binding Decision 1/2021, paragraphs
310-314, Binding Decision 1/2022 paragraphs 53-55, Binding Decision 2/2022, paragraphs 186-190.
Consequently, within its mission of ensuring a consistent application of the GDPR, the EDPB is fully competent
to resolve the dispute arisen among supervisory authorities and remedy the shortcomings in the Draft Decision
concerning the calculation of the amount of the fine, which willin any event be quantified andimposed by the
LSAinits national decisionadopted on the basis of the EDPB’s binding decision.
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The EDPB takes note of further arguments put forward by Meta IE, aiming to demonstrate the lack of
relevance of the objections raised by the DE, FR, IT, NL, and NO SAs®2>. Meta IE disagrees with the
content of these objections, which concerns its merits and not its admissibility.

The EDPB finds that the DE, FR, IT, NL, and NO SAs disagree with specific parts of the IE SA’s Draft
Decision, namely the assessment made by the LSA in Chapter 9 “’Administrative fine’’ and Chapter 10
“’Other relevant factors’ in setting the administrative fine applicable to the violations of transparency
identified®26. If followed, these objections would lead to a different conclusion in terms of corrective
measures imposed. In consequence, the EDPB considers the objections raised by the DE, FR, IT, NL,
and NO SAs to be relevant.

Meta IE further considers that the DE, FR, IT, NLand NO SAs’ objections have not created “reasonable
doubt” as to the validity of the LSA’s calculation of the fine and do not explain why the fine envisaged
in the Draft Decision is incompatible with Article 83 GDPR®27. Inthis respect, Meta IE claims that the
objections of the DE, FR, IT, NLand NO SAs are not sufficiently reasoned as they focus on hypothetical
“preventive effects” of the fine on other controllers in future proceedings®?8. In addition, Meta IE puts
forward that the comparison made by the DE, FR, and IT SAs in their objections with other fines
imposed in other cases is not relevant to the extent that fines should result in a case-by-case
assessment®2®, Meta IE also objects to the FR SA’s objection that the fine should be tied to the
turnover, considering that Meta IE’s turnover is only relevant for determining the maximum fine
amount under Articles83(4)-(6) GDPR and not the fine amount®3°. Finally, in response to the NO SA’s
objection, Meta IE argues that controller’s financial provisions for potential regulatory-related
expenses cannot be considered as a relevant factor under Article 83(2) GDPR®31, It follows from the
above arguments that Meta |E disagrees with the reasoning provided in these objections, which thus
concerns the merits and not the admissibility of the objection.

The EDPB finds that the DE, FR, IT, NL, and NO SAs argue why they propose amending the Draft
Decision and how this leads to a different conclusion in terms of administrative fine imposed, i.e. why
they propose to impose a higher fine for the transparency breaches®32.

625 Meta IEargues thatthese objections are “a direct criticism of the amount of the DPC’s proposed fine (i.e. an
area within the DPC’s sole discretion as LSA) ratherthan the lawfulness of the DPC’s reliance on the relevant
factors to calculate the fine (which would be the Draft Decision’s relevant legal and factual content to which
the [CSAs] could object)”’. Meta |E Article 65 Submissions, Annex 1, paragraphs 2.17-2.19,5.13,7.12,8.23,and
9.19.

626 DE SAs Objection, p. 10; FRSA Objection, paragraph 36;ITSAObjection, pp.7-9; NLSAObjection,
paragraph40 and 53; NO SAs’ Objection, pp.9-10.

627 Meta |E Article 65 Submissions, Annex 1, paragraphs 2.21,5.15,5.17-18,7.14,8.25,and 9.22. In this regard
Meta |E submits that “a fine proposed by the LSA is effective, proportionate, and dissuasive aslong as the criteria
laid down inArticle 83(2) GDPR are duly taken into account (which is clearly the case here). Indeed, the calculation
of fines is subjective, and there is significant variance amongst objecting CSAs as to what the appropriate fine
should be’.

628 Meta |E Article 65 Submissions, Annex 1, paragraphs 2.22,5.19,7.16,8.26,and9.23.

629 Meta |E Article 65 Submissions, Annex 1, paragraphs 2.23,5.18,and 7.17.

630 Meta |E Article 65 Submissions, Annex 1, paragraph 5.21.

631 Meta |E Article 65 Submissions, Annex 1, paragraph 9.26.

632 DE SAs Objection, p. 11-12; FR SA Objection, paragraphs 38,40,42,43,47;1TSAObjection, pp. 7-9; NL SA
Objection, paragraphs 44-45 and 47-50; NO SA Objection, pp. 11-12.
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In terms of risks, Meta IE claims the Draft Decision does not pose any risk, let alone a significant risk
to fundamental rights and arguesthe objections of the DE, FR, IT, NL, and NO SAs fail to demonstrate
the contrary, as required®33,

Inparticular, Meta IE considers that the DE, FR SA and IT SAs’ objections appear to focus on increasing
the “punitive impact” of the fine on Meta IE, instead of demonstrating any significant risks to the
fundamental rights of data subjects®34. Meta |E further claims that the NLand NO SAs’ objections does
not set out how the proposed fine would pose a direct and significant risk to fundamental rights and
freedoms®3>. In addition, Meta IE argues the DE, FR, IT, NL and NO SAs’ objections rest on
unsubstantiated possible effect the Draft Decision could have on future behaviour of other controllers,
without demonstrating how this Decision would lead to significant risks in the case at hand®3¢ .
Therefore, Meta IE claims that, in doing so, the assessment made by the DE, FR, IT and NL SAs is
incorrect as they do not consider the reputational costs generated by such a fine®37,

First, the EDPB notes that any risk assessment addresses future outcomes which are to some degree
uncertain, and finds thereis no basis in the GDPR to limit the notion of risks to the boundaries of the
particular case at hand. Article 4(24) GDPR refers to the risks posed to the "fundamental rights and
freedoms of data subjects" and “where applicable, the free flow of personal data within the Union”.
Both of these aspectsare phrased in a general way. The wording of this provision does not in any way
limit the demonstration of the risks to showing the risks posed to the data subjects affected by the
concrete processing carried out by the specific controller, in light of the objective of guaranteeing a
“’high level of protection in the EU for the rights and interests of the individuals’’ ©38. Therefore, the risks
posed by a draft decision to be demonstrated by a relevant and reasoned objection might also concern
data subjects whose personal data might be processed in the future, including by other controllers.

The EDPB also notes that the DE, FR, IT, NL, and NO SAs®3° considered both of the aspects that are
entailed by dissuasiveness of the fine, i.e. specific deterrence and general deterrence®4,

633 Meta |E Article 65 Submissions, Annex 1, paragraphs 2.24-2.27,5.22-5.25,7.18-7.21,8.28-8.32,and9.25-
9.27.

634 Meta |E Article 65 Submissions, Annex 1, paragraphs 2.24,5.22,and 7.18.

635 Meta |E Article 65 Submissions, Annex 1, paragraphs 8.28,and 9.25.

636 Meta |E Article 65 Submissions, Annex 1, paragraphs 2.25,5.23,7.19,8.30,and9.26.

637 Meta |E Article 65 Submissions, Annex 1, paragraphs 2.26,5.24,7.20, 8.31. Meta |E adds that,in any case, it
“does not considerthat fines such as the one proposed in the Draft Decision could encourage other companies
notto comply with the GDPR”.

638 Judgement of the Court of Justice of 6 November 2003, Lindqvist, Case C-101/01, ECLI:EU:C:2003 596,
(hereinafter ‘C-101/01 Lindqvist'), paragraph 95; Judgement of the Court of Justice of 16 December 2008, Heinz
Huber v Bundesrepublik Deutschland, C-524/06, ECLI:EU:C:2008:724, (hereinafter ‘C-524/06 Huber’), paragraph
50; Judgement of the Court of Justice of 24 November 2011, Asociacién Nacional de Establecimientos
Financieros de Crédito, C-468/10 and C-469/10, ECLI:EU:C:2011:777, paragraph 28.

639 DE SAs Objection, p. 12 (referring to the “undertaking in question”), FR SA Objection, paragraph 47 (referring
to “the controller”); IT SA Objection pp.8-9 (referring to “the controller”); NL SA Objection, paragraph 52
(referring to the risk in relation to “the illegal processing at hand”); NO SA Objection, p.12 (referring to
“incentives for Meta IE”).

640The CJEU has consistently heldthat a dissuasive fineis onethat has a genuine deterrent effect, encompassing
both specificdeterrence (discouraging the addressee of the fine from committing the same i nfringement again)
and general deterrence (discouraging others from committing the sameinfringementin the future). See, inter
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The EDPB finds that the DE, FR, IT, NL, and NO SAs articulate an adverse effect on the rights and
freedoms of data subjects if the Draft Decisionis left unchanged, by referring toa failure to guarantee
a high level of protection in the EU for the rightsand interests of the individuals®4!.

Therefore, the EDPB considers the DE, FR, IT, NL, and NO SAs objections to be reasoned.

9.1.4.1 9.1.4.2. Assessment on the merits

In accordance with Article 65(1)(a) GDPR, the EDPB shall take a binding decision concerning all the
matters which are the subject of the relevant and reasoned objections, in particular whether the
envisaged action in relation to the controller complies with the GDPR.

The EDPB recalls that the consistency mechanism may also be used to promote a consistent
application of administrative fines®42. A fine should be effective, proportionate and dissuasive, as
required by Article 83(1) GDPR, taking account of the facts of the case®43. In addition, when deciding
on the amount of the fine, the LSA shall take into consideration the criteria listed in Article 83(2) GDPR.

The EDPB responds to Meta IE’s argument that the LSA has sole discretion to determine the
appropriate corrective measures in the event of a finding of infringement above (see Section 8.4.2,
paragraphs277 -279 as well as footnote 624).

The finding in the Draft Decision of a transparency infringement for the processing concerned still
stands. The EDPB recalls that, on substance, no objections were raised on this finding. Meta IE
infringed its general transparency obligations by being unclear on the link between the purposes of
processing, the lawful bases of processing and the processing operations involved®4, irrespective of
the validity of the legal basis relied on for the ‘processing concerned’. It remains the case that, for the
transparency infringements, ‘“the processing concerned’’ should be understood as meaning all of the
processing operations that Meta IE carries out on the personal data under its controllership for which
Meta |E indicated it relied on Article 6(1)(b) GDPR®4°, including for the purposes of behavioural
advertising. This is without prejudice to the fact that Meta IE inappropriately relied on Article 6(1)(b)
GDPR as a legal basis to process personal data for the purpose of behavioural advertising as part of
the delivery of its Instagram service under the Terms of Use. Whether or not Meta IE appropriately
chose its legal basis for processing, the transparency infringement as assessed in the Draft Decision
still stands. Therefore, the |IE SA must not modify this description retro-actively in light of the
assessment of the validity of the legal basis, including for the purpose of carrying out any reassessment
of the administrative fines originally proposed by the Draft Decision, as might be required by this
Binding Decision.

alia, Judgement of the Court of Justice of 13 June 2013, Versalis Spa v European Commission, C-511/11 P,
ECLI:EU:C:2013:386, (hereinafter ‘C-511/11, Versalis’), paragraph 94.

641 DESAs Objection, p. 12, FRSA Objection, paragraphs 47-48; 1T SA Objection, pp.8-9; NLSA Objection,
paragraph52;NO SAObjection, p.12.Seealso EDPB Guidelines on RRO, paragraph 37.

642 Recital 150 GDPR. EDPB Guidelines on RRO, paragraph 34; EDPB Guidelines on Administrative fines p. 7
(“When the relevant and reasoned objection raises the issue of the compliance of the corrective measure with
the GDPR, the decision of EDPB will also discuss how the principles of effectiveness, proportionality and
deterrence are observed in the administrative fine proposed in the draft decision of the competent supervisory
authority”).

643 EDPB Guidelines on Administrative fines, p. 7; EDPB Guidelines on calculation of fines, paragraphs 132-134.
644 Draft Decision, paragraph 189.

645 Draft Decision, paragraph 210.
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Inlight of the objections found relevant and reasoned, the EDPB addresses whether the Draft Decision
proposes a fine for the transparencyinfringements thatis in accordance with the criteria established
by Article 83(2) GDPR and the criteria provided for by Article 83(1) GDPR. In doing this, the EDPB will
first assess the disputes arisen in respect of the analysis of specific criteria under Article 83(2) GDPR
performed by the LSA, and then examine whether the proposed fine meets the requirements of
effectiveness, dissuasiveness and proportionality set in Article 83(1) GDPR, including by affording
adequate weight to the relevant factorsand to the circumstances of the case.

On any relevant previous infringements by the controller or processor (Article 83(2)(e) GDPR)

Article 83(2)(e) GDPR requires supervisory authorities to give due regard to any previous relevant
infringement of the GDPR by the controller or processor as one of the circumstancesthat justifies an
increase in the basic amount of the fine. As similar reference canbe found in Recital 148 GDPR.

For the purposes of Article 83(2)(e) GDPR, both previous infringements of the same subject matter
and infringements of a different subject matter but committed in a manner similar to that under
investigation, should be considered as relevant. Furthermore, the EDPB recalls that the scope of
assessment of infringements may include not only previous decisions by the investigating supervisory
authority, but also infringements found by other authorities, provided that they are relevant to the
case under investigation 46,

The EDPB first notes that, contrary to Meta IE’s views®47, substantial similarities exist in the
infringements found by the LSA in its draft decision and in its decision IN-18-12-2 in relation to
WhatsApp Ireland Limited and in which breach of GDPR obligations were established. As rightly
pointed out by the IT SA, the LSA indeed considered in both decisions that the controller had not
provided transparent information on the legal basis and purposes of the processing operations or sets
of processing operations carried out, thereby infringing Article 5(1)(a), Article 12(1) and Article 13(1)(c)
GDPR®48,

The IT SA contends that, tothe extent that Meta |IE and WhatsApp Ireland Limited are part of the same
corporate group, the previous decision concerning WhatsApp Ireland Limited “sets a key precedent in
assessing a controller’s repetitive conduct”, as “not only did the controller in question clearly stick to
the same business model in offering its different social networking services, it also did not change its
assessment as to how to manage users’ data with particular regard to its information and
transparency obligations”%4°. The |E SA disagrees with this objection, considering that Article 83(2)(e)

646 EDPB Guidelines on Administrative Fines, paragraph 93.

647 Meta | E Article 65 Submissions, paragraph 10.3. Accordingto Meta IE’s the DPC Final Decision|N-18-12-2

against WhatsAppIreland Limited concerns “whollyseparate proceeding involving wholly separate allegations

and claims”.

648 DPC Final DecisionIN-18-12-2 concerning WhatsApp Ireland Limited, 20 August 2021, paragraphs 496, 591

and 595, availableat: https://edpb.europa.eu/system/files/2021-09/dpc final decision redacted for issue
to edpb 01-09-21 en.pdf;DraftDecision,p.71.

649 |ITSA Objection, p.9.
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GDPR cannot apply in the circumstances of this case insofar as its decision against WhatsApp Ireland
Limited was addressed to a different controller®°,

In this respect, the EDPB notes that Meta |E and WhatsApp Ireland Limited are both subsidiaries of
Meta Platforms, Inc.®°1. Nonetheless, the EDPB recalls that the GDPR draws a distinction betweenon
the one hand the “controller” or “processor” ®>2, which are responsible for complying with the rules of
the GDPR, and on the other hand the “undertaking” ¢33 to which the controller or processor is part of,
and that may be found jointly and severally liable for the payment of the fine®%4. Inthis context, Article
83(2)(e) GDPR explicitly refers tothe need to consider previous relevant infringements committed ’by
the controller or processor’’ (emphasis added).

Therefore, the EDPB considers that the Final Decision does not need to refer to the infringements by
WhatsApp Ireland Limited, as established in Decision IN-18-12-2, asan aggravating factor under Article
83(2)(e) GDPR for the calculation of the fine.

The effectiveness, proportionality and dissuasiveness of the administrative fine (Article 83(1) GDPR)

With regard to effectiveness of the fines, the EDPB recallsthat the objective pursued by the corrective
measure chosen can be to re-establish compliance with the rules, or to punish unlawful behaviour, or
both®>>. In addition, the EDPB notes that the CIEU has consistently held that a dissuasive penalty is
one that has a genuine deterrent effect. In that respect, a distinction can be made between general
deterrence (discouraging others from committing the same infringement in the future) and specific
deterrence (discouraging the addressee of the fine from committing the same infringement again)®>6.
Therefore, in order to ensure deterrence, the fine must be set at a level that discourages both the
controller or processor concerned as well as other controllers or processors carrying out similar
processing operations from repeating the same or a similar unlawful conduct. Proportionality of the
fine needs also to be ensured as the measure must not go beyond what is necessary to attain that
objective®>7. In this respect, the EDPB disagrees with Meta IE’s views that there is no basis to conclude
that the amount of the fine must have a general preventive effect®°8,

650 Composite Response, paragraph125. According to the |E SA, this stems directly from the wording of Article
83(2)(e) GDPR, which “expressly states that only relevant previous infringements by the same controller or
processor must be taken into consideration”.

651 DPCFinal DecisionIN-18-12-1 concerning WhatsApp Ireland Limited, 20 August 2021, paragraph 872; Draft
Decision, paragraphs 5 and288.

652 See Art. 4(7)-(8) GDPR.

653 Accordingto Recital 150, “where administrative fines are imposed on an undertaking, an undertaking should
be understoodto be anundertaking in accordance with Articles 101 and 102 TFEU for those purposes”. According
to settled case-law of the CJEU, the term ‘undertaking’ “encompasses every entity engaged in an economic
activity, regardless of the legal status of the entity and the wayin which itis financed” (see, in this regard, EDPB
Binding Decision 1/2021, paragraph292).

654 EDPB Binding Decision 1/2021, paragraph 290.

655 EDPB Guidelines on Administrative Fines, p. 6.

656 See, inter alia, C-511/11, Versalis, paragraph94.

657 See Judgement of the General Court of 14 October2021, MTv Landespolizeidirektion Steiermark, C-231/20,
, ECLI:EU:C:2021:845, paragraph45 (“the severity of the penalties imposed must [...] be commensurate with the
seriousness of the infringements for which they are imposed, in particular by ensuring a genuinely deterrent
effect, while not going beyond what is necessary to attain that objective”).

658 Meta |E Article 65 Submissions, Annex 1, paragraphs, 2.22,5.16,7.16,8.30and9.23.
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The EDPB reiterates that it is incumbent upon the supervisory authorities to verify whether the
amount of the envisaged fines meets the requirements of effectiveness, proportionality and
dissuasiveness, or whether further adjustments tothe amount are necessary, considering the entirety
of the fine imposed and all the circumstances of the case, including e.g. the accumulation of multiple
infringements, increases and decreases for aggravating and mitigating circumstances and
financial/socio-economic circumstances®5®. Further, the EDPB recalls that the setting of a fine is not
an arithmetically precise exercise®%?, and supervisory authorities have a certain margin of discretion
in this respect 61,

The DE, FR, IT, NL, and NO SAs , object to the level of the fine envisaged in the Draft Decision as they
consider the proposed fine not effective, proportionate and dissuasive (Article 83(1) GDPR)®62,

These CSAs argue that the elements of Article 83(2) GDPR are not weighed correctly by the LSA when
calculating the administrative fines in the present case, in light of the requirements of Article 83(1)
GDPR®%3, Specifically, the DE, FR, IT, NLand NO SAs argue that the fine envisaged in the Draft Decision
is not proportionate with |[E SA’sfindings in relationtothe nature and seriousness of the infringements
and the number of data subjects concerned®6,

In addition, these CSAs argue that the fine is not effective, proportionate and dissuasive taking into
account the financial position of Meta Platform, Inc. 5,

The EDPB takes note of Meta IE’sdisagreement with the fine proposed by the |E SA®66 and their view
that the LSA already considers all factors it considered to be relevant to Article 83(2) GDPR and that
“’none of the CSAs have created any reasonable doubt as to the validity of the DPC’s calculation’’ 67,

The EDPB notes that in the Draft Decision the IE SA indicates being satisfied the proposed fines are
effective, proportionate and dissuasive, taking into account all the circumstances of the IE SA’s
inquiry®8, The |E SA assessed the different criteria of Article 83(2) GDPR inrelationtothe transparency

659 EDPB Guidelines on calculation of fines, paragraph 132, and EDPB Guidelines on Administrative Fines, p. 6,
specifying that”“administrative fines should adequately respond to the nature, gravity and consequences of the
breach, and supervisory authorities must assess all the facts of the case in a manner that is consistent and
objectively justified”.

660 See Judgement of the General Court of 22 September 2021, Altice Europe NV v Commission, T 425/18,
ECLI:EU:T:2021:607, paragraph362; Judgement of the General Court of 5 October 2011, Romana Tabacchi v
Commission, Case T-11/06, ECLI:EU:T:2011:560, paragraph266.

661 See, inter alia, judgement of the General Court of 16 June 2011, Caffaro Srl v Commission, T-192/06,
ECLI:EU:T:2011:278, paragraph38.See also EDPBGuidelines on calculation of fines, p. 2.

662DE SAs Objection, pp. 10-12; FR SAObjection, paragraphs 36-48; 1T SAObjection pp.7-10; NL SA Objection,
paragraphs 39-53; NO SA Objection, pp.9-13;

663 DE SAs Objection, p.11; FRSAObjection, paragraph47;1TSA Objection pp. 7-8 ; NLSA Objection, paragraph
50; NO SA Objection, pp.11-12

664 DE SAs Objection, p. 11; FR SA Objection, paragraph 38; ITSAObjection, p. 8 ; NLSA Objection, paragraph 42
and 48; NO SAObjection, p.12.

665 DE SAs Objection, p. 11 ; FR SA Objection, paragraph 38-40; IT SA Objection, pp. 8 ; NLSA Objection, paragraph
48-49; NO SA Objection, pp.11-12.

666 Meta |E Article 65 Submissions, paragraph 9.1.

667 Meta | E Article 65 Submissions, paragraph 9.3.

668 Draft Decision, paragraphs 255 - 258.
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infringements found®°. The IE SA considered the infringements as serious in nature®’°, and in terms
of gravity of the infringements found a significant level of non-compliance®’!. Furthermore, the EDPB
underlines that, as established by the IE SA, the infringements affect a significant number of data
subjects®’? and are extensive®’3. The EDPB also observes that the IE SA considered the negligent
character of the infringement®74, as well as the high level of responsibility of Meta IE for the lack of
compliance with the GDPR®75> as aggravating factors under Article 83(2) GDPR. Further, the IE SA
gualified the level of damage suffered by data subjects as significant®7¢. In addition, the |E SA identified
only one mitigating factor, without indicating, however, whether this should lead to a slight or
substantial reduction of the fine range®77.

Meta |IE arguesthat reputation costs should also be takeninto consideration, citing the IE SA’s remark
on “the significant publicity that a fine in this region will attract”®78. On principle, the EDPB agrees
that reputation costs could be taken into consideration to some extent, if credible argumentsare put
forward about the grave detriment that would ensue. Meta |E does not present such arguments®’°,
The EDPB is of the view that in this case other incentives would offset any reputational costs. As far as
advertisers are concerned, Meta IE puts forward that “The personalised nature of the Instagram
Service is also the reason why it has been instrumental in the success of small and medium sized
businesses (“SMBs”) worldwide, including across the EU. Personalisation on social media and other
digital technologies, including the Instagram Service, enables SMBs to compete for customers through
“customizing [sic] products and services, [...] building a unique brand image, tailoring marketing to a
specific audience and developing a strong one-to-one connection with a community of customers” 680,
As far as users of the Instagram service are concerned, there are network effects at play which leads
to incentives to join - or not leave - the platform, so as not to be excluded from participating in
discussions, corresponding with and receiving information from others®8?,

According to the DE, FR, and IT SAs, the proposed fine is not consistent with the fine of 225 million
euros decided upon by the |[E SAin itsdecision dated 20 August 2021 against WhatsApp Ireland Limited

669 Draft Decision, paragraphs 209 - 252.

670 Draft Decision, paragraphs 212 -215and 253.

671 Draft Decision, paragraphs 216 -217and 253.

672 Draft Decision, paragraphs 223 -225and 253.

673 Draft Decision, paragraph 221.

674 Draft Decision, paragraphs 230-233and 253.

675 Draft Decision, paragraph 240. The |E SA considers that “Meta Ireland should have been aware of the
appropriate standards— albeit at a general level — and, having made a deliberate decision to present the
information in a manner which fell significant below the standard required, has a high degree of responsibility
forthe lack of compliance with the GDPR”.

76 The | E SA finds it sufficiently shownthat “rights have been damaged in a significant manner, given the lack of
an opportunityto exercise data subject rights while being fullyinformed”, Draft Decision, paragraph 229

677 Draft Decision, paragraphs 234 - 236.

678 Composite Response, paragraph 119. See Meta IE Article 65 Submissions, Annex 1, paragraphs 2.26, 5.24,
7.20,8.31.

679 Meta |E states that “even if Meta Ireland or other companies could ever consider that multi-million fines are
negligible from a financial point of view (a statement that is unsubstantiated and disputed), such companies
would obviously be concerned by the reputational cost of such fines.” Meta IE Article 65 Submissions, Annex 1,
paragraphs2.26,5.24,7.20,and 8.31.

680 Meta |E Article 65 Submissions, paragraph 6.23.

681 NO SA Objection, p. 5. Inthe same vein, the FR SA describes Meta IE’s position as quasi-monopolist (FR SA
Objection, paragraph 38).
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for the same transparency infringements (breaches of Articles 12 and 13 GDPR)®%32. In particular, the
DE SAs point out that “‘the facts and the seriousness of the infringements in the two cases are no
sufficiently different to justify a difference of 85% in the fine imposed’’¢83. The FR and IT SAs also
compare with the fine of 746 million euros decided by the LU SA in its decision of 15 July 2021 against
the company Amazon Europe Core for carrying out behavioural advertising without a valid legal basis
and for transparency infringements (Articles 6, 12 and 13 GDPR)®%84, While the EDPB agrees with both
the IE SA and Meta IE that imposing fines requires a case-by-case assessment under Article 83 GDPR®25,
the EDPB notes that the cases cited by the DE, FR and IT SAs do show marked similarities with the
current case, as they both refer to large internet platforms run by data controllers with multi-national
operations and significant resources available to them, including large, in-house, compliance teams.
Moreover, there are similarities with regards to the nature and gravity of the infringements
involved®8®. Thus, these cases cangive an indication on the matter.

The DE, FR, ITand NO SAs calculate that the envisaged upper limit of the fine range is about 0.03 %°%87
of the global annual turnover of Meta Platforms, Inc., which the DE SAs note is about 0.72% of the
maximum ceiling provided for in Article 83(5) GDPR®88. For illustrative purposes also, is the amount
of time it would take Meta Platforms, Inc. onaverage togenerate 23 million euros in turnover in 2020,
which was about 2 hours and 33 minutes®8°,

The EDPB agrees with the objections raised that - if the proposed fine was to be imposed for the
transparency infringements - there would be no sufficient special preventive effect towards the
controller, nor a credible general preventive effect®°. The proposed fine amount, even where a final
amount at the upper limit of the range would be chosen, is not effective, proportionate and dissuasive,
in the sense that this amount can simply be absorbed by the undertaking as an acceptable cost of
doing business®?. As behavioural advertising is at the core of Meta IE’s business model®°2, the risk of
this occurring is all the greater®°3. By bearing the cost of the administrative fine, the undertaking can
avoid bearing the cost of adjusting their business model to one that is compliant as well as any future
losses that would follow from the adjustment.

682 DE SA Objection, p.11-12; FR SA Objection, paragraph42 ;ITSAObjection, p.8. The IESA’s decision in this
case(caselIN-18-12-2)is under appeal beforethelrishcourts.

683 DE SA Objection, p.12.

684 FR SA Objection, paragraph 43;1TSAObjection p.8.

685 Draft Decision, paragraph 219-220 ; Meta |E Article 65 Submissions, pargraphs 2.23,5.18,7.17.

5% |n this regard, the DE SA points outthatin both decisions the |E SA stated that the provisionsinfringed “go
to the heart of the general principle of transparency andthe fundamental right of the individual to protection of
his/her personal data which stems from the free will and autonomy of the individual to share his/her personal
data”. DESA Objection, p.11.

687 DE SA Objection, p.11; FR SAObjection, paragraph 40 ; ITSAObjection, p. 8 ; NO SA Objection, p. 12.

688 DE SA Objection, p.11.

689 Based on thetotal annual turnover of 2020 being EUR 79 billion calculated by the NLSAin its objection (NL
SA Objection, paragraph 49) on the basis of the turnover of Meta Platforms, Inc. referred to in the Draft
Decision (86 billiondollars). Thus, a fine of EUR 23 millionwould have taken2h33 to generate.

6%0 DE SA Objection, p.12; ITSAObjection, pp.8-9 ; NO SAObjection, p.12 ; FRSA Objection, paragraph 47.
691 NO SA Objection, p.11.

692 Draft Decision, paragraphs 102,221,227 and 251.

693 NO SA Objection, pp. 11-12.
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Though the IE SA touches upon the notions of effectiveness, proportionality and dissuasiveness in
relation to the proposed fine®%4, there is no justification based on elements specific to the case to
explain the modest fine range chosen. Moreover, the EDPB notes that while the IE SA takes into
consideration the turnover of the undertaking to ensure that the fine it proposed does not exceedthe
maximum amount of the fine provided for in Article 83(5) GDPR®°>, the IE SA does not articulate how
and to what extent the turnover of this undertaking is considered to ascertainthat the administrative
fine meets the requirement of effectiveness, proportionality and dissuasiveness®2®. In this regardthe
EDPB recalls that, contrary to Meta IE’s views®?7, the turnover of the undertaking concerned is not
exclusively relevant for the determination of the maximum fine amount in accordance with Article
83(4)-(6) GDPR, but should also be considered for the calculation of the fine itself, where appropriate,
to ensure the fine is effective, proportionate and dissuasive in accordance with Article 83(1) GDPR®°8,
The EDPB therefore instructs the IE SA to modify its Draft Decision to elaborate on the manner in
which the turnover of the undertaking concerned has been taken into account for the calculation of
the fine.

In light of the above, the EDPB considers that the proposed fine does not adequately reflect the
seriousness and severity of the infringements nor has a dissuasive effect on Meta IE. Therefore, the
fine does not fulfil the requirement of being effective, proportionate and dissuasive in accordance
with Article 83(1) and (2) GDPR. In light of this, the EDPB directs the IE SA to set out a significantly
higher fine amount for the transparency infringements identified, in comparison with the upper limit
for the administrative fine envisaged in the Draft Decision. In doing so, the IE SA must remain in line
with the criteria of effectiveness, proportionality, and dissuasiveness enshrined in Article 83(1) GDPR
in its overall reassessment of the amount of the administrative fine.

9.2 On the determination of an administrative fine for further infringements

9.2.1 Analysis bythe LSA in the Draft Decision

The IE SA in the Draft Decision concludes that Meta IE has not sought to rely on consent in order to
process personal data todeliver its service as outlined in the Instagram Terms of Use and is not legally
obliged to rely on consent in order to do so (Finding 1)8°°. Alongside, the |IE SA concludes that Meta IE
can rely on Article 6(1)(b) GDPR as a legal basis to carry out the personal data processing activities
involved in the provision of its service to users, including behavioural advertising insofar as that forms
a core part of the service (Finding 2)7%, In these terms, the IE SA did not propose to establish an
infringement of Article 6(1) GDPR.

6%4Draft Decision, paragraphs 255 - 258.

695 Draft Decision, paragraph 295.

6% EDPB Guidelines on calculation of fines, paragraph 120.

697Meta IE Article 65 Submissions, paragraphs 9.8-9.10. In addition, Meta |E’s argument that “[turnover] is not a
relevant consideration when determining the amount of the fine under Article 83(2) GDPR” is not within the
scope of thedispute as no CSAs raised anobjection on the consideration of turnover under this provision (Meta
IE Article 65 Submissions, paragraphs 9.5-9.8).

638 EDPB Binding Decision 1/2021, paragraphs 405-412.

699 Draft Decision, p.23.

700 Draft Decision, paragraphs 111-115andp. 40.
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In addition, no infringement of Article 9(1) GDPR has been found as the IE SA has not identified and
separatelyassessed any processing of special categories of personal data by Meta IE in the context of
Instagram Terms of Use.

The IE SA in its Draft Decision concludes that Meta IE has infringed Article 5(1)(a), Article 13(1)(c) and
Article 12(1) GDPR due tothe lack of transparencyinrelation to the processing for which Article 6(1)(b)
GDPR has been relied on (Finding 3)7°1.

9.2.2 Summary of the objections raised by the CSAs

The AT, DE, FR, IT, NO, and SE SAs7%2 object to the LSA’s failure to take action with respect to one or
more specific infringements they deem should have been found and ask the |IE SA to impose a higher
administrative fine as a result ofthese additional infringements.

Objections requesting the imposition of a fine for the additional infringement of Article 6(1) GDPR or
Article 6(1)(b) GDPR

The DE and FR SAs ask for the administrative fine tobe increased’?3 asa consequence of the proposed
finding of an infringement of Article 6(1) GDPR7%. The AT, NO and SE SAs argue that the fine should
be increased following the finding of an infringement of Article 6(1)(b) GDPR795,

The DE SAs state that the fact that Article 6(1) GDPR was infringed is not properly reflected in the
calculation of the fine in the Draft Decision’°. The DE SAs argue that in the current case the processing
of personal data was performed without a legal basis as consent of the data subjects would be
required, which was not given, and that the “Draft Decision is insofar not in compliance with Article 83
GDPR as it does not consider the additional infringement of Articles 5(1)(a), Art. 6(1), 9(1) when
calculating the amount of the administrative fine”7°7. The DE SAs state that it is a highly serious
infringement under Article 83(2)(a) GDPR considering that personal data of at least _
individuals were affected’®. The DE SAs also highlight that the fine imposed needs to aim to prevent
further infringements of the GDPR; first, it should have “special preventive” effects, meaning that the
amount imposed needs to be such that “it is not to be expected that the specific controller will commit
similar infringements again” by having “such a noticeable impact on the profits of the undertaking that
future infringements of data protection law would not be “discounted’ into the processing performed

701 Draft Decision, p.71.

702 AT SAObjection, pp.11-12; DE SAs Objection, p. 10 and 12; FR SAObjection, pp.9-10.; NO SA Objection, pp.
9-13;SESAObjection, pp. 4-5.

703 FR SA Objection, paragraph 44; DE SAs Objection, p. 10.

704 DE SAs Objection, pp. 1-6andpp.9-10; FR SAObjection, paragraphs 5-14,33and52;

705 AT SA Objection, pp.11-12 ; NO SAObjection, pp. 10-11; SE SA Objection, pp. 4-5.

In addition, also the DE (DE SAs objection, p. 10), FI and NO (NO SA objection, p. 9) SAs (FI SA Objection,
paragraph26)arguethatan administrative fine should beimposed fortheinfringement of Article 6(1)(b) GDPR;
however, this aspect of the objection raised by the DE, FI and NO SAs was deemed to be not relevant and
reasoned by the EDPBin paragraph85 above.

706 DE SAs Objection, p.10.

707 DE SAs Objection, p. 10.

708 DE SAs Objection, p. 10.

96
Adopted



373.

374.

375.

376.

by the undertaking lightly”; secondly, it should have “general preventive” effects by leading other
controllers to “make a significant effort to avoid similar violations” 7°°.

The FR SA considers that some violations are wrongly not included in the Draft Decision”1% and argues
that “since it considers that breach of Articles 6 has been committed, which is added to the other
breaches found by the Irish data protection authority, the amount proposed by the latter should be
accordingly increased” 711. The FR SArecalls that the same approach of cumulating the amounts of the
fine has been adopted by the EDPB in points 324 to 327 of its Binding Decision 1/2021712,

On risks posed by the Draft Decision, the DE SAs explain that the shortcoming of the Draft Decision
would cause significant risks for the fundamental rights and freedoms of the data subjects, “because
an effective enforcement of the GDPR, which is the precondition for the protection of the fundamental
rights and freedoms of the data subjects, cannot be ensured’’7'3. The DE SAs also point out that
administrative fines shall in each individual case be effective, proportionate and dissuasive and both
special and general preventive since these two “concepts aim to protect the fundamental rights and
freedom of the data subjects by preventing further infringements of the GDPR” 714, Moreover, the DE
SAs raise that “the non-compliance with one of the central provisions of the GDPR would not have any
negative financial impact on the undertaking and therefore, from an economical point of a view could
be a reasonable option for controllers’’71>. The FR SA considers that adopting the IE SA's Draft Decision
as it stands “presentsarisk to the fundamental rights and freedoms of the data subjects, in accordance
with Article 4(24) of the GDPR”71® and “would lead to a levelling down of the level of administrative
fines imposed by European data protection authorities, thereby reducing the authorities' coercive
power and, consequently, their ability to ensure effective compliance with the protection of the
personal data of European residents” 717,

%k %k k

The AT, NO and SE SAs, which considered that the IE SA should have found an infringement of Article
6(1)(b) GDPR718, ask for the administrative fine to be increased asa consequence of that infringement.

The AT SA argues that “the additional infringement [of Article 6(1)(b) GDPR] is not properly reflected
in the envisaged amount of the administrative fine” and that the IE SA’s Draft Decision is not in
compliance with Article 83 GDPR insofar as it does not consider the additional infringement of Article
6(1)(b) GDPR when calculating the amount of the administrative fine71°.

709 DE SAs Objection, p. 10.

710 FR SA Objection, paragraph 44.
711 FR SA Objection, paragraph 44.
712 FR SA Objection, paragraph 44.
713 DESAs Objection, p.12.

714 DE SAs Objection, p.10.

715 DE SAs Objection, p.12.

716 FR SA Objection, paragraph 47.
77 FR SA Objection, paragraph 48.
718 AT SA Objection, pp. 1-7; NO SAObjection, pp.10-11; SESA Objection, pp. 2-3.
719 AT SA Objection, p.11.
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The NO SA states that an administrative fine should be imposed for Meta IE’s processing of personal
data in the context of online behavioural advertising without a valid legal basis?2°. The NO SA analyses
several of the criteria listed in Article 83(2) GDPR in order to prove the need of the imposition of an
administrative fine721. Specifically, the NO SA argues that an administrative fine of a substantial
amount is needed, in light of the nature and gravity of the infringement (given that “the principle of
lawfulness [...] is a fundamental pillar of the GDPR” and “processing personal data without a legal
basis is a clear violation of the data subjects’ fundamental right to data protection because no one
should have to tolerate processing of their personal data save for when it is legitimised by the
legislators”722), as well as the scope of the processing (“wide”, as ““all data subject activity may
potentially be used for OBA purposes”), the number of data subjects affectedin the EEA (“hundreds of
millions”) and the intangible damage suffered by them (Article 83(2)(a) GDPR), the high level of
responsibility of Meta IE (Article 83(2)(d) GDPR), the categories of personal datainvolved (“of a very
personal and private nature”, able to “reveal intimate details of the data subjects’ lifestyle, mindset,
preferences, psychological wellbeing et cetera”) (Article 83(2)(g) GDPR) and an additional aggravating
factor (high likelihood of contribution to development of “’targeting algorithms which may be harmful
on an individual and societal level”’, Article 83(2)(k) GDPR)723,

The SE SA argues that “the Draft Decision is not in compliance with Article 83 insofar as the additional
infringement of Article 6(1)(b) is not considered in calculating the administrative fine” and that “an
administrative fine pursuant to Article 83 GDPR cannot be regarded as ‘effective, proportionate and
dissuasive’ when the provision that the processing is based on, namely Article 6(1)(b) GDPR, was
infringed and when this infringement is not properly reflected in the envisaged amount of the
administrative fine” 724, The SE SA takes the view that that the intentional character of the infringement
(Article 83(2)(b) GDPR) and the financial benefits gained from the infringement (Article 83(2)(k) GDPR)
must be found as aggravating factors’?>. As to intentionality, the SE SA argues that the switch from
consent to Article 6(1)(b) GDPR in 2018 suggeststhis act was done with the intention of circumventing
the new rights afforded to users by the GDPR when the processing relies upon consent, and that in
any way the infringement needs to be considered as intentional at least as of the moment of adoption
of the EDPB Guidelines on Article 6(1)(b) GDPR which “clearly gives doubt to the legality of the
processing” 728, Asto the financial benefits gained, the SE SA argues “Meta Ireland has made significant
financial gain from being able to provide personal advertisement as part of a whole take it or leave it
offer for its social media platform service” and that due to the unclear information provided to data
subjects it can be reasonably assumed that more data subjects have been misled into being subject to
the processing”27. Lastly, the SE SA considers it would be appropriate to take into account Meta IE's
turnover for the calculation of the fine in order to make it effective and dissuasive 722,

720 NO SA Objection, p. 10.

721 NO SA Objection, p. 10-11.

722 The NO SA also highlights that “[behavioural advertising] entails profiling, which inherently constitutes risks
forthe data subjects’ integrity”.

723 NO SA Objection, p. 10-11.

724 SE SA Objection, p. 4.

725 SESA Objection, p. 4.

726 SE SA Objection, p. 4.

727 SE SA Objection, p. 4.

728 SE SA Objection, p.4-5.
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On risks posed by the Draft Decision, the AT SA arguesthat “should the Draft Decision be approved in
its current version, the risks for the fundamental rights and freedoms of data subjects lie in the fact
that the action envisaged in relation to the controller is likely to fall short of the proportionality and —
above all - dissuasiveness requirements set forth in Article 83 GDPR"” and that “ignoring infringements
of the GDPR when calculating fines would lead to lesser compliance with the GDPR and ultimately to
lesser protection of data subjects in relation to the processing of personal data” 72°. The NO SA explains
that not imposing a fine for the lack of legal basis createsthe risk that the violated provisions are not
respected by Meta IE or other controllers and the LSA would not be able to effectively safeguardthe
data subjects’ rights, and that “in absence of corrective measures that create the appropriate
incentives for [Meta |IE] and other controllersto change their behaviour, the same or similar violations
are likely to reoccur to the detriment of the complainant and other data subjects” 730. The SE SA argues
the infringement of Article 6(1)(b) GDPR “is not properly reflected in the envisaged amount of the
administrative fine, it shows controllers (Meta Ireland included) that enforcement of the GDPR and its
provisions is not effective. This threatens compliance with the GDPR on a general level, seeing as how
non-compliance could be a viable option for controllers when the costs for compliance are greater.
Given the proposed changed findings regarding legal basis, there are significant risks to the
fundamental rights of data subjects if these does not also merits a substantive increase in fines to
dissuade Meta Ireland and other controllers” 3.

Objections requesting the imposition of a fine for the additional infringement of Article 9 GDPR

The DE and FR SAs argue that, as the IE SA should have identified and separately assessed any
processing of special categories of personal data under Article 9 GDPR in the context of the Instagram
Terms of Use and that Meta IE processes the entire amount of data it holds, including special
categoriesof data in breach of Articles 6 and 9 GDPR732, the amount of the fine should be increased
accordingly?33,

The DE SAs state that “the infringement of Article 5(1)(a), Article 6(1) and Article 9(1) GDPR [...] also
entails an administrative measure and a fine according to Art. 83(2)(5) GDPR” 734, and argue that these
infringements are “serious”73%. The FR SA considers that a breach of Article 9 GDPR is wrongly not
included in the Draft Decision73¢ and that the amount of the fine proposed by the LSA should be
increased in light of the addition of such infringements to those already established”3?. The FR SA
recalls that the same approach of cumulating the amounts of the fine has been adopted by the EDPB
in points 324 to 327 of the Binding Decision 1/2021738,

On risks posed by the Draft Decision, the DE SAs explain that the shortcoming of the Draft Decision
would cause significant risks for the fundamental rights and freedoms of the data subjects, “because
an effective enforcement ofthe GDPR, which isthe precondition for the protection of the fundamental

723 AT SA Objection, p.12.

730 NO SA Objection, p.12.

731 SE SA Objection, p. 5.

732 See Section 5.2., paragraphs 150-155.

733 DE SAs Objection, pp. 7-8; FR SA Objection, paragraph 30.
734 DE SAs Objection, p.10.

735 DE SAs Objection, p.10.

736 FR SA Objection, paragraph 44.

737 FR SA Objection, paragraph 44.

738 FR SA Objection, paragraph 44.
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rights and freedoms of the data subjects, cannot be ensured’’73°. The DE SAs also point out that
administrative fines shall in each individual case be effective, proportionate and dissuasive and both
special and general preventive since these two “concepts aim to protect the fundamental rights and
freedom of the data subjects by preventing further infringements of the GDPR”74°, Moreover, the DE
SA raises that “the non-compliance with one of the central provisions of the GDPR would not have any
negative financial impact on the undertaking and therefore, from an economical point of a view could
be a reasonable option for controllers’’ 7#1. The FR SA considers that adopting the IE SA's Draft Decision
as it stands “presentsarisk to the fundamental rights and freedoms of the data subjects, in accordance
with Article 4(24) of the GDPR” 742 and “would lead to a levelling down of the level of administrative
fines imposed by European data protection authorities, thereby reducing the authorities' coercive
power and, consequently, their ability to ensure effective compliance with the protection of the
personal data of European residents” 743,

Objections requesting the imposition of a fine for the additional infringement of Article 5(1)(a) and
5(1)(b)-(c) GDPR

The IT SA arguesthat the fine should be increased following the finding of an infringement of Article
5(1)(a) GDPR744, and of Article 5(1)(b) and Article 5(1)(c) GDPR 745, As stated in Section 6.2 of this
Binding Decision, the IT SA agrees to a large extent with the Draft Decision’s Finding 3 on the
infringement of Article 12(1), Article 13(1)(c), and Article 5(1)(a) GDPR in terms of transparency’6 but
it arguesthat Meta IE hasalso failed to comply with the more general principle of fairness under Article
5(1)(a) GDPR, which, in the view of the IT SA, entails separate requirements from those relating
specifically to transparency’4’. Moreover, as analysed in Section 7.2, the IT SA states that there is an
additional infringement of points (b) and (c) of Article 5(1) GDPR on account of Meta IE’s failure to
comply withthe purpose limitation and data minimisation principles’48. The IT SA asks for a fine to be
issued for those two additional infringements. With regard to Article 5(1)(a) GDPR, the IT SA argues
that the finding of such infringement “should result into the imposition of the relevant administrative
fine as per Article 83(5)(a) GDPR” asfar as “the infringement of the fairness principle in addition to the
transparencyone [...] should result into increasing the amount of the said fine substantially by having
regard to the requirement that each fine should be proportionate and dissuasive. Indeed, the gravity
of the infringement would be factually compounded””4°. With reference to Article 5(1)(b) and Article
5(1)(c) GDPR, theIT SA considers that “the infringement of purpose limitation and data minimisation
principles (...) should result into increasing the amount of the said fine substantially by having regard
to the requirement that each fine should be proportionate and dissuasive. Indeed, the gravity of the
infringement would be factually compounded””>°.

739 DE SAs Objection, p.12.

740 DE SAs Objection, p. 10.

741 DE SAs Objection, p.12.

742 FR SA Objection, paragraph 47.
743 FR SA Objection, paragraph 48.
744 |TSA Objection, Section 2, p.7

745 |TSA Objection, Section 2, p.4

746 |TSA Objection,Section 2, pp. 4-5.
747 |T SA Objection, Section 2, pp. 4-7
748 |TSA Objection, Section 1, pp. 2-4.
7% |TSA Objection, pp.6-7

750 |ITSA Objection, p.4.
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On the significance of risks posed by the Draft Decision, the IT SA argues that “the failure to find an
infringement of Article 5(1)(a) GDPR as for the fairness principle may become a dangerous precedent
with a view to future decisions concerning other digital platform operators — more generally, other
controllers that rely on the same business model—and markedly weaken the safeguards to be provided
by way of the effective, comprehensive implementation of the data protection framework including
the fairness of processing principle” 7>1. With reference to Article 5(1)(b) and Article 5(1)(c) GDPR, the
IT SA adds that, should the Draft Decision be approved in its current version, the infringement of two
key principles of the whole data protection framework as introduced by the GDPR will not be
punished, “which would seriously jeopardise the safequards the data subjects (Instagram users) are
entitledto”7>2.

9.2.3 Position of the LSA on the objections

The LSA considers none of the objections requesting the imposition of a fine for the proposed
additional infringements as meeting the threshold set by Article 4(24) GDPR733. Given that these
objections were premised upon the requirement for the Draft Decision to include findings of
infringement of Article 6(1)(b), Article 9, Article 5(1)(a), 5(1)(b) and 5(1)(c) GDPR, on which the IE SA
expressed its disagreement — the IE SA does not consider the objections requesting exercise of a
corrective power in response to these findings of infringement as being relevant and reasoned.

9.2.4 Analysis of the EDPB

9.2.4.1 Assessment of whether the objections were relevant and reasoned
The objections raised by the AT, DE, FR, IT, NO, and SE SAs concern “whether the action envisaged in
the Draft Decision complies with the GDPR" 7>,

The EDPB takes note of Meta IE’sview that not a single objection put forward by the CSAs meetsthe
threshold of Article 4(24) GDPR 73>, Meta IE rejects the objections in this section based on its view
that the LSA has sole discretion to determine corrective measures’>¢. The EDPB responds to these
arguments above (see Section 8.4.2) and is of the view that CSAs may ask for specific corrective
measures to be taken by the LSA, whether this concerns infringements alreadyidentified in the Draft
Decision or as a result of the one identified by the CSA in its objection’>’. Meta IE refutes the
allegations of additional infringements put forward in the objections, and by consequence, any
demands for increasing the administrative fine in relation them7>8. The EDPB recalls that the
assessment of admissibility of objections and the assessment of the merits are two distinct steps’>°.

The EDPB finds that the objections concerning the increase of the administrative fine in connection
with the additional infringement of Article 6(1)/6(1)(b) GDPR and/or Article 9 GDPR raised by the AT,

751 |TSA Objection, p. 7.

752 |ITSA Objection, p.4

753 Composite Response, paragraph110..

754 EDPB Guidelines on RRO, paragraph32.

755 Meta |E Article 65 Submissions, Annex 1, p. 65.

756 Meta |E Article 65 Submissions, Annex 1, paragraphs 1.31,2.21,5.18,7.15,9.22,and 10.16.

757 EDPB RRO Guidelines, paragraph 34.See also Recital 150 GDPR. The EDPB found several objections on this
subject matteradmissibleinthe past, see Binding Decision 2/2022, paragraphs 186-190.

758 See Meta |E Article 65 Submissions, paragraphs 8.10-8.15, and more specifically Annex 1, paragraphs 1.33,
2.18,5.20,7.13,9.18and9.20,and 10.16.

759 EDPB Guidelines on Article 65(1)(a), paragraph63.
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DE, FR, NO, and SE SAs stand in direct connection with the substance of the Draft Decision, as they
concern the imposition of a corrective measure for an additional infringement, which would be found
as a consequence of reversing the conclusions in the Draft Decision also in scope of this dispute?®°.
Clearly, the decision on the merits of the demands to take corrective measures for a proposed
additional infringement is affected by the EDPB’s decision on whether to reverse the findings in the
Draft Decision and whether to instruct the LSA to establish additional infringements.

The EDPB takes note of further arguments put forward by Meta IE aiming to demonstrate the lack of
relevance of these objections, specifically with regard to the objections raised by the ATSA761,
However, the EDPB notesthat Meta IE disagrees with the content of these objections, which concerns
its merits and not its admissibility.

If followed, these objections would lead to a different conclusion in terms of corrective measures
imposed’62. In consequence, the EDPB considers the objections raised by the AT, DE, FR, NO and SE
SAs in connection to imposing an administrative fine for the alleged breach of Article 6(1)/6(1)(b)
GDPR and/or Article 9 GDPR to be relevant.

Meta IE argues that the AT, NO, and SE SAs objections in relation to the need to increase the fine
amount because of the alleged infringement of Article 6(1)(b) GDPR lacks adequate reasoning as they
fail to demonstrate why Meta IE could not rely on Article 6(1)(b) GDPR7¢3. According to Meta IE, the
SE SA’s objection is also based on the unfounded claim that Meta IE intentionally sought to circumvent
data subject rights by switching from consent to contractual necessity as the legal basisin May 2018764,
Furthermore, Meta IE takes the view that the objections from the AT, DE, FR and NO SAs are not
sufficiently reasoned as they refer to the use of administrative fine as '"general preventive measures"
on controllers, thus speculating on potential future behaviour or intentions of unidentified
controllers’®>, The EDPB understands that Meta IE disagrees with the reasoning provided in the
objections, which thus concerns their merits and not their admissibility.

Inaddition, Meta IE arguesthat the FR SA’s objection is not reasoned because it does not substantiate
“how a fine for the additional purported infringements would be calculated, whether this fine would
need to be added to the proposed fine and how this would affect the overall fine” 766, Meta |E further
takes issue with the AT SA’s objection and argues it has not put forward a sufficiently reasoned basis
for its objection to challenge the LSA’s calculation of the criteria laid down in Article 83(2) GDPR7%7. In
this respect, the EDPB recalls that CSAs are not required to engage in a full assessment of all the

760 AT SA Objection, p.11; DE SAs Objection, p.2; FR SAObjection, paragraphs 44 and 50; NO SA Objection, p.
11;SE SAObjection, p. 4.

761 Meta |E Article 65 Submissions, Annex 1, paragraph 1.32. According to Meta IE, by referring to thefactthat
“Meta Ireland is... the provider of one of the biggest social media network in the world”, the AT SA “fails to
explain how this relates to any specific factualand legal content of the Draft Decision” .

762 AT SA Objection, p.11; DE SAs Objection, p.2; FR SA Objection, paragraph 44and50; NO SA Objection, p.
11;SE SAObjection, p.4.

763 Meta |E Article 65 Submissions, Annex 1,1.33,9.20,and 10.17.

764 Meta |E Article 65 Submissions, Annex 1,10.17.

765 Meta |E Article 65 Submissions, Annex 1, paragraphs 1.35,2.22,5.16and 9.23. Meta |Eadds that “in any
event, where a fine as large as that currently proposed in the Draft Decision is imposed, there is no doubt that
other controllers will take note of this in such circumstances”.

766 Meta | E Article 65 Submissions, Annex 1, paragraph 5.20.

767 Meta |E Article 65 Submissions, Annex 1, paragraph 1.34.
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aspects of Article 83 GDPR in order for an objection on the appropriate administrative fine to be
considered reasoned. It is sufficient to lay out which aspect of the Draft Decision that, intheir view, is
deficient/erroneous and why. Second, the EDPB recalls that the criteria listed in Article 83(2) GDPR
are not exhaustive, thus it is entirely possible to argue an administrative fine is not “effective,
proportionate and dissuasive” in the meaning of Article 83(1) GDPR without referring to a specific
criterion listed in Article 83(2) GDPR.

The EDPB finds that the AT, DE, FR, NO and SE SAs adequately argue why they propose amending the
Draft Decision’®® and how this leads to a different conclusion in terms of administrative fine
imposed 76°,

In terms of risks, Meta IE claims the Draft Decision does not pose any risk, let alone a significant risk
to fundamental rights, and argues the objections of the AT, DE,FR, NO and SE SAs770 fail to
demonstrate the contrary, as required.

More specifically, Meta IE considers that the DE and FR SAs’ objections focus on increasing the
“’punitive impact’’ of the fine on Meta IE rather than demonstrating any significant risks to the
fundamental rights of data subjects’’!. In this regard, Meta IE argues the AT, DE, NO, and SE SAS
objections rest on unsubstantiated possible effect of the Draft Decision on the future behaviour of
other controllers, instead of doing a case by case assessment under Article 83 GDPR?72. In particular,
Meta IE claims that, in doing so, the assessment made by these supervisory authorities is incorrect to
the extent it only takes into account financial costs and does not consider reputational costs’?3.

The EDPB recalls that any risk assessment addresses future outcomes which are to some degree
uncertain’’4. Contrary to Meta IE’s views, the objections reflect specifically on Meta IE’s future
approach in the event the Draft Decision is adopted as it stands and go beyond providing “speculative
argument based on the putative lack of a general preventive impact on other controllers” 77>. The EDPB
also notes that the DE, FR, NL, NO and SE SAs’7®¢ considered both of the aspects that are entailed by
dissuasiveness of the fine, i.e. specific deterrence and general deterrence”””.

768 AT SA Objection, pp.11; DESAs Objection, p. 10 ; FRSA Objection, paragraph50 ; NO SAObjectionpp.9-11;
SE SAObjection p.4.

769 AT SA Objection, pp.11-12; DE SAs Objection, p. 12 ; FR SAObjection, paragraphs 44-45 ; NO SA Objection
p. 13 ;SE SA Objection, p.4

770 Meta |E Article 65 Submissions, Annex 1, paragraphs 1.36-1.40,2.24-2.27,5.22-5.25,9.25-9.27,and 10.18-
10.20.

771 Meta |E Article 65 Submissions, Annex 1, paragraphs 2.24 and 5.22.

772 Meta |E Article 65 Submissions, Annex 1, paragraphs 1.38,2.255.23,9.26,and 10.18.

773 Meta |E Article 65 Submissions, Annex 1, paragraphs 1.38,2.26,5.24,and 10.19. Meta IE adds that,inany
case, it“does notconsiderthat fines such as the one proposedin the Draft Decision could encourageother
companies notto comply with the GDPR”.

774 See Section 9.1.4.1 of this Binding Decision.

775 Meta |E Article 65 Submissions, Annex 1, paragraph 10.18 (SE SA).

776 DE SAs Objection, p. 12 (referring to the “undertaking in question”), FR SA Objection, paragraph 47 (referring
to “the controller”); IT SA Objection pp.8-9 (referring to “the controller”); NL SA Objection, paragraph 52
(referringto the risks in relation to “the illegal processing at hand”); NO SA Objection, p.12 (referring to
“incentives for Meta IE”).

777 The CJEU has consistentlyheldthat a dissuasive fineis onethathas a genuine deterrent effect,
encompassing both specific deterrence (discouraging the addressee of the fine from committing the same
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The EDPB finds that the AT, DE, FR, NO, and SE SAs articulate an adverse effect on the rights and
freedoms of data subjects if the Draft Decisionis left unchanged, by referring toa failure to guarantee
a high level of protection in the EU for the rightsand interests of the individuals 778.

Therefore, the EDPB considers the AT, DE, FR, NO, and SE SAs objections concerning the imposition of
a fine for the alleged additional infringements of Article 6/6(1)(b) and/or Article 9 GDPR to be
reasoned.

%k k

With respect to the objection raised by the IT SA concerning the imposition of an administrative fine
for the infringement of the fairness principle enshrined in Article 5(1)(a) GDPR, the EDPB finds,
contrary to Meta IE’s views’’?, thatit standsin connection with the substance of the Draft Decision,
as it concerns the imposition of a corrective measure for an additional infringement, which would be
found asa consequence of incorporating the finding put forward by the objection. Clearly, the decision
on the merits of the demand to take corrective measures for a proposed additional infringement is
affected by the EDPB’s decision on whether to instruct the LSA to include an additional infringement.

If followed, the IT SA’s objection would lead to a different conclusion in terms of corrective
measures imposed 78%, Taking note of Meta IE’s position’8!, the EDPB finds the objections raised by
the IT SA to be relevant.

Meta IE argues the IT SA’s objection does not put forward reasonable doubt as to the validity of the
LSA’s calculation of the fine and claims there is no basis in the GDPR for suggesting that an
administrative fine must have a ““general deterrent effect’’782.The EDPBfindsthat the IT SA adequately
argueswhy they propose amending the Draft Decision and how this leads to a different conclusion in
terms of administrative fine imposed”83.

infringementagain) and general deterrence (discouraging others from committing the sameinfringementin
the future). See, inter alia, C-511/11, Versalis, paragraph 94.

778 AT SA Objection, p. 11-12; DE SAs Objection, p. 12; FR SAObjection, paragraphs 47-48; NO SA Objection, p.
12; SESA Objection, p.5.Seealso EDPB Guidelines on RRO, paragraph 37.

779 Meta |E Article 65 Submissions, paragraph 7.13. Accordingto Meta IE, the IT SA objectionsis notrelevant
given thatthe LSA has notfoundanyinfringement of thefairness, purpose limitationand data minimisation
principles (Article 5(1)(a)-(c) GDPR).

780 |TSA Objection, p. 7.

781 Meta |E Article 65 Submissions, paragraph 7.13. According to Meta IE, given the |E SA has not found any
infringement of the fairness principle, thereis no basis for theimposition of a fine on this ground. EDPB already
responded to this line of reasoning above in Section 8.4.2.

782 Meta | E Article 65 Submissions, paragraphs 7.15-16.

78 The ITSAargues thatthefinding of suchinfringement “should result into increasing the amount of the said
fine substantially by having regard to the requirementthateach fine should be proportionate and dissuasive”
insofaras “the gravity of the infringement would be factually compounded.” (IT SA Objection, pp. 6-7).
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Meta IE argues the objection of the IT SA fails to demonstrate the risk posed by the Draft Decision, as
required 784 and, in doing so, Meta IE dismisses the concerns articulated bythe IT SA on the precedent
the Draft Decision sets for other controllers?®>.

The EDPB finds that the IT SA articulates an adverse effect on the rightsand freedoms of data subjects
if the Draft Decision is left unchanged, by referring to a failure to guarantee a high level of protection
in the EU for the rights and interests of the individuals’8®.

Therefore, the EDPB considers the IT SA’s objection concerning the imposition of a fine for the
additional infringement of the principle of fairness enshrined in Article 5(1)(a) GDPR tobe reasoned.

%k k

The EDPB recalls its analysis of whether the objection raised by the IT SA in respect of the proposed
additional infringements of Article 5(1)(b) and Article 5(1)(c) GDPR meets the threshold set by Article
4(24) GDPR (see Section 7.4.1 above). Inlight of the conclusion that such objection is not relevant and
reasoned, the EDPB does not need to further examine this linked objection.

9.2.4.2 Assessmenton the merits

In accordance with Article 65(1)(a) GDPR, the EDPB shall take a Binding Decision concerning all the
matters which are the subject of the relevant and reasoned objections, in particular whether the
envisaged action in relation to the controller or processor complies with the GDPR. More specifically,
the EDPB needs to assess whether an administrative fine should be imposed for the additional
infringements of Article 6(1) GDPR and the principle of fairness under Article 5(1)(a) GDPR. However,
in light of its findings in Section 5.4.2 above, the EDPB does not need to examine the merits of the
objections of the DE and FR SAs requesting the imposition of a fine for the alleged additional breach
of Article 9 GDPR.

The EDPB recalls that the consistency mechanism may also be used to promote a consistent
application of administrative fines 787 and that the objective pursued by the corrective measure
chosen can be to re-establish compliance with the rules or to punish unlawful behaviour (or both)722,
The EDPB responds above to Meta IE’s position that the LSA has sole discretion to determine which
corrective measures are appropriate (see Section 8.4.2).

9.2.4.2.1 Assessment of whether an administrative fine should be imposed for the infringement of
Article 6(1) GDPR

784 Meta |E Article 65 Submissions, paragraph 7.18.

78 Meta IE Article 65 Submissions, paragraph 7.19. Onthis, the EDPB has set outits position abovein Section
9.1.4.1above.

78 |TSA Objection, p. 7.

787 Recital 150 GDPR. EDPB Guidelines on RRO, paragraph 34; EDPB Guidelines on Administrative fines p. 7
(“When the relevant and reasoned objection raises the issue of the compliance of the corrective measure with
the GDPR, the decision of EDPB will also discuss how the principles of effectiveness, proportionality and
deterrence are observed in the administrative fineproposed in the draft decision of the competent supervisory
authority”). Seealso above paragraph 344.

788 EDPB Guidelines on Administrative Fines, p. 6. See also paragraph 354 of this Binding Decision.
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The EDPB recallsits conclusion in this Binding Decision on the infringement of Article 6(1) GDPR 78°
and that the objections raised by the AT, DE, FR, NO and SE SAs found to be relevant and reasoned
requested the |E SA to exercise its power toimpose an administrative fine 720,

The EDPB takes note of Meta |IE’sviews that, even if an infringement is found, the appropriate course
would be to refer the matter back to the LSA to determine whether to impose any appropriate

corrective measures’?!, and that the LSA hassole competence and discretion regarding the amount of
the fine7°2. The EDPB responds to Meta IE’s argument that the LSA has sole discretion to determine
the appropriate corrective measures in the event of a finding of infringement above in Section 8.4.2.

The EDPB concurs that the decision to impose an administrative fine needs to be taken on a case-by-
case basis in light of the circumstances and is not an automatic one’?3. In the case at hand, however,
the EDPB agreeswith the reasoning put forward by the AT, DE, FR, NO and SE SAs in their objections.
The EDPB reiterates that lawfulness of processing is one of the fundamental pillars of the data
protection law and considers that processing of personal data without an appropriate legalbasis is a
clear and serious violation of the data subjects’ fundamental right to data protection 794,

Several of the factors listed in Article 83(2) GDPR speak strongly in favour of the imposition of an
administrative fine for the infringement of Article 6(1) GDPR.

The nature, gravity and duration of the infringement (Article 83(2)(a) GDPR)

As mentioned above and outlined below??>, the nature and gravity of the infringement clearly tip the
balance in favour of imposing an administrative fine.

With respect tothe scope of processing, the EDPB notesthe |[E SA’sassessment that the personal data
processing carried out by Meta IE on the basis of Article 6(1)(b) GDPR is extensive, adding that “Meta
Ireland processes a variety of data in order to provide Instagram users with a ‘personalised’ experience,
including by way of serving personalised advertisements. The processing is centralto and essential to
the business model offered [...]"” 79¢.

789 Section 4.4.2 of this Binding Decision.

720 paragraph 390 and 398 of this Binding Decision.

791 Meta |E Article 65 Submissions, paragraph 8.13

792 Meta | E Article 65 Submissions, paragraph 9.2,10.4,

793 EDPB Guidelines on Administrative fines, p. 6 (“Like all corrective measures in general, administrative fines
should adequately respond to the nature, gravity and consequences of the breach, and supervisory authorities
must assess all the facts of the case in a manner that is consistent and objectively justified. The assessment of
whatis effective, proportional and dissuasive in each case will have to also reflect the objective pursued by the
corrective measure chosen, that is either to re-establish compliance with the rules, or to punish unlawful
behaviour (or both)”), p. 7 (“The Regulation requires assessment of each case individually’; “Fines are an
importanttool that supervisory authorities should use in appropriate circumstances. The supervisory authorities
are encouraged to use a considered and balanced approach in their use of corrective measures, in order to
achieve both an effective and dissuasive as well as a proportionate reaction to the breach. The point is to not
qualify the fines as last resort, norto shy away fromissuing fines, but onthe other hand not to use them in such
a way which would devalue their effectiveness as a tool.”).

794 Article 8(2), EU Charter of Fundamental Rights. See NO SA objection, p. 10.

795 |n particular, see Section 4.4.2 of this Binding Decisionas well as paragraphs 408, 413-415.

7% Draft Decision, paragraphs 221.
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Inthis respect, the EDPB alsorecallsthat the infringement at issue relates to the processing of personal
data of asignificant number of people 7°7 and that the impact on them has to be considered.

Though the damage is very difficult to express in terms of a monetary value, it remains the case that
data subjects have been faced with data processing that should not have occurred (by relying
inappropriately on Article 6(1)(b) GDPR as a legal basis as established in Section 4.4.2). The data
processing in question - behavioural advertising - entails decisions about information that data
subjects are exposed to or excluded from receiving. The EDPB recalls that non-material damage is
explicitly regarded as relevant in Recital 75 and that such damage may result from situations “where
data subjects might be deprived of their rights and freedoms or prevented from exercising control over
their personal data”. Given the nature and gravity of the infringement of Article 6(1)(b) GDPR, a risk
of damage caused to data subjects is, in such circumstances, consubstantial with the finding of the
infringement itself.

The intentional or negligent character of the infringement (Article 83(2)(b) GDPR)

The SE SA argues the infringement of Article 6(1)(b) GDPR should be considered intentional on Meta
IE’s part, which is an aggravating factor 7°8.

The EDPB takes note of Meta IE’s position that it did not act intentionally with the aim to infringe the
GDPR, nor was negligent - but “has relied on what it has consistently considered in good faith to be a
valid legal basis for the purpose of processing of personal data for behavioural advertising and which
now requires escalation to the EDPB for resolution”’°°. Before addressing each of the elements of this
claim, the EDPB first notes that establishing either intent or negligence is not a requirement for
imposing a fine, but deserves “due regard”. Second, contrary to what Meta IE implies, the mere
circumstance that a dispute betweenthe LSA and the CSAs has escalated to the EDPB does not serve
as evidence that a controller acted in good faith with respect to the disputed issues. First, the dispute
arises only (long) after the controller has decided on its course of action, and therefore cannot inform
it. Second, a dispute may simply bring to light that an LSA has decided to challenge a position
commonly held by (a majority of) the CSAs.

The EDPB Guidelines on calculation of fines confirm that there are two cumulative elements on the
basis of which an infringement can be considered intentional: the knowledge of the breach and the
willfulness in relation to such act8°°. By contrast, an infringement is “unintentional” when there wasa
breach of the duty of care, without having intentionally caused the infringement.

The characterisation of an infringement as intentional or negligent shall be done on the basis of
objective elements of conduct gathered from the facts of the case®°. It is worth noting the broader

797 Draft Decision, paragraph 253, the Instagram service is provided to a significant portion of the population of
the EEA. This aspect was alsohighlighted by the objections raised by the NO SA (NO SA Objection, pp. 10-11)
and DESAs (DE SAs Objection, pp.9and11).

798 SE SA Objection, pp. 4-5.

799 Meta |E Article 65 Submissions, paragraph 8.28.

80 The EDPB Guidelines on calculation of fines, paragraphs 56, referring to the EDPB Guidelines on
Administrative Fines: “in general, ‘intent’ includes both knowledge and wilfulness in relation to the characteristics
of an offence, whereas ‘unintentional’ means that there was nointention to cause the infringement although the
controller/processor breachedthe duty of care which is required in the law”.

801 EDPB Guidelines on calculation of fines, paragraph 57 and EDPB Guidelines on Administrative Fines p. 12.
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approach adopted with respect to the concept of negligence, since it also encompasses situations in
which the controller or processor has failed to adopt the required policies, which presumes a certain
degree of knowledge about a potential infringement2°2. This provides an indication that non-
compliance in situations in which the controller or processor should have been aware of the potential
breach (in the example provided, due to the lack of the necessary policies) may amount to negligence.

The SE SA argues that Meta IE “has continued to rely on Article 6(1)(b) for the processing, despite the
aforementioned [EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR] — which clearly gives doubt to the
legality of the processing —which were first adopted on 9 April 2019 and made final on 8 October 2018.
The infringement must in all cases be considered intentional from that later date” 893,

The EDPB recalls that even prior to the adoption EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR,
there were clear indicators that spoke against relying on contract aslegal basis. First, in WP29 Opinion
02/2010 on online behavioural advertising, only consent - as required by Article 5(3) of the ePrivacy
Directive - is put forward as possible legal basis for this activity. As Article 6 GDPR resembles Article 7
of the Data Protection Directive to a large extent, WP29 Opinion 02/2010 remained a relevant source
on this matter for controllers preparing for the GDPR to enter into application. Second, WP29 Opinion
06/2014 on the notion of legitimate interests explicitly statesthat “the fact that some data processing
is covered by a contract does not automatically mean that the processing is necessary for its
performance. For example, Article 7(b) is not a suitable legal ground for building a profile of the user’s
tastes and lifestyle choices based on his click-stream on a website and the items purchased. This is
because the data controller has not been contracted to carry out profiling, but rather to deliver
particular goods and services, for example. Even if these processing activities are specifically
mentioned in the small print of the contract, this fact alone does not make them ‘necessary’ for the
performance of the contract” 804,

It stems from the above that Meta IE had (or should have had) knowledge about the infringement of
Article 6(1)(b) GDPR. However, this mere element is not sufficient to consider an infringement
intentional, as stated above, since the “aim” or “wilfulness” of the action should be demonstrated.

The EDPB recallsthat that having knowledge of a specific matter does not necessarily imply having the
“will" to reach a specific outcome. This is in fact the approach adopted in the EDPB Guidelines on
calculation of fines and WP29 Guidelines on Administrative Fines, where the knowledge and the
“wilfulness” are considered two distinctive elements of the intentionality3°>. While it may prove
difficult to demonstrate a subjective element such as the “will” to actin a certain manner, there need
to be some objective elements that indicate the existence of such intentionality8°°,

The EDPB recallsthat the CJEU has established a highthreshold in order to consider an act intentional.
Infact, evenin criminal proceedings the CJEU has acknowledged the existence of “serious negligence”,

802 The EDPB Guidelines on calculation of fines, paragraph 56 (Example 4) quote the EDPB Guidelines on
Administrative Fines, which mention, among the circumstances indicative of negligence, “failure to adopt
policies (ratherthan simply failure to apply them)”.

803 SE SA Objection, p. 4.

804 \WP29 Opinion06/2014 on the notion of legitimate interests, p. 16-17.

805 EDPB Guidelines on calculation of fines, paragraph 56, and EDPB Guidelines on Administrative Fines, p. 11.
806 See EDPB Guidelines on calculation of fines, paragraphs 56 and 57, and WP29 Guidelines on Administrative
Fines,p.12.
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rather than “intentionality” when “the person responsible commits a patent breach of the duty of care
which he should have and could have complied with in view of his attributes, knowledge, abilities and
individual situation”®°7. In this regard, while the EDPB confirms that a company for whom the
processing of personal data is at the core of its business activities is expected to have sufficient
measures in place for the safeguard of personal data®°8, this does not, however, per se change the
nature of the infringement from negligent to intentional.

In this regard, the SE SA puts forward that Meta IE based its processing of personalised advertisement
on consent until the GDPR came into force on 25 May 2018, and at this time switched to relying on
Article 6(1)(b) GDPR for the processing in question instead. The timing and the logistics for this switch
suggests this act was done with the intention of circumventing the new rights of users under Article
6(1)(a) GDPR. The SE SA adds that “[the] proposed finding of infringement concerning information
deficits about the processing, namely on what legal basis it is based, further supports this conclusion,
since it goes to show that Meta lreland was aware of the questionable legality of that basis and tried
to conceal the infringement to avoid scrutiny by supervisory authorities and data subjects”8%°,

The EDPB considers the timing of the changes made by Meta IE toits Instagram Terms of Use as an
objective element, however this alone does not indicate intention. Around this time period, many
controllers updated their data protection policies. The objection suggests that the conclusion on
intentionality is corroborated by the shortcomings tothe transparency obligations. Inthe EDPB’s view,
the combination of the timing of the change of legal basis with the lack of transparency is not sufficient
to indicate intention either.

Therefore, on the basis of the available information, the EDPB is not able to identify a will of Meta IE
toactin breachof the law as it cannot be concluded that Meta IE intentionally acted to circumvent its
legal obligations.

Therefore, the EDPB considers that the arguments put forward by the SE SA do not meet the threshold
to demonstrate the intentionality of the behaviour of Meta IE. Accordingly, the EDPB is of the view
that the Draft Decision does not need to include this element.

At the same time, the EDPB notes that, even establishing that the infringement was committed
negligently, a company for whom the processing of personal data is at the core of its business activities
should have in place sufficient procedures for ensuring compliance with the GDPR81°,

The EDPB does not accept Meta IE’s claim of “good faith”, but is of the view that Meta |E wascertainly
seriously negligent in not taking adequate action, within a reasonable time period, following the
adoption of the EDPB Guidelines 2/2019 on Article 6(1)(b) GDPR on 9 April 2019. Even before that
date, the EDPB considers there was at the very least negligence on Meta IE’s part considering the
contents of WP29 Opinion 02/2010 on online behavioural advertising and WP29 Opinion 06/2014 on
the notion of legitimate interests (see paragraph421 of this Binding Decision), which means Meta IE
had (or should have had) knowledge about the infringement of Article 6(1)(b) GDPR, given the fact

807 Judgement of the Court of Justice of 3 June 2008, The Queen, on the application of International Association
of Independent Tanker Owners (Intertanko) and Others v. Secretary of State for Transport, C-308/06,
ECLI:EU:C:2008:312, paragraph77.

808 EDPB Binding Decision 1/2020, adopted on 9 November 2020, paragraph 195.

809 SE SA Objection, p. 4.

810 See EDPB Binding Decision 1/2020, paragraph 195.
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that processing of personal data is at the core of its business practices, and the resources available to
Meta IE to adapt its practicesso as to comply with data protection legislation.

The degree of responsibility of the controller taking into account technical and organisational
measures implemented pursuant to Articles 25 and 32(Article 83(2)(d) GDPR)

The EDPB considers the degree of responsibility of Meta IE’s part to be of a high level, on the same
grounds as set in the Draft Decision with regardsto the transparency infringements81,

The financial benefit obtained from the infringement (Article 83(2)(k) GDPR)

The SE SA argues Meta IE gained financial benefits from their decision torely on contract aslegal basis
for behavioural advertising, rather than obtaining consent from the users of Instagram?32. While not
providing an estimate of its size, the SE SA considers the existence of financial benefit sufficiently
proven on the basis of “the self-evident fact that Meta Ireland has made significant financial gain from
being able to provide personal advertisement as part of a whole take it or leave it offer for its social
media platform service, as opposed to establishing a separate legal basis for it. By also being unclear
in the information to data subjects, it is a reasonable assumption that more data subjects have been
misled into being subject to the processing, thus increasing the financial benefits gained by Meta
Ireland pursuant to personal advertisement” 813,

As explicitly stated in Article 83(2)(k) GDPR, financial benefits gained directly or indirectly from the
infringement can be considered an aggravating element for the calculation of the fine. The aim of
Article 83(2)(k) GDPR is to ensure that the sanction applied is effective, proportionate and dissuasive
in each individual case®4,

In particular, in view of ensuring fines that are effective, proportionate and deterrent, and in light of
common accepted practice in the field of EU competition law815, which inspired the fining framework
under the GDPR, the EDPB is of the view that, when calculating the administrative fine, supervisory
authorities could take account of the financial benefits obtained from the infringement, in order to
impose a fine that aim at “counterbalancing the gains from the infringement” 816,

When applying this provision, the supervisory authorities must “assess all the facts of the case in a
manner that is consistent and objectively justified”8'’. Therefore, financial benefits from the
infringement could be an aggravating circumstance if the case provides information about profit
obtained as a result of the infringement of the GDPR#&18,

811 Draft Decision, paragraph 240. Inthis respect, the EDPB notes that the high degree of res ponsibility of Meta
IEfor the non-compliance with the GDPR was considered as an aggravating factor by LSAfor the calculation of
the fine.

812 SE SA Objection, p. 4.

813 SESA Objection p. 4.

814 EDPB Guidelines on calculation of fines, paragraph 107.

815 See the CJEU rulings cited in EDPB Binding Decision2/2022, paragraph 219.

816 EDPB Guidelines on calculation of fines, examples 7cand 7d.

817 EDPB Guidelines on Administrative Fines, p. 6 (emphasis added), quoted in Binding Decision 1/2021,
paragraph403.

818 EDPB Guidelines on calculation of fines, paragraph 110.
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In the present case, the EDPB considers that it does not have sufficiently precise information to
evaluate the specific weight of the financial benefit obtained from the infringement.

Nonetheless, the EDPB acknowledgesthe need to prevent that the fines have little to no effect if they
are disproportionally low compared to the benefits obtained with the infringement. The EDPB
considers that the |IE SA should ascertainif an estimation of the financial benefit from the infringement
is possible in this case. Insofar as this results in the need to increase the amount of the fine proposed,
the EDPB requests the IE SA to increase the amount of the fine proposed.

Competitive advantage - other factor (Article 83(2)(k) GDPR)

The NO SA identifies anaggravating factorinthat “that the unlawful processing of personal data in all
likelihood has contributed to the development of algorithms which may be harmful on an individual or
societal level, and which may have considerable commercial value to [Meta IE]. The algorithms may
have contributed to giving [Meta |IE] a competitive advantage vis-a-vis its competitors” 819,

On principle, the EDPB agreesthat a competitive advantage could be an aggravating factor if the case
provides objective information that this was obtained as a result of the infringement of the GDPR&2°,
In the present case, the EDPB considers that it does not have sufficiently precise information to
evaluate the existence of a competitive advantage resulting from the infringement. The EDPB
considers that the IE SA should ascertainif an estimation of the competitive advantage derived from
the infringement is possible in this case. Insofar as this results in the need to increase the amount of
the fine proposed, the EDPB requests the |E SA toincrease the amount of the fine proposed.

%k %k k

Taking into account the nature and gravity of the infringement as well as other aspects in accordance
with Article 83(2) GDPR, the EDPB considers that the IE SA must exercise its power to impose an
additional administrative fine. Also, covering this additional infringement with a fine would be in line
with the IE SA’s (proposed) decision to impose administrative fines in this case for the transparency
infringements relating to processing carried out in reliance on Article 6(1)(b) GDPR82%, The EDPB
underlines that, in order to be effective, proportionate and dissuasive, a fine should reflect the
circumstances of the case. Such circumstances not only refer to the specific elements of the
infringement, but also those of the controller or processor who committed the infringement, namely
its financial position.

9.2.4.2.2 Assessment of whether an administrative fine should be imposed for the infringement of the
fairness principle under Article 5(1)(a) GDPR

The EDPB recallsits conclusion in this Binding Decision on the infringement by Meta IE of the fairness

principle under Article 5(1)(a) GDPR&22 and that the objection raised by the IT SA, which was found to

819 NO SA Objection, p. 11.

820 EDPB Guidelines on calculation of fines, paragraph 109. See also paragraphs 433 of this Binding Decision.
821 Draft Decision, paragraphs 253-258.

822 Section 4.4.2 of this Binding Decision.
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be relevant and reasoned, requested the IE SA to exercise its power to impose an administrative
fine823,

The EDPB takes note of Meta IE’s views that it would not be appropriate for the EDPB to instruct the
LSA to take corrective measures in relation to the additional infringement of the fairness principle
under Article 5(1)(a) GDPR considering that this issue does not fall within the scope of the Inquiry. The
EDPB responds to these argumentsabove in Section 6.4.2824,

The EDPB recalls that the decision to impose an administrative fine needs to be taken on a case-by-
case basis in light of the circumstances and is not an automatic one®?>. In the same vein, the EDPB’s
assessment of Meta IE’s compliance with the principle of fairness is carried out by taking into account
the specificities of the case, of the particular social networking service at hand and of the processing
of personal data carried out, namely for the purpose of online behavioural advertising 82°.

As previously established, the principle of fairness under Article 5(1)(a) GDPR, although intrinsically
linked tothe principles of lawfulness and transparency under the same provision, has anindependent
meaning®?’. It underpins the whole data protection framework and plays a key role for securing a
balance of power in the controller-data subject relationship828.

Considering the EDPB’sfindings in Section 6.4.2 that Meta IE has not complied with key requirements
of the principle of fairness as defined by the EDPB, namely allowing for autonomy of the data subjects
as to the processing of their personal data, fulfilling data subjects’ reasonable expectation, ensuring
power balance, avoiding deception and ensuring ethical and truthful processing, as well as the overall
effect of the infringement by Meta IE of the transparency obligations and of Article 6(1) GDPR, the
EDPB reiteratesitsview that Meta IE has infringed the principle of fairness under Article 5(1)(a) GDPR
and agreeswith the IT SA that this infringement should be adequately takeninto account by the IE SA
in the calculation of the amount of the administrative fine to be imposed following the conclusion of
this inquiry.

Therefore, the EDPB instructsthe |E SAtotake into account the infringement by Meta IE of the fairness
principle enshrined in Article 5(1)(a) GDPR as established above when re-assessing the administrative
fines for the transparencyinfringements and the determination of the fine for the lack of legal basis.
If, however, the IE SA considers an additional fine for the breach of the principle of fairness is an
appropriate corrective measure, the EDPB requeststhe IE SA to include this in its final decision. Inany
case, the |E SA must take into account the criteria provided for by Article 83(2) GDPR and ensuring it
is effective, proportionate and dissuasive in line with Article 83(1) GDPR.

823 paragraphs 399-404 of this Binding Decision.

824 Meta |E Article 65 Submissions, paragraph 8.15.
825 See above paragraph 410.

826 See abovesection6.4.2

827 See above section6.4.2, paragraph 224.

828 See abovesection6.4.2
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10 BINDING DECISION

In light of the above, and in accordance with the task of the EDPB under Article 70(1)(t) GDPR to issue
binding decisions pursuant to Article 65 GDPR, the EDPB issues the following Binding Decision in
accordance with Article 65(1)(a) GDPR.

The EDPB addresses this Binding Decision to the LSA in this case (the IE SA) and to all the CSAs, in
accordance with Article 65(2) GDPR.

On the objections concerning whether the LSA should have found an infringement for lack of
appropriate legal basis

The EDPB decides that the objections of the AT, DE, ES, Fl, FR, HU, NL, NO, and SE SAs regarding Meta
IE’sreliance on Article 6(1)(b) GDPR in the context of its offering of the Instagram Terms of Use meet
the requirements of Article 4(24) GDPR.

On the parts of the DE SAs’ objection requesting the finding of an infringement of Article 5(1)(a) GDPR,
and the parts of the DE and NO SAs objections requesting specific corrective measures under Article
58 GDPR for the infringement of Article 6(1) or 6(1)(b) GDPR, namely the imposition of an
administrative fine, a ban of the processing of personal data for the purpose of behavioural
advertising, an order to delete personal data processed under Article 6(1)(b) GDPR, and an order to
identify a valid legal basis for future behavioural advertising or to abstain from such processing
activities, the EDPB decides that these parts of their objections do not meet the threshold of Article
4(24) GDPR. Similarly, the part of the FI SA objection concerning the imposition of a specific corrective
measures, namely an administrative fine is not reasoned and does not meet the threshold of Article
4(24) GDPR.

The EDPB instructs the IE SA to alter its Finding 2 of its Draft Decision, which concludes that Meta IE
may rely on Article 6(1)(b) GDPR inthe context of its offering of Instagram Terms of Use, and toinclude
an infringement of Article 6(1) GDPR, based on the shortcomings that the EDPB has identified in this
Binding Decision.

On the objections concerning whether the LSA’s Draft Decision includes sufficient analysis and evidence
to conclude that Meta IE is not obliged to rely on consent to process the Complainant’s personal data

The EDPB decides that the objections of the AT, DE, Fl, FR, and NL SAs regarding the LSA’s Finding 1
that Meta IE is not legally obliged to rely on consent to process personal data to deliver the Instagram
Terms of Use meet the requirements of Article 4(24) GDPR.

On the part of the NL SA objection asking the IE SA to include in its Draft Decision the elements
concerning the need torely on consent for the placing of tracking technology on end users devices
under ePrivacy legislation, the EDPB decides that this part falls outside the scope of the EDPB’s
mandate. The objection raised by the ES SA regarding the potential infringement of Article 9 GDPRIis
not sufficiently reasoned and, therefore, the EDPB decides that the objection of the ES SA does not
meet the threshold provided for by Article 4(24) GDPR.

The EDPB instructs the IE SA to remove from its Draft Decision its conclusion on Finding 1. The EDPB
decides that the IE SA shall carry out a new investigation into Meta IE’s processing operations in its
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Instagram service to determine if it processes special categories of personal data (Article 9 GDPR), and
complies with the relevant obligations under the GDPR to the extent that the investigation
complements the findings made in the IE SA’s Final Decision adopted on the basis of this Binding
Decision; and, based on the results of this investigation, issue a new draft decision in accordance with
Article 60(3) GDPR.

On the objection concerning the potential additional infringement of the principle of fairness

The EDPB decides that the objection of the IT SAregarding the infringement by Meta IE of the principle
of fairness under Article 5(1)(a) GDPR, meetsthe requirements of Article 4(24) GDPR.

The EDPB instructs the IE SA to find in its final decision an additional infringement of the principle of
fairness under Article 5(1)(a) GDPR by Meta IE.

On the objection concerning the potential additional infringement of the principles of purpose
limitation and data minimisation

On the objection by the IT SA concerning the possible additional infringements of the principles of
purpose limitation and data minimisation under Article 5(1)(b) and (c) GDPR, the EDPB decides this
objection does not meet the requirements of Article 4(24) GDPR.

On the objections concerning corrective measures other than administrative fines

The EDPB decides that the objections of the AT and NL SAs requesting additional and/or alternative
specific corrective measures to be imposed meet the requirements of Article 4(24) GDPR.

The EDPB instructs the IE SA to include in its final decision an order for Meta IE to bring its processing
of personal data for the purposes of behavioural advertising in the context of the Instagram service
into compliance with Article 6(1) GDPR within three months.

The EDPB also instructs the LSA toadjust its order to Meta IE to bring Instagram Data Policy and Terms
of Use into compliance with Article 5(1)(a), Article 12(1) and Article 13(1)(c) GDPR within three
months, torefer not only toinformation provided on data processed pursuant to Article 6(1)(b) GDPR,
but also to data processed for the purposes of behavioural advertising in the context of Instagram
service (to reflect the finding of the EDPB that for this processing the controller cannot rely on Article
6(1)(b) GDPR).

On the objections concerning the determination of the administrative fine for the transparency

infringements

The EDPB decidesthat the objections of the DE, FR, IT, NL, and NO SAs regarding the determination of
the administrative fine for the transparency infringements, meet the requirements of Article 4(24)
GDPR.

The EDPB considers that the Final Decision does not need to refer to the infringements by WhatsApp
Ireland Limited, as established in Decision IN-18-12-2, as an aggravating factor under Article 83(2)(e)
GDPR for the calculation of the fine.

The EDPB instructs the |IE SA to modify its Draft Decision to elaborate on the manner in which the
turnover of the undertaking concerned has been taken into account for the calculation of the fine, as
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appropriate, to ensure the fine is effective, proportionate and dissuasive in accordance with Article
83(1) GDPR.

The EDPB considers that the proposed fine does not adequately reflect the seriousness and severity
of the infringements nor has a dissuasive effect on Meta IE. Therefore, the fine does not fulfil the
requirement of being effective, proportionate and dissuasive in accordance with Article 83(1) and (2)
GDPR. In light of this, the EDPB directs the IE SA to set out a significantly higher fine amount for the
transparency infringements identified, in comparison with the upper limit for the administrative fine
envisaged in the Draft Decision. In doing so, the IE SA must remain in line with the criteria of
effectiveness, proportionality, and dissuasiveness enshrined in Article 83(1) GDPR in its overall
reassessment of the amount of the administrative fine.

On the objections concerning the imposition of an administrative fine for the lack of legal basis

The EDPB decides that the objections of the AT, DE, FR, NO, and SE SAs regarding the imposition of an
administrative fine for the infringement of Article 6(1) or Article 6(1)(b) GDPR meet the requirements
of Article 4(24) GDPR.

In relation to intentionality under Article 83(2)(b) GDPR, the EDPB considers that the arguments put
forward by the SE SA in their objection do not contain sufficient objective elements to demonstrate
the intentionality of the behaviour of Meta IE.

Regarding the possible financial benefit obtained from the infringement as well as the competitive
advantage (Article 83(2)(k) GDPR), the EDPB instructs the |IE SA to ascertain if an estimation of the
financial benefit from the infringement is possible in this case. Insofar as further estimation of the
financial benefit from the infringement is possible in this case and results in the need to increase the
amount of the fine proposed, the EDPB requeststhe |E SAtoincrease the amount of the fine proposed.

The EDPB instructs the IE SA to cover the additional infringement of Article 6(1) GDPR with an
administrative fine which is effective, proportionate and dissuasive in accordance with Article 83(1)
GDPR. In determining the fine amount, the IE SA must give due regard to all the applicable factors
listed in Article 83(2) GDPR, in particular the nature and gravity of the infringement, the number of
data subjects affected and the seriously negligent character of the infringement.

On the objection concerning the imposition of an administrative fine for the infringement of the
fairness principle under Article 5(1)(a) GDPR

The EDPB decidesthat the objection of the IT SA regarding the imposition of anadministrative fine for
the infringement of Article 5(1)(a) GDPR meetsthe requirements of Article 4(24) GDPR.

The EDPB instructsthe |E SA tofactor the additional infringement of the principle of fairness enshrined
in Article 5(1)(a) GDPR into its adoption of appropriate corrective measures. In this respect, the |E SA
is instructed to take due account of this infringement when re-assessing the administrative fines for
the transparency infringements and the determination of the fine for the lack of legal basis. If,
however, the IE SA considers an additional fine for the breach of the principle of fairness is an
appropriate corrective measure, the EDPB requeststhe IE SA to include this in its final decision. Inany
case, the IE SA must take into account the criteria provided for by Article 83(2) GDPR and ensuring it
is effective, proportionate and dissuasive in line with Article 83(1) GDPR.
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On the objection concerning the imposition of an administrative fine for the infringement of Article
5(1)(b) and (c) GDPR

The EDPB decidesthat it does not need to examine the objection of the IT SA regarding the imposition
of anadministrative fine for the infringement of Article 5(1)(b) and Article 5(1)(c) GDPR.

11 FINAL REMARKS

This Binding Decision is addressed tothe |E SA and the CSAs. The IE SA shall adopt its final decision on
the basis of this Binding Decision pursuant to Article 65(6) GDPR.

Regarding the objections deemed not to meet the requirementsstipulated by Article 4(24) GDPR, the
EDPB does not take any position on the merit of any substantial issues raised therein. The EDPB
reiteratesthat its current decision is without any prejudice to any assessments the EDPB may be called
upon to make in other cases, including with the same parties, taking into account the contents of the
relevant draft decision and the objections raised by the CSAs.

According to Article 65(6) GDPR, the IE SA shall adopt its final decision on the basis of the Binding
Decision without undue delay and at the latest by one month after the Board has notified its Binding
Decision.

The |E SA shall inform the Board of the date when its final decision is notified to the controller or the
processor&??, This Binding Decision will be made public pursuant to Article 65(5) GDPR without delay
after the |E SA has notified its final decision to the controller830,

The IE SA will communicate its final decision to the Board?®3!. Pursuant to Article 70(1)(y) GDPR, the IE
SA’s final decision communicated to the EDPB will be included in the register of decisions which have

been subject to the consistency mechanism.

For the European Data Protection Board

The Chair

(Andrea Jelinek)

829 Art. 65(6) GDPR.
830 Art. 65(5) and (6) GDPR.
831 Art. 60(7) GDPR.
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